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ABSTRACT

Rust is a systems programming language that gives strong static guarantees on properties
like memory and thread safety and has been widely used in recent years for high reliability
and performance. In Rust, code is usually under a static check of resource usage under the
ownership principle based on lifetimes. Also, we can robustly extend the expressivity of Rust
by writing libraries with implementation free from the static check and interfaces following the
ownership principle. Therefore, verifying safety and functional correctness of Rust programs
in an extensible and scalable way is a key to developing reliable high-performance software.
There is some existing work on verifying Rust programs. Jung et al. verified safety of Rust’s
type system and some Rust libraries in an extensible way using the higher-order separation
logic Iris in the Coq Proof Assistant. Matsushita et al. proposed a method to automatically verify
functional correctness of programs in a basic subset of Rust. However, it was still unclear how to
verify functional correctness of Rust programs in an extensible and scalable way. In this thesis,
we propose a novel extensible logical foundation to specify and verify functional correctness
(and safety) of Rust programs, by extending the technique of prophecy used by Matsushita et al.
We semantically model types and verification conditions in Rust in Iris, combining the work of
Jung et al. with the technique of prophecy, to flexibly support new libraries and features of Rust.
As a basis for that, we present a new formulation of prophecy that allows flexible operation.
We plan to mechanize the results in Coq in the near future.
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Chapter 1

Introduction

The Rust Programming Language (Matsakis and Klock, 2014; Rust Community, 2021a)
is a systems programming language that aims at a high level of performance, reliability
and productivity. Like C/C++, Rust allows users to use low-level operations for high
performance. At the same time, unlike common mainstream languages like C/C++ and
Java, Rust gives a high-level safety guarantees by a strong static check on resource
usage by its distinctive ownership principle based on lifetimes. Rust also allows unsafe
code, i.e., code that does not get the static resource-usage check. We can robustly extend
the expressivity of Rust by writing libraries with implementation with unsafe code and
interfaces that follow the ownership principle. Rust has been widely used in recent
years in industry and has attracted various academic interests. Therefore, verification
of safety and functional correctness of Rust programs is significant for development of
reliable high-performance software. In verification of Rust programs, scalability and
extensibility is important, because Rust is widely used for large-scale software and the
expressivity of Rust can be flexibly extended by libraries with unsafe code.

There are some existing studies on verification of Rust programs. RustBelt (Jung
et al., 2018a) verified memory and thread safety of Rust’s type system and some Rust li-
braries mechanically in the Coq Proof Assistant. Their proof is highly extensible thanks
to a semantic approach based on the higher-order separation logic Iris (Jung et al., 2015,
2018c). RustHorn (Matsushita et al., 2020a) proposed a method to automatically verify
functional correctness of Rust programs within a basic subset of features. Their verifi-
cation method leverages the guarantees of Rust’s ownership principle to give a clean
logic model to a Rust program, which allows a fairly scalable verification of Rust pro-
grams. The logic model precisely tracks the effect of updates performed through unique
references by the technique of prophecy, while it successfully omits explicit representa-
tion of the the heap memory and addresses. However, it was still unclear how to verify
functional correctness of Rust programs in an extensible and scalable way.

In this thesis, we propose a novel extensible logical foundation to specify and verify
functional correctness including safety, of Rust programs, using a prophecy-based clean
logic model in the style of RustHorn and taking a semantic approach in the style of
RustBelt. We name this research project RustHornBelt. As a basis of that, we present a
new framework of prophecy on top of Iris; in this framework, prophecy lives only in
the ghost state and allows flexible operations. We plan to mechanize our results in Coq
in the near future, taking advantage of the strong Coq support of Iris.

In § 1.1, we introduce the Rust programming language, especially in terms of the
type system. In §1.2, we introduce RustBelt. In §1.3, we introduce RustHorn and explain
its idea, giving some detailed examples of verification in RustHorn. In §1.4, we give an
overview of our work RustHornBelt.



1.1 The Rust Programming Language

The Rust Programming Language (Matsakis and Klock, 2014; Klabnik et al., 2018; Rust
Community, 2021a) is a systems programming language aiming at a high level of per-
formance, reliability and productivity.

As a fairly new language (Rust 1.0 was released in 2015), Rust has been designed
on the basis of the lessons learned from existing programming languages and past de-
velopment experiences. Like C/C++, Rust allows users to use low-level operations to
achieve high memory and space efficiency. At the same time, Rust provides high-level
safety guarantees by a strong static check on resource usage by the ownership princi-
ple based on lifetimes, which is introduced later in this section. Also, productivity of
Rust is enhanced by various modern features, including pattern matching and lambda
expressions, and also mature development tools.

Rust has been developed by a large, energetic community and has rapidly gained
popularity. Rust is already used by software products such as Firefox (Mozilla, 2021),
Dropbox (Dropbox, 2020) and npm (npm, 2019). Also, Rust is officially sponsored by
Microsoft, Mozilla, Amazon and Google (Rust Community, 2021b).

Rust has attracted various academic interests. There have been various studies on
verification of Rust programs (Toman et al., 2015; Hahn, 2016; Ullrich, 2016; Jung et al.,
2018a; Lindner et al., 2018; Baranowski et al., 2018; Astrauskas et al., 2019; Dang et al.,
2020; Matsushita et al., 2020a). Some studies worked on aliasing disciplines for Rust
(Jung et al., 2020a), feature proposal on Rust (Fallin, 2020), and formalization of Rust
(Reed, 2015; Weiss et al., 2019). Some studies investigated real-world Rust programs
(Qin et al., 2020; Astrauskas et al., 2020). Some studies applied Rust to systems pro-
gramming (Levy et al., 2015; Anderson et al., 2016; Balasubramanian et al., 2017; Levy
etal., 2017; Lamowski et al., 2017; Ding et al., 2017; Almohri and Evans, 2018; Emmerich
et al.,, 2019), concurrency (Jespersen et al., 2015), and cryptography (Mindermann et al.,
2018).

In the remaining part of this section, we introduce and explain Rust’s type system,
especially in terms of the ownership principle based on lifetimes.

Possible Dangers of Pointer Use To understand the motivation of Rust’s type sys-
tem, let us first see how dangerous pointer manipulation can be without static check-
ing on resource usage. In most mainstream programming languages such as C/C++
and Java, each pointer can read, modify and release its target resource without much
restriction. This freedom can easily cause, however, unexpected errors.

A programmer can unintentionally use a pointer to a resource that has been im-
plicitly released.

Example 1.1 (Dangerous Update After Implicit Release). For example, let us consider
the following C++ code.

1 vector<int>* pv;
: { vector<int> v { 0, 1, 2 }; pv =24&v; } // v its released
s /* ... some operations ... */ pv->push_back(3); // dangerous!

Here, vector<int> is a type for an integer vector, i.e., an array of integers that can
change in size. In the line 1, we declare an uninitialized pointer pv to an integer vector.
In the line 2, a local scope is introduced by curly brackets and within it a new vector
v is created with initial elements O, 1, 2 and the pointer pv is set to &v. When we
leave the local scope, the vector v is automatically released. After some operations, in
the line 3, we try to append an element to the target vector of pv. Because the target
of pv has actually been invalidated, this memory access is highly dangerous. If another



object is using the memory cells at the address pv, this memory access violates that
object.

An internal memory block of an object can be released by update on the object,
which may cause a tricky memory error.

Example 1.2 (Dangerous Update After Reallocation). Let us consider the following ex-
ample.

1 vector<int> v { 0, 1 }; int*x p = &v[0];
: v.push_back(2); // reallocation occurs
3 /* ... some operations ... */ *p = 10; // dangerous!

In the line 1, we create a vector of two elements 0 and 1 and store it to the variable v,
and then we take a pointer p to the first element of the vector. In the line 2, we push a
new element 2 to (the end of) the vector through v. Actually, at this point, the memory
block for the elements of the vector gets reallocated.! After some operations, in the line
3, we try to update the target of the pointer p. However, because the memory cell at
the address p is no longer managed by v, it may be now used by another object, so this
memory access is highly dangerous and can cause unexpected behavior.

To sum up, when a resource is shared by multiple pointers, the programmer can
easily cause unexpected behavior by updating the resource from some pointer. In prac-
tice, such memory safety errors occur relatively frequently. For example, Miller (2019)
reported that about 70% of vulnerabilities in Microsoft in terms of CVE patches were
related to memory safety in the years 2006-2018.

Rust’s Ownership Principle Unlike languages like C/C++ and Java, Rust’s type
system guarantees memory safety by performing a strong static check on resource usage
under the ownership principle based on lifetimes. This kind of type system that is aware
of resource usage is called substructural (in a broad sense). Although substructural
type systems with ownership have been actively studied for a long time (Wadler, 1990;
Clarke et al., 1998; DeLine and Fiahndrich, 2001; Jim et al., 2002; Fahndrich and DeLine,
2002; Fluet et al., 2006; Mazurak et al., 2010; Haller and Odersky, 2010; Zibin et al., 2010;
Tov and Pucella, 2011; Ghica and Smith, 2014; Morris, 2016; Bernardy et al., 2018), the
type system of Rust has some notable features. Now, before getting into Rust code
examples, we give a high-level overview of Rust’s ownership principle.

In Rust, an object can be pointed at by multiple pointers, but at each program point
only one pointer can have ownership (also called unique permission) on the object, which
permits writing to and reading from the object. While some pointer has ownership on
an object, any other pointers do not have ownership on it. Ownership is structural;
that is, ownership on an object includes ownership on any sub-objects of the object.

A key feature of Rust is borrowing. When a pointer a has ownership to some ob-
ject, we can create a new pointer ua to the object and temporarily move the ownership
on the object from a to ua during some period. The period for borrowing is called
a lifetime. The newly created pointer ua is called a unique reference. Also, precisely,
this type of borrowing is called a unique borrow. The lifetime is statically and globally
managed by Rust’s type system. While the lifetime is ongoing, the unique reference ua
has the ownership on the object and the original owner a temporarily loses the own-
ership. At the moment when the lifetime ends, ua loses the ownership and a retrieves
the ownership on the object. The key idea is that the unique reference ua and the orig-
inal owner a don’t need to directly communicate with each other when the ownership is

1 To be precise, whether or not reallocation occurs depends on the capacity of the vector, but in com-
mon implementations the capacity of the vector is set exactly to n when we initialize a vector by an
initializer list of the length n.



returned, because the static control based on the lifetime ensures that the ownership
is never shared by multiple pointers. So we do not have to strictly keep ua until the
lifetime ends. While the lifetime is ongoing, the borrowed ownership on the object can
freely be passed around, subdivided, and thrown away. This is a key feature of Rust
that realizes modular and scalable management of the ownership.

Rust also has the notion of sharing permission, which can be shared by multiple
pointers but permits only reading from the object, not writing to it. Sharing permission
is also structural like ownership. While a pointer has sharing permission on an object,
any other pointer cannot have ownership on the object. Rust has a shared borrow,
which is similar to a unique borrow but takes out sharing permission, not ownership
(i.e., unique permission). When a pointer a has ownership on some object, we can
create a new pointer sa called a shared reference and temporarily give it the sharing
permission on the object under some lifetime. Because sharing permission is sharable, a
shared reference can be copied, whereas a unique reference can’t be copied. The original
owner temporarily loses the ownership while the lifetime is ongoing and retrieves the
ownership at the moment the lifetime ends. While the lifetime is ongoing, the borrowed
sharing permission can be freely passed around, subdivided, and thrown away, just like
a unique borrow.

Notably, a lifetime in Rust is roughly speaking a set of program points instead of
just a lexical scope, which is important for flexibility of borrowing. This notion of a
lifetime is called a non-lexical lifetime. The compiler of Rust automatically infers non-
lexical lifetimes and checks the ownership principle with some elaborate algorithm
(Rust Community, 2020). This machinery is dubbed a borrow checker. Also, a new
algorithm for the borrow checker is under development (Matsakis, 2018, 2020; Rust
Community, 2021c).

The ownership principle of Rust can be too restrictive for the purpose of guarantee-
ing safety. Still, the Rust compiler exploits the guarantees of the ownership principle
for optimization, which is studied in depth by Jung et al. (2020a). Also, Rust allows users
to write unsafe code, which is code that does not get the static resource-usage check
based on the ownership principle; we can robustly extend the expressivity of Rust by
appropriately encapsulating unsafe code. We explain unsafe code more in depth later
in this section.

Examples of Unique Borrows Let us see how we can use unique borrows. You can
try the Rust compiler online at the Rust Playground https://play.rust-lang.or
g/.

For a very simple example, we can use a unique borrow as follows.

1 let mut n: i32 = 3;

2 let p: &mut i32 = &mut n;
3 *p = *p + 4;

« print! ("{}", n); /7

The type 132 represents a (32-bit) integer. In the line 1, we get an integer variable n
with the initial value 3. The keyword mut in let mut allows us to modify the data of
n. The type &mut T represents a unique reference (also called a mutable reference) to
an object typed T, which have temporarily acquired the ownership on its target object.
In the line 2, by &mut n, we perform a unique borrow (also called a mutable borrow)
to take a unique reference p to the integer data of n.*> Then in the line 3, we increment

2 If we want to make it a complete Rust program, we just need to put the code inside the entry point
function fn main() { ... }.
3 In Rust, the keyword mut, standing for ‘mutable’, is used for two different contexts. The use of mut
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the integer data by 4 through the unique reference p. In the line 4, ending the unique
borrow, we access the integer data through n and know that the value is now set to 7.
In Rust, each reference and borrow is associated with some lifetime but the lifetime is
inferred by the compiler and the programmer cannot explicitly specify it (except when
we handle polymorphism over lifetimes, which is explained later).

Now let us see how Rust’s type system prevents the two dangerous pointer usages
unregulated in C++ which were discussed above.

Example 1.3 (Update After Release Prevented by Rust). The first C++ code snippet of
Example 1.1 can be translated into the following Rust code.

1 let pv: &mut Vec<i32>;
: { let mut v: Vec<i32> = vec![0, 1, 2]; pv = &mut v; 1}
s /* ... some operations ... */ pv.push(3); // dangerous!

The type Vec<T> represents a vector of the element type T, which corresponds to C++’s
vector<T>. In the line 2, we first construct a vector by vec! [0, 1, 2] and let the
variable v own it. Later in the line 2, we uniquely borrow the vector &mut v to get
a unique reference, which is named pv. The Rust compiler correctly judges this Rust
code dangerous, emitting an error message like below.
error: “v- does not live long enough
« | { ... pv=2tmutv;,; }+ ...
rfF Tnnnen - v dropped here while still borrowed
| borrowed value does not live long enough
* | ... pv.push(3);
| -- borrow later used here
While the lifetime is ongoing, the alias v temporarily loses the ownership. Because
pv is used in the line 3 by the push pv.push(3), Rust judges that the lifetime is alive
until the end of the line 3. When the variable v gets out of the lexical scope of curly
braces, Rust tries to release (or drop) the vector through v but notices that this violates
the ownership principle with regard to the lifetime. This is the reason why the Rust
compiler emit the error message like shown above. Note that we remove the curly
brackets of the line 2 as follows, the code passes the type check.

1 let pv: &mut Vec<i32>;
: let mut v: Vec<i3d2> = vec![0, 1, 2]; pv = &mut v;
3 pv.push(3);

Example 1.4 (Update After Reallocation Prevented by Rust). The second C++ code snip-
pet of Example 1.2 is translated into the following Rust code.

1 let mut v: Vec<i32> = vec![0, 1]; 1let p: &mut i32 = &mut v[0];
» v.push(2); // reallocation occurs
s /¥ ... some operations ... %/ *p = 10; // dangerous!

Here, the operation &mut v[0] is syntax sugar of Vec::index_mut (&mut v, 0)*

and v.push(2) is syntax sugar of Vec: :push(&mut v, 2). Again the Rust compiler

correctly judges this program dangerous and emits an error message like below.
error: cannot borrow “v® as mutable more than once at a time

* | ... let p: &mut i32 = &mut v[0];
- first mutable borrow occurs here

I
* | v.push(2);

| ~ second mutable borrow occurs here
* | *p = 10;

I

——————— first borrow later used here

in let mut allows the object directly owned by the variable to be modified. In the meanwhile, the use of
mut in &mut indicates a unique borrow/reference rather than a shared borrow/reference.
4 We need a declaration such as use std::ops::IndexMut; to use the name index_mut.



In the line 1, the operation &mut v[0], which stands for Vec: : index_mut (&mut v,
0), uniquely borrows v to take a unique reference and then subdivide it into a unique
reference to the head element of the vector by calling the function Vec: : index_mut.
The resulting unique reference, typed &mut 132, is passed to the variable p. Since we
use p in the line 3 by *p = 10, the lifetime of this unique borrow should be continued
until the line 3. However, in the line 2, the operation v.push(2), which stands for
Vec::push(&mut v, 2), uniquely borrows v and performs the push operation by
calling the function Vec: : push. To perform this second unique borrow, we need the
ownership of v here, but it should be temporarily lost until the lifetime of the first
borrow ends. This is why the compiler emits the error message like above. If we swap
the order of the updates like shown below, the Rust code becomes safe and passes the
static check of Rust.

i let mut v: Vec<i32> = vec![0, 1]; 1let p: &mut i32 = &mut v[0];
» *p = 10; // the lifetime of p ends here
s v.push(2); // reallocation occurs but it's ok

Here, the Rust compiler infers that the lifetime of p or the unique borrow of &mut v [0]
ends at the line 2. Note that the Rust code passes the type check even if we change &mut
v[0] into &mut v[10]; the method index_mut performs dynamic bounds checking
and we simply get a dynamic error by this change.

In Rust, we can also create a new reference by borrowing from an existing unique
reference. This operation is called a reborrow.’

Example 1.5 (Reborrowing). For example, let us consider the following Rust code.

1 let mut v = vec![0]; let pv = &mut v;
: pv.push(1); pv.push(2);

It passes Rust’s type check and works correctly. It seems fairly natural but actually
is made possible by reborrowing. The push operation pv.push(1) actually calls the
function Vec: : push, which consumes the input unique reference. In order to perform
the second push pv.push(2) after the first push pv.push(1), we cannot consume pv
by the first push. Therefore, Rust implicitly performs reborrowing. For each push on pv,
Rust takes a new unique reference &mut *pv that lives only during the function call of
Vec: :push. We can rewrite the Rust code above into the following code with explicit
reborrowing.’

i let mut v = vec![0]; let pv = &mut v;
> Vec::push(&mut *pv, 1); Vec::push(&mut *pv, 2);

Examples of Shared Borrows Let us see how we can use shared borrows.
We can copy shared references and use multiple shared references at the same time.
For a simple example, the following Rust code is valid.

1 let n: i32 = 7;
: let p: &i32 = &n; let q: &i32 = p;
s print! ("{} and ", *p); print!("{}", *q); // 7 and 7

> We do not need to think about reborrowing from a shared reference because shared references can
be copied.

6 We can also write Vec: :push(pv, 1); instead of Vec: :push(&mut *pv, 1); but still Rust im-
plicitly performs reborrowing of pv.



The type &T (without the keyword mut) represents a shared reference (also called an
immutable reference) to an object typed T, which have temporarily acquired sharing
permission on the target object. In the line 2, we first perform a shared borrow (also
called an immutable borrow) &n to get a shared reference p to the integer data of n;
then we copy the address of p to get a shared reference q. In the line 3, we read the
integer value from p and then from q. This makes the lifetimes of p and q overlap
but it is still valid because sharing permission can be shared. At a low level (without
optimization), unique and shared borrows/references are the same operation/object,
but for simplicity of the type system Rust expects that programmers explicitly annotate
whether the borrow/reference is unique or shared by the notations &mut and &.

Rust forbids release of an object while we are using a shared reference to the object.

Example 1.6 (Read After Release Prevented by Rust). For example, the following Rust
code is correctly rejected by the Rust compiler.

1 let pv: &Vec<i32>;
> { let v: Vec<id2> = vec![0, 1, 2]; pv = &v; }
s /* ... %/ print! ("{}", pv[0]); // dangerous!

The type Vec<i32> represents a vector of shared references to integer data. In the
line 2, we construct the vector v and then take a shared reference pv to the vector v.
When we leave from the inner scope, the vector v is automatically released. In the
line 3, by pv[0], we try to access the head element of the vector through pv, where
pv [0] is syntax sugar for *Vec: :index(&pv, 0).” However, it is dangerous because
it can cause invalid memory access, including dereference of a null pointer. When we
perform pv[0], we first read the address data of the vector and then dereference it;
however, since the vector has already been released, the memory cell that used to store
the address now may have an invalid address, possibly the null value. This Rust code
does violate Rust’s ownership principle and the compiler emits an error message like
the following.
error: “v- does not live long enough
x| { ... pv=2_gv; 3} ..
| . - v’ dropped here while still borrowed
| borrowed value does not live long enough
x| ... print!("{}", pv[0]);
I —-- borrow later used here
Rust also forbids update of an object while we are using a shared reference to the
object.

Example 1.7 (Read After Reallocation Prevented by Rust). For example, the following
Rust code is correctly rejected by the Rust compiler.

1 let mut v: Vec<&i32> = vec![&0, &1]; let p: &&i32 = &v[0];
> v.push(&2); // reallocation occurs
s /% ... x/ print! ("{}", *xp); // dangerous!

In the line 1, we first crate a vector v of shared references to integer data, of the type
Vec<&i32> and the initial value vec! [£0, &1], and then take a shared reference p to
the head element of the vector, which itself is a shared reference to integer data. Here,
by performing &0, we statically allocate integer data O and take an address of it. In the
line 2, we push a new element &2 to the vector v, which causes reallocation. In the
line 3, after some operations, we try to access the inner integer data of **p. However
it is dangerous, because the data at p is no longer managed by the vector and thus *p
can be an invalid address, possibly the null value. This code violates Rust’s ownership
principle and the compiler emits an error message like the following.

7 We need declaration like use std: :ops: :Index; to use the method index, just like index_mut.



error: cannot borrow “v° as mutable because it is also borrowed as
— immutable
* let p: &&i32 = &v[0];

- immutable borrow occurs here

* v.push(&2);

I

I

I

| "ot mutable borrow occurs here
* |
I

print! ("{}", **p); .
—-—- immutable borrow later used here

In Rust, a unique reference under a shared reference can only have the sharing
permission instead of the ownership (unique permission).

Example 1.8 (A Unique Reference Under a Shared Reference). For example, the follow-
ing Rust code is correctly rejected by the Rust compiler.

1 let mut v: Vec<&i32> = vec! [&0, &1];

2 let pv: &mut Vec<&i32> = &mut v;

5 let ppv: & &mut Vec<&i32> = &pv; let q: &&i32 = &ppv[0];
« ppv.push(2); // reallocation occurs

s /* ... #%/ print! ("{}", **xq); // dangerous!

In the line 1, we create a vector v of shared references to integer data. Then in the line
2, we take a unique reference pv to the vector. In the line 3, we take a shared reference
ppV to the unique reference pv and then take a shared reference qv to the head element
of the vector using ppv. In the line 4, we perform the push operation ppv.push(2)
through ppv, which causes reallocation. In the line 5, after some operation, we try to
read the inner integer data of q. However, it is dangerous because the address at *q may
be now invalid due to the reallocation. This code violates Rust’s ownership principle
and the compiler emits an error message like the following.

error: cannot borrow **ppv’ as mutable, as it is behind a “&”

— reference

x| let ppv: ... = &pv;
| --- help: consider changing this to be a mutable
— reference: “&mut pv"

* | ppv.push(2);
| 77 "ppv’ is a “&" reference, so the data it refers to cannot be
— borrowed as mutable

Polymorphism over Lifetimes In Rust, a function can be polymorphic over life-
times, which is an important feature for modularity of borrowing.

For example, the method Vec: : push used above has the following function signa-
ture.®

1 fn Vec::push<'a, T>(pv: &'a mut Vec<T>, a: T) -> ()

The keyword fn stands for ‘function’. The method Vec: : push inputs a unique refer-
ence to a vector pv: &'a mut Vec<T> and a value a: T and appends the value to
the vector, possibly performing reallocation. The output type is the unit type (). The
function is polymorphic over the lifetime ' a of the reference pv, as well as the element
type T.

For another example, the method Vec: : index_mut, which is used for index access
on a vector &mut pv[i], has the following signature.

1 fn Vec::index_mut<'a,T>(pv: &'a mut Vec<T>, i:usize) -> &'a mut T

8 Although Rust uses a special notation for methods, we use here a notation for usual functions.



This method outputs the unique reference to the i-th element of the vector of the
type &'a mut T by subdividing the input unique reference to a vector pv: &'a mut
Vec<T>. The type usize represents an unsigned 64-bit integer (if we are using the 64-
bit architecture). We subdivide the input reference instead of performing a new borrow.
Therefore, the lifetime of the output reference &'a mut T has the same lifetime 'a as
the input reference &'a mut Vec<T>.

Variant Types Rust supports variant types, unlike common imperative languages
like C/C++ and Java.
For example, the following type Result<T, E> is commonly used.

. enum Result<T, E> { 0k(T), Err(E) }

This type is parametrized over the main result type T and the error type E. A value of
the type Result<T, E> is either a successful value 0k (v) with a body value v: T or
an error value Err (e) with an error value e: E.

We can also make recursive types using variant types. For example, the singly
linked list type can be defined as follows.

1 enum List<T> { Nil, Cons(T, Box<List<T>>) }

Here, the box pointer type Box<U> represents a pointer to an object typed T with the
ownership on the object and the right to free (or deallocate) the memory block for the
object. A value of the type List<T> is either the nil Nil or the cons value Cons (v, 1)
of the head value v: T and the boxed tail list 1: Box<List<T>>. Using recursion, we
can write various functions over the list type. In particular, we can write interesting
functions by combining lists with unique references.

For example, we can write the following function inc_all’

1 fn inc_all<'a>(pla: &'a mut List<i32>) -> () {
> match pla {

3 Nil => {3,

4 Cons(pa, pla2) => { =*pa += 1; inc_all(pla2); 1}
s}

o }

It inputs a unique reference to a list pla and destructively increments all elements
of the list. The pattern Cons(pa, pla2) splits the unique reference pla: &'a mut
List<i32> into a unique reference to the head pa: &'a mut i32 and a unique ref-
erence to the tail pla2: &'a mut List<i32>.

For another example, we can write the following function split_ung.

1 fn split_ung<'a>(pla: &'a mut List<i32>) -> List<&'a mut 132> {
»  match pla {

3 Nil => Nil,

4 Cons(px, plx2) => Cons(px, Box::new(split_unq(plx2)))
s}

6 }

It inputs a unique reference to an integer list pla: &'a mut List<i32> and outputs
a list of unique references to each element of the integer list.

9 We need a declaration like use List: :*; to use the constructors Nil and Cons (without the qualifier
List::).



Unsafe Code In Rust, we can also write unsafe code (Klabnik et al., 2018, §19.1),
which is code that does not take the static check on resource usage. If we want to make
a piece of code unsafe, we can just put it into the unsafe code block unsafe { ... }.
In unsafe code, we can use the mutable raw pointer type *mut T and the immutable raw
pointer type *const T, which represent a pointer to an object typed T with or without
the ability to update its target object. In unsafe code, we can actively use any number of
mutable and immutable raw pointers to one object without restriction. Also, in unsafe
code, we can freely perform conversion between (unique or shared) references and raw
pointers.

We can robustly extend the expressivity of Rust using libraries that have internal
implementation with unsafe code and interfaces that follow the ownership principle. For
example, the internal implementation of the vector type Vec<T> depends on unsafe
code but we can use the vector type with safety guarantees as long as we access vectors
through the safe interfaces like Vec: :push and Vec: :index_mut. Although Rust’s
type system is quite restrictive by the strict enforcement of the ownership principle,
we can robustly extend the expressivity of Rust in this way.

Interior Mutability Using unsafe code, we can write a type whose internal data
structure can be modified through shared references. Such a property on a type is called
interior mutability (Klabnik et al., 2018, §15.5) (Jung, 2020, §8.6). Rust provides a bunch
of robust libraries that offer interior mutability.

For a simple example, Rust has the cell type Ce11<T>. It can be used as follows.

1 let a: &Cell<i32> = & Cell::new(3); 1let b: &Cell<i32> = a;
: a.set(7); print!("{}", b.get()); // 7

Here, we make a new integer cell with the initial value 3 by Cell: :new(3). We take
a shared reference a to the cell, which can be copied to b. By a.set(7), which is
syntax sugar for Cell: :set(a, 7), we can set the internal value of the cell to 7. By
b.get (), which is syntax sugar for Cell: :get (b), we can get the internal value of
the cell, which is now set to 7. The methods Cell: :set and Cell::get have the
following function signatures.

1 fn Cell::set<'a, T>(c: &'a Cell<T>, d: T) —> (O
: fn Cell::get<'a, T>(c: &'a Cell<T>) -> T

Any shared reference to a cell has the right to call set and get. Actually, the call of
Cell: :get requires that the type T is copyable, i.e., an object typed T can be copied.
Types like the integer type 132 and the shared reference type &T are copyable but types
like the vector type Vec<T> and the mutable reference type &mut T are not copyable.
Rust manages a property like copyability on a type using the machinery called a trait
(Klabnik et al., 2018, §10.2), which is comparable to Java’s interface and Haskell’s type
class.

For an advanced example, Rust also supports the mutex type Mutex<T>. A mutex
can be shared by multiple threads and be modified by exclusively taking the lock.

1.2 RustBelt — A Semantic Model of Rust Types

As explained in §1.1, Rust guarantees memory and thread safety using a static resource-
usage check by its distinctive lifetime-based ownership principle. In fact, many com-
mon errors in imperative programming (e.g., Example 1.1 and Example 1.2) are pre-
vented by Rust’s type system. Also, the expressivity of Rust can be robustly extended
using libraries have internal implementation with unsafe code and interfaces that fol-
low the ownership principle.
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The Rust community has been making a lot of efforts to enhance and guarantee
the safety of Rust’s type system and libraries through tests, bug reports and human
thoughts. Still, safety of Rust is highly tricky. In particular, when we have multiple
libraries with unsafe internal implementation, it is challenging to guarantee that any
combination of method calls on these libraries does not cause unexpected behaviors. In
fact, Rust has suffered from a number of bugs caused by interaction of multiple libraries
(Ben-Yehuda, 2015; Borowski, 2019).

Therefore, it is significant to give formal safety guarantees to Rust’s type system
and libraries in an extensible way, being open to new libraries and features of Rust. This
need gave rise to the work RustBelt (Jung et al., 2018a,b). They gave the first mechanized
proof of memory and thread safety of a core of Rust’s type system and some key stan-
dard libraries of Rust, including ones with interior mutability such as Cell, RefCell,
Mutex and RwLock. They found a tricky bug of a real-world Rust library (Jung, 2017)
in the process of the formal verification. Their proof is mechanized in the Coq Proof
Assistant (Coq Community, 2021), making full use of the higher-order separation logic
Iris (Jung et al,, 2015, 2018c), which is provided as a library in Coq (Krebbers et al.,
2017, 2018). Iris is a general-purpose separation logic that attains outstanding extensi-
bility by impredicativity or higher-order ghost states (Iris is explained more in depth in
Chapter 2).

The core of their proof is construction of semantic models of Rust types, which con-
sist of predicates in Iris. Each syntactic typing rule is semantically interpreted in Iris
and gets a separate soundness proof. Also, each library method with unsafe implemen-
tation and typed interfaces is likewise semantically interpreted in Iris and separately
verified. In this way, the safety proof of RustBelt is highly extensible. This semantic ap-
proach stands in contrast to common syntactic type soundness proof based on progress
and preservation (Wright and Felleisen, 1994); although the syntactic approach seems
handy, it is in general non-trivial how we can modify the syntactic soundness proof
when we add new execution rules and typing rules.

As an essential basis for their semantic approach, they designed the lifetime logic
on top of Iris in order to flexibly discuss borrowing of resources based on lifetimes. In
the lifetime logic, we can directly borrow Iris propositions instead of some fixed set of
resources, which is made possible by the impredicativity of Iris.

1.3 RustHorn — Verifying Rust Programs by Prophecy

How can we verify functional correctness of Rust programs leveraging the guarantees
given by Rust’s ownership principle? Let us first focus on a basic subset of Rust without
unsafe code. Without unique references, we can model Rust programs just as functional
programs. But what about with unique references? When we perform a unique borrow
and create a unique reference in Rust, in the verification model we can pass the current
value of the target object to the unique reference. When we update the target object of
the unique reference, in the model we can just accordingly update the current target
value of the unique reference. The problem is, after the lifetime of the borrow ends,
how we can tell the original owner the new value of the object, reflecting updates that
have been performed by the unique reference.

RustHorn (Matsushita et al., 2020a) proposed a very simple solution to this question:
we use a prophecy variable on the value at the end of the lifetime of the unique borrow.°
Roughly speaking a prophecy variable is a variable that peeks out some value that will

10 The idea of using prophecy for verifying Rust programs was first proposed by the senior thesis of
the author (Matsushita, 2019). The author completed the RustHorn paper (Matsushita et al., 2020a) in
collaboration with Takeshi Tsukada and Naoki Kobayashi, the supervisor of this thesis.
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be observed in the future. More specifically, the verification model handles a unique
borrow as follows. First we have some object a: T, which is modeled as a value v.
When we create a unique reference ua: &mut T by uniquely borrowing a, we create
a prophecy variable x, which prophesy the value of the borrowed object at the end of
the lifetime of the unique borrow. We model the unique reference ua as (v, x), a pair
of the current value v of the target object and the prophecy variable x. Also, until
the lifetime of the borrow ends, we model a as the prophecy variable x. When we
update the target object of ua, in the model we update the current target value v of the
pair (v, x) into the new target value o', obtaining the model (¢’, x). And importantly,
at the point we throw away (or release) the unique reference ua modeled (v, x), we
resolve the prophecy variable x into the target value v (i.e., assign v to x), obtaining the
equality information x = v as a postcondition. This method also supports advanced
usage of unique references like reborrowing and subdivision (see Example 1.10). After
the lifetime of the borrow ends, the original owner a retrieves the ownership, now
being able to read and update its object. We know that a has the value x, because x has
been resolved to the value v. In this way, we can translate any Rust program (within
a basic subset of Rust) into a logic model without explicit representation of the heap
memory and addresses, just like programs of functional programming languages. In a
sense, this prophecy-based technique gives us a general way to view a basic subset of
Rust as a functional programming language.

RustHorn (Matsushita et al., 2020a) demonstrated this prophecy-based method par-
ticularly in the context of automated verification based on constrained Horn clauses
(CHCs) (Grebenshchikov et al., 2012; Bjorner et al., 2015). Roughly speaking, a CHC
representation of a program is a set of logical formulas of some format called CHCs,
which describe constraints on predicate variables that represent the input-output re-
lation of some function or continuation. The program verification problem is reduced
to the satisfiability problem on CHCs, which can be automatically solved by existing
CHC solvers (Komuravelli et al., 2014; Fedyukovich et al.,, 2017; Hojjat and Riimmer,
2018; Champion et al., 2018) in a highly scalable way. RustHorn (Matsushita et al.,
2020a) implemented an automated verifier that translates Rust programs into CHCs
using the idea of prophecy for unique borrows and then calls the backend CHC solvers
Spacer (Komuravelli et al., 2014) and Holce (Champion et al., 2018). They also per-
formed experiments on benchmarks using the verifier, including comparison with Sea-
Horn (Gurfinkel et al., 2015), an existing CHC-based verification platform for the C
Programming Language. RustHorn succeeded in automated verification of fairly com-
plicated Rust programs.

In principle, the prophecy-based translation of RustHorn can also be applied to
many Rust libraries including vectors Vec. Still it cannot handle libraries with interior
mutability in a clean way in general, because mutable states are actually shared under
interior mutability, unlike ownership by unique references.

Below we show two examples of verification in RustHorn with detailed explanation.

Example 1.9 (Dynamic Decision of the Address of a Unique Reference). For example,
let us consider the following Rust code.

1 fn take_max<'a>(ua: &'a mut int, ub: &'a mut int)-> &'a mut int {
2 if *ua >= *ub { ua } else { ub }

3 T

s+ fn test(mut a: int, mut b: int) {

5 let uc: &mut int = take_max(&mut a, &mut b); *uc += 1;

6 assert!(a !'= b);

7}

For simplicity of verification, we assume here that we have an unbounded integer type
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int. The function take_max takes two unique references to integer ua and ub and
returns the one with the greater target value. This function is quite simple, but the
point is that the address of the unique reference returned by it is determined by a dy-
namic condition *ua >= *ub. The function test performs a simple test of take_max.
It inputs two integer objects a and b. It uniquely borrows the two and passes them
to take_max to take a unique reference uc. Then it increments the target value of uc.
Finally it checks that the values of a and b are different. We want to verify that the
assertion of test always succeeds, regardless of the inputs. That property holds be-
cause the increment on uc makes the difference between a and b exactly one bigger.
However, it is tricky because we need to ensure that uc points to the greater of a and
b, not only either a or b.

RustHorn translates the Rust program (or verification problem) above into the fol-
lowing two CHCs.

take_max((a, a.), (b, bo), r) <
(azbAbo=bAr=(aa))V(a<bAa=aAr=(bb))

a. ¥ b, — take_max((a,a.), (b, bs),(c,c0)) A co=c+1

Each CHC is universally quantified over the free variables. The predicate logic for CHCs
is implicitly multi-sorted and each variable has some sort.

The first CHC characterizes the function take_max through the predicate variable
take_max, which represents the input-output relation of take_max. The unique ref-
erence ua is modeled as (a, a,), the current target integer a and the prophecy target
integer a,. We do similarly for ub. Suppose a > b holds. We release the unique ref-
erence (b, b,) and thus resolve the prophecy variable b, to b, obtaining the equality
b, = b. We also set the return value r to (a, a,). When a < b holds, we do a similar
thing swapping and (a, a,) and (b, b,).

The second CHC describes the function test. The inputs a and b correspond to the
variables a and b. When we perform a unique borrow &mut a, we take a new prophecy
variable a,, which represents the value of a just after the end of the borrow, and model
the created unique reference as (a,a.) and a now as a,. We do similarly for &mut b.
The call of take_max is modeled as the use of the predicate variable take_max. The
return value uc is modeled again as (c,¢,). We increment the target integer of uc,
which updates the model of uc into (¢ + 1,¢,). Then we release uc and thus resolve
the prophecy variable ¢, into ¢ + 1, obtaining the equality ¢, = ¢ + 1. Finally, the
assertion assert! (a != b) is modeled as the condition a, # b.. The variables a, and
b, perfectly reflect the values of a and b at this point.

The system of two CHCs can be satisfied by the following solution.

take_max((a, a,), (b, b,),(c,c0)) = co=c+1 = a, # b

In the experiment of RustHorn (Matsushita et al., 2020a, §4), this problem was auto-
matically and instantly solved.

We can also represent the Rust program as the following functional program (we
use OCaml here).

let take_max (a, a') (b, b') = if a >= b
then ( assume (b' = b); (a, a') )
else ( assume (a' = a); (b, b') )
let test a b =
let a' = Random.int(0) in 1let b' = Random.int(0) in
let (¢, c¢') = take_max (a, a') (b, b') in
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assume (c' = ¢ + 1);
assert (a <> b)

Here, the function assume is defined as follows.
let assume b = if b then () else assume b

This function falls into an infinite loop when b is false. Since we are solving the safety
problem, where non-termination is considered success, assume b simply introduces
the postcondition that b is true.

Combining the technique of prophecy with recursive types, we can perform inter-
esting verification.

Example 1.10 (Update of a List via a Unique Reference). Let us consider the following
recursive function on the list type List<T> (defined in §1.1).

1 fn take_some<'a>(ula: &'a mut List<int>) -> &'a mut int {
» match ula {

3 Nil => take_some(ula),

4 Cons(ua, ula2) => if rand() { ua } else { take_some(ula2) }
s}

6 T

The function take_some inputs a unique reference to an integer list ula and outputs
a unique reference to some non-deterministically chosen element of the list. Here, we
assume some non-deterministic function fn rand() -> bool. When the target list of
ulais cons, we split ula into unique references on the headua: &'a mut int andthe
tail ula2: &'a mut List<int> and either return ua or recursively call take_some
on ula2. When the target list is nil, we fall into an infinite loop. We can write the
following test function on take_some.

1 fn test(mut la: List<int>) {
: let n = sum(&la); let ua = take_some(&mut la);
3 *ua += 1; assert!(sum(&la) == n + 1);

+ )

The function test first saves the initial sum of the list 1a, then uniquely borrows la
and passes it to take_some to get a unique reference ua, increments the target of ua,
and finally asserts that the sum of the list has increased by one. Here, the function sum
is defined as follows.

1 fn sum<'a>(sla: &'a List<int>) -> int {
2 match sla { Nil => O, Cons(sa, sla2) => *sa + sum(sla2) }

s }
RustHorn translates this Rust program into the following CHCs.
take_some((nil, la,),r) <= take_some((nil,la,),r)

take_some((a :: ld', la,),r) < la, = ao:la, A

o

((la,=1d Ar=(aac)) V (a,=d A take_some((ld',la.),r)))
sum(nil,r) & r=0
sum(a:la,r) < sum(lar') Ar=a+r

n=n+1 < sum(lan) A take_some((la, la,), (a,a.)) A

a.=a+1 A sum(la.,n")
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The first and second CHCs characterize the function take_some, respectively for the
cases where the target list of ula is nil or cons. The first CHC is a tautology. The second
CHC is interesting. Because we destruct ula into Cons(ua, ula2), we accordingly
subdivide the prophecy variable la, into two prophecy variables a., la,, constraining
la, to a. :: lal,. Now ua is modeled as (g, a,) and ula2 is modeled as (I, la,). In general,
when we subdivide a unique reference, we also accordingly subdivide its prophecy
variable, which is an essential technique in this prophecy-based approach. Now what
we do is simple. Depending on the non-deterministic boolean rand (), we either (i)
release ula2, obtaining la, = ld’, and return ua or (ii) release ua, obtaining a, = a’,
and recursively call take_some (ula2). The third and fourth CHCs characterize the
function sum. A shared reference is represented simply as the value of its target object.
The fifth CHC characterizes the test function. This system of CHCs has the following
simple solution.

take_some((la, la,), (a,a,)) = do=a+1 = sumla, =sumla+1
sum(la,r) = r=sumla
Here, the function sum: List Z — Z is defined inductively as follows.
sumnil = 0 sum(a:la) == a+sumla

In the experiment (Matsushita et al., 2020a, §4), the verifier of RustHorn succeeded in
automated verification of this Rust program. This is because Holce (Champion et al.,
2018), one of the CHC backend solvers, can find and handle an inductive function like
sum from the CHCs of sum. Once we have sum, the solution to take_some presented
above can be easily found from the last CHC. The validity of this solution can be easily
checked using the equality sum (a :: la) = a + sum la.

As these examples show, using the idea of prophecy, we can give a clean logic
model to a fairly wide class of Rust programs, which makes verification highly scal-
able. Although the paper of RustHorn focused on CHC-based automated verification,
by the technique of prophecy, we can also verify Rust programs using existing semi-
automated verification platforms for functional programming languages such as F*
(Swamy et al., 2016) and Why3 (Fillidtre and Paskevich, 2013).

The correctness of this prophecy-based method is non-trivial. The RustHorn paper
(Matsushita et al., 2020a,b) presented the proof of soundness and completeness of the
reduction from Rust programs to CHCs. It was achieved mainly by constructing a
bisimulation between the execution of Rust programs and some deduction algorithm
on CHCs. On the side of CHCs, prophecy variables of unique references are represented
simply as syntactic variables, which can be specialized later in the deduction algorithm.

1.4 Our Work, RustHornBelt — Unifying RustHorn and RustBelt

As introduced in § 1.2, RustBelt (Jung et al., 2018a) verified memory and thread safety
of the core type and some basic libraries of Rust in an extensible way. Still, RustBelt did
not verified functional correctness. In particular, RustBelt models unique reference as a
kind of invariant saying that some object of the type is stored at the target address and
does not track precise information about the object. As introduced in § 1.3, RustHorn
(Matsushita et al., 2020a) presented a new method of verifying functional correctness of a
wide class of Rust programs in a fairly scalable way leveraging the guarantees of Rust’s
ownership principle. The point is that for each unique borrow we can take a prophecy
variable on the value of the target object just after the end of the borrow and model
the unique reference as a pair of the current target value and the prophecy variable
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to track the final target value when the unique reference is released. Although this
prophecy-based modeling is expected to be applicable to a wide class of Rust libraries
including Vec and HashMap, we did not have a logical foundation for proving that in
an extensible way. Although Matsushita et al. (2020a,b) presented a proof of soundness
and completeness of their prophecy-based reduction, their proof depends heavily on
syntactic structures and has rather little extensibility (this aspect is discussed more in
depth in §3.1 and §6.5). It was unclear how we can unify the approaches of RustHorn
and RustBelt.

In this thesis, we propose a novel extensible logical foundation to specify and ver-
ify functional correctness of Rust programs, using a prophecy-based logic model in the
style of RustHorn and taking a semantic approach in the style of RustBelt. We name this
research project RustHornBelt, as it combines the approaches of RustHorn and RustBelt.
We build a new formalization of prophecy in Iris (Chapter 3), where the information
about prophecy lives only in the ghost state and we can perform an operation that we
call dependent resolution. We also develop a low-level foundation for verifying imper-
ative programs in Iris (Chapter 4), with a new technique for spending an unbounded
number of logical steps at one physical step. We give new semantic models or semantic
types to program types in Rust (Chapter 5), extending the semantic approach of Rust-
Belt with refinement of a type by a pure value that is parametrized over assignments on
prophecy variables, which allows us to use the prophecy-based logic model in the style
of RustHorn. Finally, in order to formalize and verify type-based translation of Rust
programs into logic models, we introduce and semantically model a type system for
Rust that manipulates a logic model, which we dub the refined type system (Chapter 6).
Thanks to the semantic approach, we can verify each deduction rule of the type system
separately, which brings about extensibility, allowing us to flexibly add new features
and libraries of Rust.

The remaining part of this thesis is structured as follows. In Chapter 2, we intro-
duce the higher-order separation logic Iris as preliminaries for the following chapters.
In Chapter 3, we present a new platform for prophecy. In Chapter 4, we present a low-
level foundation for verification of imperative programming. In Chapter 5, we define
our notion of the semantic type and model various Rust types. In Chapter 6, we intro-
duce and semantically model our refined type system for Rust, proving some deduction
rules in detail and giving some examples of verification. In Chapter 7, we present the
conclusion of the paper and discuss future work.

This work emerged during my research internship at the RustBelt team of Max
Planck Institute for Software Systems from September to December 2020. Nevertheless,
virtually all the core ideas of this thesis were conceived by the author unless otherwise
noted, although I received valuable advice about the direction of this research. It is
worth noting here that Jacques-Henri Jourdan conceived the idea of using cumulative
time receipts for swelling persistent time receipts (§ 4.2; CumUTIME-SWELL-PERSTIME),
which was an essential technique for completing the formalization of this thesis.
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Chapter 2

Preliminaries on the Higher-Order Separation
Logic Iris

A separation logic is a logic for scalable and modular reasoning about the resources,
which was introduced by O’Hearn et al. (2001) and Reynolds (2002). Various separa-
tion logics have been designed so far. The separation logic Iris (Jung et al., 2015, 2018c)
is a general-purpose separation logic that attains outstanding extensibility by impred-
icativity (or higher-order ghost states), which is made possible by step indexing (Appel
and McAllester, 2001; Birkedal et al., 2011). Also, Iris is mechanized in the Coq Proof
Assistant with sophisticated tactics and proof modes (Krebbers et al., 2017, 2018).

Iris is applied to verification of various contexts; to name a few, C11’s weak memory
model (Kaiser et al., 2017), refinement on fine-grained concurrency (Frumin et al., 2018),
the ST monad (Timany et al., 2018), persistency of the Intel-x86 Architecture (Raad
et al,, 2020), low-level sandboxing (Sammler et al., 2020a), session types (Hinrichsen
et al., 2020), distributed databases (Gondelman et al., 2021), effect handlers (de Vilhena
and Pottier, 2021), and gradual typing (Jacobs et al., 2021). And notably, Iris is a vital
foundation for RustBelt (Jung et al., 2018a). Our work RustHornBelt, which is based on
the technique of RustBelt, is also built on top of the separation logic Iris.

In this chapter, we briefly describe how we can use the higher-order separation
logic Iris at a fairly high level. In §2.1, we introduce basic connectives and deduction
rules of Iris. In §2.2, we introduce the notion of the resource algebra and explain how
we can customize Iris using resource algebras. In §2.3, we describe how we can the
lifetime logic, which was built on top of Iris by Jung et al. (2018a) to discuss borrowing
of resources under lifetimes in Rust. This chapter serves as technical preliminaries for
the following chapters Chapter 3, Chapter 4, Chapter 5 and Chapter 6.

We still do not introduce any program logic in this chapter. The weakest precondi-
tion (and the Hoare triple) for imperative programs can be defined using the existing
connectives of Iris. Because our definition of the weakest precondition is a part of our
contribution, it is described later in §4.2.

2.1 Basic Connectives and Deduction Rules of Iris

In this section, we introduce and describe basic logical connectives and deduction rules
of Iris.

Before introducing the connectives, we explicitly write down here the precedence
on the connectives: (i, the strongest) O, >, ¢, & ¢ (and similar connectives); (ii) *, A, V;
(iii) =, =, =k g, ¢ (and similar connectives); (iv, the weakest) Vx., 3 x..

Iris Proposition An Iris proposition P, Q, R: IProp is roughly speaking a predicate

over resources. More precisely, it is a step-indexed, monotone predicate over valid re-
sources. Also, a resource for an Iris proposition is called a ghost state. The formal
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model of Iris propositions is well described in (Jung et al., 2018c, §4). In this thesis, we
often call an Iris proposition just a proposition.

We call a proposition of metalogic a pure proposition and represent it by variables
¢, ¥, to distinguish it from an Iris proposition. We write Prop for the type of pure
propositions.

Sequent Iris has a sequent P + Q, which is a (metalogic) binary relation on Iris propo-
sitions P, Q : IProp. It satisfies reflexivity, transitivity and anti-symmetry.

SEQ-TRANS SEQ-ANTISYM
SEQ-REFL PrQ QFR PrQ QrP
PrP PrR P=Q

Basic Connectives Iris has the basic connectives of predicate logic: the truth True,
falsehood False, conjunction P A Q, universal quantification V x: T. Py, disjunction P V
Q, existential quantification Jx: T. Py, and implication P = Q. These connectives are
defined based on Kripke semantics of intuitionistic logic and thus satisfy all tautologies
of intuitionistic logic. In particular, the following properties hold.

AND-UNIV ALL-UNIV
TRUE-INTRO FALSE-ELIM R+P R+Q Vx:T. (Q F PX)
P+ True False + P R+ PAQ QO Fr (Vx:T.Py)
ORr-UnN1v ExisT-UNIV Imp-UN1V
P+rR QFR Vx:T.(le—Q) PAQ F R
PVQ + R (I3x:T.Py) + Q P+ Q=R

Note that we can ‘throw away’ any proposition P by the rule True-InTRO. A separation
logic that satisfies this rule is called affine.

We can also promote a pure proposition ¢: Prop into an Iris proposition. This pro-
motion preserves basic connectives — truth, falsehood, conjunction, universal quantifi-
cation, disjunction, existential quantification and implication.

We also introduce the following shorthand.

PeQ = (P=0) A (Q=P)
dx st dy. P = Ix. ¢ AP Vxst ¢gp. P = Vx.¢y=P

We say that an Iris proposition P is a tautology if it is equal to True.

Separating Conjunction and Magic Wand The separating conjunction P = Q of
propositions P and Q represents a resource that can be written as a composition of
some resource satisfying P and some resource satisfying Q.

The separating conjunction is associative, commutative and unital (on True).

SEP-Assoc SEp-ComMm SEP-UNIT

(P+Q)*R = P+ (Q=*R) PxQ = Q=P PxTrue = P
Also, we can compose sequents in parallel according to separating conjunction, which
is a very important property.

SEP-PARALLEL

PrQ P+ Q
PxP' v QxQ’
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We can derive the following rules.

SEP-FRAME

SEP-LOSE SEP-AND SEP-ALL PrQ
PxQ Fr P PxQ F PAQ PxVx.Qx - Vx.PxQy PxR + Q=R

The separating conjunction has the right adjoint, which is written as P - Q and
called the magic wand.

WAND-UNIV
P«Q + R

PFr Q—=R

A magic wand P — Q from P to Q can be understood as a resource such that if we

compose it with any resource satisfying P then we get a resource satisfying Q. Given

that the implication is the right adjoint of the (plain) conjunction, roughly speaking, the

magic wand is to the separating conjunction what the implication is to the conjunction.
We can derive the following rules.

ImpP-WAND WAND-APPLY WAND-CURRY

P=Q+Fr P=Q P+ (P-=Q)F Q PxQ—=+R =P = (Q =R
WAND-ID WaND-Comp
True + PP (P-+Q) * (Q—=+R) v+ P—=R

WAND-PARALLEL

(P+Q) * (PP=Q") + PxP = QxQ

Since the separating conjunction is a left adjoint of the magic wand, by the ‘left
adjoints preserve colimits’ law, we have the following.

SEP-EXIST

P 3dx.Qy = dx.PxQy

Persistence Modality Iris has the persistence modality O P. Intuitively, O P means
that P holds in a ‘lightweight’ way.
The persistence modality satisfies the following property.

PERS-AND-SEP
QADOP =Q=0P

The proposition Q A OP can be understood as a resource that satisfies both Q and O P.
By this rule, we can separate out a resource that satisfies 0O P from that resource (note
that O A OP is equivalentto (Q A OP) A OP).

The persistence modality forms a comonad.

PERs-MoNO
PrQ PERs-ELiM PERs-IDEM
opP +0OQ oP + P oP =ooP

The persistence modality commutes with the separating conjunction, conjunction,
universal quantification, disjunction, existential quantification, and pure-proposition
promotion.

PERrs-CoMM-SEP PERrs-CoMM-AND Pers-CoMM-ALL
o(P+Q) = oP «0Q O(PAQ) =oOP AOQ O(Vx.Py) = Vx.OPy

PERrs-CoMM-ORrR PERs-CoMM-EX1sT PERs-CoMM-PURE
o(PvQ) =oPvaoQ O(3x.Py) = dx. OP, O¢ = ¢
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Also, under the persistence modality, the separating conjunction and the conjunc-
tion coincide and so do the magic wand and the implication.

PERs-EQ-SEP-AND
oP+Q) = a(PAQ)

PERS-EQ-WAND-IMP
oP-+Q) = a(P=0Q)

We say that P is persistent and write persistent(P) when it is equal to O P.
persistent(P) := P =0OP

Persistent propositions satisfy the following properties.

PERSISTENT-EQ-SEP-AND
persistent(P)

P+Q =PAQ

PERSISTENT-EQ-WAND-IMP
persistent(P)

P+«Q =P=Q

PERSISTENT-INTRO-PERS
persistent(P) PrQ

P+ oOQ

PERSISTENT-RETAIN
persistent(P) QrP

QFr Q=P

PERSISTENT-DUP
persistent(P)

P=PxP

The rule PersisTENT-INTRO-PERS says that if we can prove Q out of a persistent assump-
tion, we can also prove O Q.
We have the following lemmas for finding persistent propositions.

PERSISTENT-SEP
persistent(P) persistent(Q)

persistent(P * Q)

PERSISTENT-PURE
persistent(¢)

PERSISTENT-PERS
persistent(O P)

PERSISTENT-AND
persistent(P) persistent(Q)

persistent(P A Q)

PERSISTENT-ALL
V x. persistent(Py)

persistent(V x. Py)

PERSISTENT-OR
persistent(P) persistent(Q)

persistent(P Vv Q)

PERSISTENT-EXIST
V x. persistent(Py)

persistent(3 x. Py)

Step Indexing Iris is a step-indexed logic. Step indexing allows us to introduce gen-
eral recursion and impredicativity, which is an essential source of expressivity and ex-
tensibility of Iris. Later we introduce the later modality > P, which is an important con-
nective for step indexing. Before introducing the later modality, we briefly introduce
step indexing in Iris. See Jung et al. (2018c, §4) for details.

A step index is any natural number n (in the setting of Iris). Intuitively, the world
is stratified over step indices and the world gets more clearer as the step index grows.
Formally, a step-indexed type (also known as an ordered family of equivalences or OFE)
is a type equipped with the step-indexed equality (=), which is a family of equivalence
relations indexed by step indices which is anti-monotone over step indices and whose
limit coincides with the equality. A function between step-indexed types is said to be

non-expansive if it preserves the step-indexed equality. Also, a function f between step-

indexed types is said to be contractive if it further satisfies f x 2 fyandx 2y = fx !

fy. We have the following fixed point theorem on contractive functions, which is
very useful in practice. Taking the fixed point by contractiveness can be understood as
coinduction over the step indices.
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Theorem 2.1 (Banach’s Fixed Point Theorem). Any contractive function f: T — T over
the step-indexed type T has a unique fixed point, i.e., has a unique solution x for the
equation x = f x.

A step-indexed proposition X: SProp is a predicate over step indices that is anti-
monotone over step indices. The type SProp is equipped with the step-indexed equal-
ity X £ Y, which is defined as Vm < n. Xm = Y m, the equality at the step indices
0,...,n. An Iris proposition P: IProp is a step-indexed predicate over resources, with
some restrictions and quotients. The type IProp is also equipped with the step-indexed
equality in a manner similar to SProp.

Later Modality Iris has the later modality > P. Intuitively, > P means that P holds one
step later. More precisely, > P holds at the step index 0 regardless of P and holds at the
step index n + 1 if P holds at the step index n.

The later modality > is important for recursion and impredicativity because it is a
contractive function over IProp. Other logical connectives are also designed to be non-
expansive. So roughly speaking, a function over IProp composed by logical connectives
of Iris is non-expansive if all occurrences of the argument are under the later modality.
As we mentioned earlier, contractiveness allows us to take a unique fixed point, which
is very useful for recursive definitions.

The later modality is monotone and can be introduced.

LATER-MoONO

PrQ LATER-INTRO
>P F »Q ProP

The later modality is not idempotent because it just says ‘one step later’ instead of ‘any
steps later’.
Also, we have the following rule for Léb induction.

LoB
>P=>P = P

It means that whenever we prove P we can assume > P. This is a strong deduction rule
when we deal with recursive definition with the later modality.

The later modality also commutes with the truth, separating conjunction, conjunc-
tion, universal quantification, disjunction, inhabited existential quantification, impli-
cation, and persistent modality.

LATER-COMM-TRUE LATER-COMM-SEP LATER-COMM-AND
>True = True >(P*Q) =p»P x>Q >(PANQ) =>P A>Q

LATER-CoMM-INHEXIST

LATER-COMM-ALL LATER-CoMM-OR 3T . True
>(Vx.Py) = Vx. > Py >(PVQ) =»PVeQ >(dx:T.Py) = Ax:T. » P,

LATER-COMM-PERS
>OP = O»P

The following also holds because of LaTer-Comm-PERS.

PERSISTENT-LATER
persistent(P)

persistent(> P)
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In order to help discussion about the later modality, we introduce the following
except-0 modality.
oP := »False V P

It means that P holds at least except at the step index 0. It forms a monad.

ExcepT0-MONO

PrQ EXCEPTO-INTRO ExceEpTO-IDEM
oP + 0Q ProP ooP = oP

It also satisfies the following properties.

ExcEPTO-LATER ExcepT0-COMM-SEP ExcepT0-COMM-AND

o>P =P o(PxQ) = oP # 0Q O(PAQ) = 0P A oQ
ExcepT0-COMM-ALL ExcepT0-CoMM-OR ExcepT0-CoMM-EXIST
o(Vx.Py) = Vx. 0P, o(PVQ) = oP VoQ o(dx.Py) = dAx. o Py

ExcerT0-COMM-PERS
oOP = OoP

We say that P is timeless and write timeless(P) when » P is equal to ¢ P.
timeless(P) := »P = oP

If we peek into the model, timeless(P) turns out to be equivalent to saying that P is
constant over the step indices.
We have the following lemmas for finding timeless propositions.

TIMELESS-SEP TIMELESS-AND
TIMELESS-PURE timeless(P) timeless(Q) timeless(P) timeless(Q)
timeless(¢) timeless(P * Q) timeless(P A Q)
TIMELESS-OR TIMELESS-ALL TIMELESS-EXIST
timeless(P) timeless(Q) V x. timeless(Py) Y x. timeless(Py)
timeless(P Vv Q) timeless(V x. Py) timeless(3d x. Py)
TIMELESS-WAND TIMELESs-Imp
timeless(P) timeless(P)
timeless(Q — P) timeless(Q = P)

Fancy Update Modality Iris also has the fancy update modality.

First, we introduce some notions. We use some infinite type InvName and call its
elements an invariant name and represent them by . Internally in the model of Iris, an
invariant name is used for naming an Iris proposition used for an invariant. A mask &:
PlInvName is a set of invariant names. A namespace N is an infinite set of invariant
names.! We write T for the universal set of the type InvName.

Iris has the fancy update modality ®=€ P for masks &,&’. Roughly speaking,
€8’ P represents a resource such that it can be updated into a resource satisfying
in a frame-preserving way; before the update we own the invariant names in &, which
can be used for the update, and after the update we own the invariant names in &’.
Actually, the fancy update modality is defined in Iris combining simpler connectives,
which is described in (Jung et al., 2018c, §7).

! This formulation is a bit different from the actual Coq implementation in Iris.
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The fancy update modality forms an indexed monad.

FUpp-Mono
Pro FUpD-INTRO FUpp-Join
SES’P L 8'38’ Q P SESP 8!98, 8’98”}, E 8[38"P

We can regard the fancy update modality as some computation, as is often the case for
various monads in functional programming.

We also have the following stronger variant of FUpp-INTRO.?

FUpPD-BOUNCE
P 8+8’58 898+8’P

The fancy update modality also satisfies the following frame rule.

FUpPD-FRAME
0+« %P+ ¢ (QxP)

The fancy update modality can clear away the except-0 modality.

FUpPD-EXCEPTO
o8 op = e8P

We can also derive the following rules.

FUPD-MERGE FUPD-WEKN-MASK
SESP*SESQFSES(P*Q) 898P|_8+898+8P

FUprp-MERGE follows from FUpp-Frame and FUpp-Join. FUpp-WkN-Mask follows from
FUpp-Bounce, FUpp-FramE and FUPD-JOIN.

The fancy update does not commute with any of the separating conjunction, magic
wand, conjunction, universal quantification, disjunction, existential quantification, im-
plication, persistence modality, and later modality.

We also use the following shorthand for propositions P, Q and masks &, &'.

We call P =¢¢ Q a view shift from P to Q, under the input and output masks &, &'.
Intuitively, P€=x’ Q means that, by consuming a resource satisfying P and performing
an update that inputs the mask & and outputs the mask &’, we get a resource satisfying
Q. The proposition P =€ O means that the view shift P ©=x€" Q holds persistently;
the symbol looks more like the implication than the magic wand, which is justified by
the fact that under the persistent modality the implication and the magic wand coincide
(PERS-EQ-WAND-ImP).
We can derive the following properties on the view shift.

VSHIFT-APPLY VSuIrT-ID
P+ (PP Q) r ®290 True - PO=x%p
VSHuIFT-COMP

(P%2k% Q) » (Q¥=x"R) + PR

VSHIFT-MERGE

(P 891(8, Q) % (PI 8,9k8” QI) - P*P’ SBKSN Q*Ql

2 For sets A, B, we write A+ B for the disjoint union of them, i.e., the union AU B with the precondition
that the argument sets are disjoint AN B = @.

23



VSHIFT-WKN-MASK
P SEKS’ Q - P 8+8”9k8’+8" Q

VSHIFT-EXCEPTO
P&k 60 = PE=kE 0 = oP E=(F

For common use cases, the input and output masks for the fancy update are the
same. So we introduce the following shorthand.

BsP = ®2°p P=kg Q = P9=%Q P50 = P399
We also introduce the following step-taking fancy update modality.
598 P = SEQ b @ES P

It means that we get P after performing an update consuming the mask &, spending
one step index, and performing an update that returns the mask &. Informally, when
we have B¢ P, we say that after one logical step under the mask & we get P. We also
introduce the following shorthand.

P=kg Q = P«m5Q P=gQ = O(P=%g0Q)

Moreover, we also introduce the following shorthand for repeating logical steps.

BLP = BgP PP = BeEEP
P=kilQ = PxpLQ P=%Q = oO(P=k;Q)

Note that E!S% P is defined as B¢ P instead of P. Note also that Elzb(lg P, P aské Q and
P Eé Q are equal to B¢ P, P =kg Q and P ¢ Q, respectively.
We can derive the following properties on the step-taking fancy update modality.

StFUPD-MoONO

PrQ LATER-STFUPD STtFUrD-FUPD
BLP F BEQ >"P + BLP PBeibBsP = BLP
STFUPD-WKN-MASK STFUPD-FRAME
BIP b ol P Q * BLP + BL(Q*P)
STFUPD-MERGE STFUPD-ADD-NSTEP
BLP « BE0 F BL(P+Q) BLEL P = B P

Note that step-taking updates can be merged in parallel by the rule STFUrD-MERGE,
which follows from FUpp-MerGE and LaTer-Comm-Sep. The rule STFUpD-WkN-Mask fol-
lows from FUpp-Bounck, FUpD-FRaME, LATER-INTRO and LATER-ComM-SEP.

The step-taking fancy update modality satisfies the following soundness theorem.

Theorem 2.2 (Soundness of the Step-Taking Fancy Update Modality). For any pure
proposition ¢: Prop, if % ¢ is a tautology for some mask & and natural number n, then
¢ holds.

Invariant InIris, we can store an Iris proposition > P to the world as an invariant and

share it by the invariant token which is persistent. The mask & is what we need to
consume to take out the Iris proposition » P.

Formally, the invariant token 8 is defined as the following persistent view shift.
8 = True =2 »P % (»P =k True)

24



By consuming the mask &, we can take out > P, and after we put back > P we can retrieve
the mask &.
We can get an invariant token by the following rule.

INV-INTRO

I>P F EQN

We can use any namespace /N, which is an infinite set of invariant names. Internally, we
choose some unused invariant name : from N (always only a finite number of invariant
names are used), associate : with P, and store > P to some globally shared place; when
we temporarily take out > P, we temporarily deposit the ownership on the invariant
name ! to that shared place. Actually, in order to achieve this operation, the fancy
update modality =" is equipped with the masks &, &’.

Later in §3.3, we use the mechanism of the invariant to formalize the prophecy
resolution (PROPH-RESOLVE).

2.2 Customizing Iris by Resource Algebras

We can customize Iris by registering new resource algebras to the global resource. A
resource algebra (RA) is a variant of a partial commutative monoid (PCM). In this sec-
tion, we define the RA, introduce various RAs, and describe how we can customize Iris

through RAs.

Resource Algebra A resource algebra (RA) Ra is a quintuple of (i) the underlying
type |Ral: Type, (ii) the composition operation -: |Ra| — |Ra| — |Ral, (iii) the unit
¢: |Ral, (iv) the validity predicate v': |[Ra] — Prop, and (v) the core of each item |—|:
|Ra| — |Ral, satisfying the following properties.’

RA-Assoc RA-ComMm RA-UnN1T RA-VALID-UNIT
(a-b)y-c=a-(b-¢) a-b=">b-a a-¢=a a-¢ =a
RA-VaLID-MoNO RA-CoRre-MoNO
a<b Vb RA-Cogrg-UNIT RA-CoRE-IDEM a<b
v a a-lal =a llal| = |al lal < |b]
where a<b = dc.a-b=c

The composition is associative, commutative and unital (RA-Assoc, RA-Comm, RA-UNIT).
The validity predicate holds for the unit and anti-monotone over composition (RA-
VaLip-UN1T, RA-VaLiD-Mono). The core |a| of an item a can be understood as what works
like a unit in the presence of a (RA-Core-Unit). The core is idempotent and monotone
over composition (RA-Corg-IDEM, RA-CorE-MONO).

RA is similar to a partial commutative monoid (PCM) but different from that in that
(i) RA uses a total composition operation and separately discusses validity, while PCM
has a partial composition operation, and (ii) RA has the core operation, which PCM
does not have.

We introduce the following relation a ~» B for an item a: |Ra| and a set of items B:
P|Ral.

a~wwB = Vest.vV(a-c). 3beB. V(b-¢)

It means that we can safely update a into some element of the set B without losing

validity for any frame c, i.e., the remaining part of the global resource. This kind of
update is called frame-preserving update.

3 This algebra is actually called a unital RA in Iris. Iris allows an RA to lack the unit and the totality of
the core operation. In this thesis, we only use unital RAs for simplicity.
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Various RAs Now we introduce various RAs, which are used later in the paper.

We call a positive rational number no greater than 1 a fraction. The type of fractions
Q(o,1] is defined as the subtype { a: Q / 0 < a < 1}.* We use the letter g to represent a
fraction.

The fraction RA FrAC is defined as follows.

a:|[FRAC| == 0 | g (¢ Qo) | ¢ a-b = {Z"’b g,t}lie;r&\xéi’s:-i-b =1
=0 va = a#} la] == 0

An item of FRAC is (i) 0, (ii) a fraction q: Qg 1], or (iii) 7, the invalid element.
The exclusive RA Ex(T) on the type T is defined as follows.

a b=¢

a: |Ex(T)| == e | exx (T) | 4 a-b:=4b a=¢
4 otherwise

£ = ¢ va = a#} la| = ¢

An item of Ex(T) is (i) ¢, the unit, (ii) ex x, witnessing x: T exclusively, or (iii) 7, invalid.
The exclusive RA admits the following frame-preserving update for any x, y: T.

exx ~ {exy}

The fractional ownership RA FRACOWN(T) on the type T is defined as follows.

a: [FRACOWN(T)| == ¢ | fowngx (¢:Quoip. x:7T) | ¢
a b=c¢
b a=¢
a-b = B B ,
fowng,y x a=fownyx, b=fowny x, g+q" <1
otherwise
£ = ¢ vVa = a#} la] = ¢

An item of FRACOWN(T) is (i) ¢, the unit, (ii) fown, x, witnessing x: T with the fraction
g, or (iii) 4, invalid. When we have fown, x and fowny y in a valid way, the sum of
fractions q + ¢’ should be no more than 1 and x and y should coincide. This fractional
ownership RA admits the following frame-preserving update for any x, y: T, just like
the exclusive RA.

fown; x ~» {fown;y}

Also note that we have the following rules on the fraction RA.

vV (fowng x - fowng y) qg+q <1

x=yAqg+q <1 fowng,y x = fowng x - fowny x

The product RA []; Cmray of an indexed family of RAs (Cmra;); is defined point-
wise as follows.

I[TT; Cmra;| = [I;|Cmra;|

a-b = Ai.ai-bi £ = Al.e Va = Vi V(ai) la| := Ai.|ai]

4 In this thesis, we use the notation { x: T / ¢y } for the subtype of T: Type that consists of any value
x: T satisfying the condition ¢,. We implicitly promote a value of the type { x: T / ¢ } into the type T.
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We can combine the frame-preserving updates of the component RAs in the product
RA as follows.

Vi. ai~>» B;
a ~ [I;B;
The finite-support map RA T3 Ra on the type T and the RA Ra is defined as follows.
IT ™% Ra| = {f:T—>|Ra|/{x|fx¢g}isﬁnite} a-b = Ax.ax-bx
£ = Ax.¢ vVa = Vx. vV (ax) la| = Ax.|ax]|

An item of T 23 Ra is a function f: T — |Ra] such that f x is non-unit for only a finite
number of x. The operations on this RA are defined pointwise. For x: T and a: Ra, we
write [x < a] for the element of T ™3 Ra that returns a if the input is x and returns ¢
otherwise.’ The finite-support map RA admits the following frame-preserving update,
which ‘allocates’ a valid element b of the target RA Rato some fresh place x: T (a{x«b}
denotes the map a with the output for x replaced with b).

v'b

a ~» {a{x<—b}|x:T, axze}

The RA also admits the following frame-preserving update for modifying the item at
one place.

ax v B

a ~» {a{xeb}|b€B}

Global Camera We can also define a step-indexed version of a resource algebra,
which is called a camera. The definition of the camera can be found in (Jung et al.,
2018c, §4.4); in this thesis we omit it. Any resource algebra can be promoted into a
discrete camera. We use Cmra to represent a camera.

AnIris proposition is parametrized over some camera, which we call the global cam-
era and write as GlobCmra in this thesis. The global camera GlobCmra is constructed
as follows for a finite set of component cameras CompCmras.’

GlobCmra = []cmraecompCmras ( GhostName In, Cmra)

Here, GhostName is some infinite type, whose elements are called ghost names and are
represented by y. The type of Iris propositions IProp is defined based on this global
camera GlobCmra. Actually, Iris has a mechanism for impredicativity, which allows
GlobCmra to depend on IProp, using the fixed point theorem on locally contractive
profunctors. For the purpose of this thesis, we don’t need to get deeply into this mech-
anism.

A proof in Iris can be extensible by keeping it parametrized over the set of compo-
nent cameras CompCmras, assuming only that the set contains the cameras we need.
We benefit a lot from going open-world.

In RustHornBelt, we register our RAs to the global camera, i.e., add them to the set
CompCmras — PROPH in §3.3, HEAP and TIME in §4.2, and UNQ in §5.3.

> For some T, we need some classical axioms to construct [x « a].
6The actual Coq implementation of Iris uses a finite sequence of component cameras possibly with
duplication in order to avoid equality on cameras.
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Customizing Iris by Cameras/RAs Iris has the connective Own(a) for owning the
resource a: |GlobCmra| in the global camera. It satisfies the following properties.’

Own-Comp OwN-UNIT OwN-CoORE-PERS
Own(a) = Own(b) = Own(a-b) True = Own(e) persistent(Own(|al))

OwnN-UpPD

OwN-VALID a~ B

Own(a) + Va Own(a) + B4 db € B. Own(b)

We can merge and split Own according to the composition of the camera (Own-Comp).
We always own the unit (Own-Unit). Owning the core of any item is persistent (Own-
Core-PErs). Owning an item ensures that the item is valid (Own-Varip). When the
frame-preserving update a ~» B holds, consuming Own(a) we get Own(b) for some b
in B (Own-UpD).

Importantly, the frame-preserving update a ~» B we can use for Own-Upp can be
extended by registering new cameras to the global camera.

Usually, instead of directly using Own, we use the connective a ’émm, which owns
the resource a: |Cmra| at the specific ghost name y and the camera Cmra, where Cmra
is in the set of component cameras CompCmras.

a) = [Cmrae [y<—a]]

L1 Cmra

It satisfies the following properties, which follows from the properties on Own.

GOwN-Comp GOwN-UNIT GOwN-CoRE-PERS
!’7)/ F‘\y _7777Y _!’“\Y . 777)/
@ e * D Cmra = 18 bl g True = (16, persistent(ifal ;)
GOwN-TIMELESS GOwN-ALLOC
GOWN-VALID Cmra is a discrete camera v a
oy . - Y Y
A PV @ timeless((a),,,,) True + Bg 3Y. 14 e
GOwnN-UprD
a~ B
rY Ty
LaJ Cmra F EQ 3 b € B ‘LbJ‘ Cmra
GOwN-UprD-Two
(a,a’) ~ B Cmra # Cmrd’
’ ’
r_[y 77’7)/ ’ r—[)/ V7ITY
X cmra ¥ @ cmre t B 3 (b’ b ) €B. (Lbj Cmra * Lb,J‘Cmra’ )

GOwn-ALLoc says that a valid element a can be allocated to some ghost name y. GOwn-
Upp-Two can discuss interaction of two different cameras Cmra, Cmra’ registered to
the global camera; the frame preserving update (a,a’) ~» B is discussed in the product
camera Cmra X Cmra'.

2.3 Lifetime Logic — Borrowing Propositions Under Lifetimes

The lifetime logic was introduced by Jung et al. (2018a,b) to discuss borrowing of re-
sources under lifetimes in Rust. The lifetime logic is formalized as a group of definitions
and lemmas in the separation logic Iris with Coq mechanization. Using the impredica-
tivity of the Iris, the lifetime logic allows us to borrow any Iris proposition P, which
is very important for extensibility of the proofs with regard to borrowing. Our work,
RustHornBelt, depends a lot on the lifetime logic (Chapter 5 and Chapter 6).

7 The validity predicate v’ a used in OWN-VALID is actually step-indexed.
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The Iris model of the lifetime logic is highly complicated and subtle, which is well
described and explained by Jung (2020, Chapter 11). However, if we just use the lifetime
logic, we just need to understand the deduction rules of the lifetime logic.

In this chapter, we describe how we can use the lifetime logic. To aid understanding,
the formulas and names of the deduction rules are a bit modified from those of (Jung
et al., 2018b; Jung, 2020).

Presenting Deduction Rules in Iris A deduction rule like the following for an Iris
proposition P means that P is a tautology.

SOME-SIMPLE-RULE
P

A deduction rule like the following for Iris propositions é, P means that Qg A Q1 A
-+ A Qu-1 = Pis atautology.

SOME-RULE-WITH-ASSUMPTIONS
Qo Q1 e On-1
P

To aid understanding, we only use persistent propositions for the assumptions é

Sometimes we may hide some common assumptions that are persistent. For the
lifetime logic, we hide the lifetime context Ctxg, which is an invariant token on some
complicated proposition.

Lifetimes A lifetime a,  is an object of some type Lft.
We have the intersection operation over lifetimes « M f, which is associative, com-
mutative, and unital under the eternity lifetime co.

(anad)na’ = an(a' Na”) amnlp = fna coMa = a

Lifetime Tokens and Dead-Lifetime Tokens In order to manage the information
about the liveness of lifetimes, we use the lifetime token [a], and the dead lifetime
token [fa].
The lifetime token [a], witnesses with the fraction q that the lifetime « is still alive.
The dead-lifetime token [fa] persistently witnesses that the lifetime a has been dead.
Both types of tokens are timeless. A dead-lifetime token is persistent.

timeless([a]q) persistent([Ta]) timeless([Ta])

We can introduce a new lifetime « by the following rule.

Lrr-INTRO
True =p, Ja. [a]; = ([a]s =K, [tal)

We get the full lifetime token [a]; and the step-taking view shift [a]; =y, [Ta].
The view shift allows us to end the lifetime one step after we consume the full lifetime
token [a];.

A lifetime token can be split and merged according to the fraction.

LFTTOKEN-FRAC
[a]lgrg & [alq * [aly
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A lifetime cannot be alive and dead at the same time.

LFTTOKEN-DEADLFT

[Tal

[a]g = False

The intersection operation and the null lifetime interact with the lifetime and dead-
lifetime tokens as follows.

LFTTOKEN-INTRSCT DEADLFT-INTRSCT

[anply & lalg = [Blg [T(an B)lqg & [Ta] Vv [T4]
LFTTOKEN-ETER DEADLFT-ETER
[oo]g [foo] = False

Lifetime Inclusion We define inclusion between lifetimes o £ f as follows.

aCp = (Vg lalg 2n5.3q. [Blg = ([Plg Skp, [alg)) A ([HB] Dy [Tal)

It means that (i) out of a fractional lifetime token on « of any fraction g, we can tem-
porarily take out a fractional lifetime token on f of some fraction ¢’, and (ii) if we have
the dead lifetime token on f, we can make the dead lifetime token on «. Intuitively, it
means that the lifetime f lives longer than a. We say the lifetime f outlives the lifetime
a when a C f holds.

We can use lifetime inclusion by the following rules.

LrTINCL-LFTTOKEN LrTINCL-DEADLFT
atp BEa  [ia]
[alg 28 39 [Blg = ([Bly Skny, Lalg) True Sp;, [T4]

We can derive the following rules for deducing lifetime inclusion.

LrTINCL-TRANS

|: ’ ’ E 44
LrTINCL-REFL x=a o =a

alC«o aCa

7

LrTINCL-INTRSCT-R

’
LrTINCL-INTRSCT-L at 'B at 'B LrTINCL-ETER
alNpCa aC pnp a E oo

Full Borrows A full borrow &, P fully borrows the Iris proposition P: IProp under
the lifetime «. It corresponds to a unique reference in Rust.

For soundness of impredicativity, the full borrow owns » P instead of just P, just
like invariants.

We can introduce a full borrow by the following rule.

FurLBoRr-INTRO
P Dpp &P o* (H‘a] =K Aq DP)

By consuming > P, we get a full borrow &7, P and the view shift [fa] =k, > P. Using
the view shift, we can retrieve > P after the lifetime « ends.
We can temporarily access > P out of a full borrow &%

& P with help of a fractional
lifetime token [a].

FuLLBOR-ACCESS
&g, P o [aly 2N, PP * (1>P =k v, &F, P = [a]q)
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The fractional lifetime token [«] is returned after we put back » P.

We can also reborrow a full borrow &ﬁ , P from a full borrow &¢, P instead of » P.

FurLLBoR-REBOR
PE«a

&EP Snp &P+ ([Tl =Ky, &5 P)

It corresponds to reborrowing a unique reference out of a unique reference in Rust.
We can modify the lifetime and the proposition of a full borrow.

FuLLBOR-MONO-LFT FuLLBOR-IFF
PEa >0(P < Q)
B
&P = &y P &P o &gy

Note that a version of FurLBor-Irr with & replaced with one-side implication = does
not hold, because the target proposition P of a full borrow &, P represents both what
we get from and what we have to put into the full borrow.

We also have various operations on full borrows.

We can split and merge full borrows according to separating conjunction.

FuLLBOR-SpLIT FuLLBOR-MERGE
&G (P % Q) = Nin & P x &gy O & P+ &y Q = Nin &G (P % Q)

We can freeze an internal parameter inside the target proposition of a full borrow,
as long as the type T of the variable is inhabited.

FuLLBOR-FREEZE
d_:T. True

&%, (3a:T.P,) =y, Ja:T. &P,

A later modality inside a full borrow can be removed in one logical step.

FurLLBoOR-UNLATER
&Z“(>P) = Mis &Zu p

A full borrow of a full borrow can be unnested into a full borrow with the intersec-
tion lifetime in one logical step.

FuLLBOR-UNNEST
-
&f‘ﬁll &ﬁup = Nt &leﬁp

We have the following strong rule for subdividing a full borrow &, P into a new
full borrow &, Q.

FuLLBOR-SUBDIV
&P * [alg Sn, »P = VO. ("Q * (>Q kg > P) =K v, & Q [a]q)

We first consume the full borrow &, P with help of a fractional lifetime token [a],. We
access the content » P. Then we can decide the Iris proposition Q, possibly depending
on internal parameters of P. We have to construct > Q and also a view shift » Q =k, » P
that turns » Q into » P under the empty mask @. By consuming them, we finally get the
new subdivided full borrow & Q and also get back [«].

full
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104
frac

Fractured Borrows A fractured borrow &% _® is a persistent proposition that bor-
rows an Iris proposition parametrized over a fraction ®: Qo) — IProp.

persistent(&, @)

frac
We can make a fractured borrow of ® out of a full borrow of ®(1).

FurLLBor-FracBor
&ff,”q)(l) = M & @

frac

With help of a lifetime token, we can temporarily access the content of a fractured
borrow &% @, getting a proposition > ®(q) for some fraction q.

frac

FrAacBOR-ACCESS
&l @ 0(VYqo,q1- ©(qo +q1) & P(qo0) * D(q1) )

[algy 2np3q >D(g) * (»D(q) Sky, [aly)

The second assumption persistently witnesses that ® can be split and merged according
to the fraction.
We can modify the lifetime and the target predicate of fractured borrows.

FracBor-MoONO-LFT FracBOR-IFF
&gac(p ﬂ;a DD(Vq (D(q) [—1 (I)’(q))
& @ & & o &&

frac frac frac

Also, we can dynamically create lifetime inclusion a E f by introducing a fractured
borrow of a fractional lifetime token of § under the lifetime a.

FracBor-LrTINCL
&for{ac( )Lq, [ﬁ]Q'CI' )
aCp

Note that we can create the fractured borrow &%

frac

(Aq’.[Blg-¢ ) by the following view

shift, which can be derived from FurLBor-INTrO and FuLLBoOR-FRACBOR.

[Blg = min &gac(iq,'[ﬁ]q%]') * ([TOC] =K A [ﬁ]q)
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Chapter 3

A New Formulation of Prophecy

In program verification, our reasoning usually goes forward, along the execution of the
program. For some advanced reasoning, however, we need to know and use some infor-
mation about what happens in the future (i.e., events occurring later in the execution).
For example, we sometimes need to know in advance what non-deterministic choices
will be made in the future. Also, even if the verified program is deterministic, we can
often avoid elaborate analysis of the program by peeking out information about the
future. To address that need, prophecy variables are employed. A prophecy variable is
a special variable that conveys information about the future for verification.! Roughly
speaking, we use a prophecy variable in the following way. We create a prophecy vari-
able x at some point. From then on, we can use the value of x for verification to refer
to some information about the future. Later at a certain point, after some program ex-
ecution, we construct some value v based on information we have at the moment, and
we resolve x to v, i.e., we finally assign to x the value v.

The idea of prophecy variables has been long used in various contexts. Abadi and
Lamport (1988, 1991) introduced the idea of prophecy variables for a new technique
of verifying refinement between state machines. Later, prophecy variables were used
by Sezgin et al. (2010) to verify non-interference on concurrent programs and by Cook
and Koskinen (2011) and Lamport and Merz (2017) to automatically verify temporal
properties of transition systems. Jung et al. (2020b) presented a separation logic with
prophecy variables by extending Iris, which was used by them to verify logical atom-
icity of the RDCSS operation and by de Vilhena et al. (2020) to verify that the local
generic solver computes the least fixed point. And as we discussed in §1.3, RustHorn by
Matsushita et al. (2020a) is a notable application of prophecy variables for verification
of imperative programs in Rust.

For our work RustHornBelt, aiming at unifying RustHorn and RustBelt, we newly
built a new flexible framework of prophecy in the separation logic Iris, which is different
in many aspects from existing work. Prophecy variables live only in the ghost state
and allows resolution of a prophecy variable to a value that depends on other prophecy
variables. In this chapter, we introduce this new framework of prophecy. In §3.1, we
explain the motivation of our framework in light of what we need for RustHornBelt.
In §3.2, we present a high-level overview of our framework. In §3.3, we present the
formulation of our framework. In §3.4, we discuss related work.

1 Some literature uses the term prophecy variable only for a form of auxiliary variable, i.e., a variable
employed in ghost code that was added to the original program for verification. In this thesis, we use the
term prophecy variable in a broader sense to refer to any kind of variable that describes something about
the future for verification.
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3.1 Motivation

What kind of framework of prophecy do we need for our work RustHornBelt? To
model Rust in the style of RustHorn on top of the separation logic Iris, we should be
able to resolve the prophecy variable of a unique reference into a value described in the
ghost state modeling the target object of the unique references. Moreover, when we
release a unique reference to some object that itself contains other unique references,
which we call a nested unique reference, we have to resolve its prophecy variable into a
value depending on other prophecy variables (later we show a detailed example of this),
which we call dependent resolution. Also, in order to tackle Rust’s elaborate lifetime-
based ownership principle in an extensible way, we need to build our framework of
prophecy in an extensible and powerful separation logic like Iris. In particular, it will
be great if we can to reuse the lifetime logic (introduced in §2.3), which is built on top
of Iris.

However, none of the existing formulations of prophecy variables were sufficiently
flexible and powerful for our project RustHornBelt. The framework by Jung et al.
(2020Db) targets a OCaml-like value-based language, and requires us to add to the orig-
inal program some ghost code manipulating prophecy variables, in order to observe
physical values in the execution. This is far from sufficient for modeling Rust’s unique
references with prophecies. The proof of soundness and completeness of RustHorn by
Matsushita et al. (2020b) tackles this difficulty by focusing on a formalization of a safe
subset of Rust (not allowing unsafe code) and building a bisimulation between execu-
tion of a Rust program and some deduction algorithm (named SLDC resolution) on the
CHGCs, or logic formulas, generated by RustHorn as a model of the program. In the
proof, prophecy variables of unique references are encoded as universally quantified
syntactic variables in a logic formula, which can be specialized later in the deduction
algorithm. The use of syntactic variables is justified by soundness and completeness of
the deduction algorithm (with respect to the least-fixed-point model of the CHCs). In
this way, we can support dependent resolution in a natural way. Although this proof
works well in that setting, assuming that verified Rust programs do not have unsafe
code, it is rather fragile. For the proof, we have to carefully design the transition sys-
tems of the formalization of Rust and the deduction algorithm, as well as the CHCs
generated for a Rust program, and we also have to depend heavily on syntactic struc-
tures of logic formulas. So it was unclear how to extend the proof to support Rust
programs with unsafe code for in general.

This is the reason why we decided to try to design a new formulation of prophecy
that is sufficient for our work RustHornBelt. Let us discuss more in detail the features
we want for our new formulation of prophecy through some examples of Rust code.

To begin with, consider the following very simple code.

1 let mut a : i32 = 1; let ua : &mut i32 = &mut a; /* (i) */
» *xua += 2;  /* (i¢) %/ print!("{}", a); // 3

By the unique borrow &mut a, we introduce a new prophecy variable x that represents
the value of a at the end of the borrow.” At (i), ua is modeled as (1, x), a pair of the
current value 1 and the prophecy variable x, so that x can be resolved to an appropriate
value when ua is released. Also, at (i), a is modeled as x so that we can access the value
of a when we use a again. By the operation *ua += 2, the model of ua is updated into
(3, x). Then at (ii), we release ua and we resolve the prophecy variable x to the value
3. Now we can end the borrow and retrieve a. As we know that x has been resolved to
3, at last we successfully know that a has the value 3.

2 In this thesis, hereinafter, we usually use x, y, z for prophecy variables and a, b, ¢ for program variables.
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When we handle nested unique references (i.e., unique references to an object con-
taining unique references), the situation can be very tricky and we need dependent
resolution.

Example 3.1 (Nested Unique Reference). Let us consider the following Rust code.

1 let mut a = 0; let mut b = 1;
: let mut uc = &mut a; *uc += 2; let ub = &mut b; /* (2) */
5 let uuc = &mut uc; /* (22) */ *uuc = ub; /* (i11) */

4 kuc += 3;  /* (dv) */ print!("{}, {}", a, b); // 2, 4

Here, a and b are typed 132, uc and ub are typed &mut 132, and uuc is typed &mut
&mut 132 — uuc is a nested unique reference. We omit lifetime information since it is
not relevant to the discussion. Let x, y and z be the prophecy variables for the unique
borrows uc = &mut a, ub = &mut b and uuc = &mut uc. At (i), uc is modeled as
(2,x), ub as (1,y), a as x, and b as y. At (ii), after the borrow for uuc, uuc is modeled
((2,x), z) and the model of uc is updated into z.

At (iii), after the update *uuc = ub, the model of uuc is updated into ((1,y), z).
Since (2, x) is lost here, we resolve x to 2. Now, we release the nested unique reference
uuc, modeled as ((1, y), z), and thus resolve z to (1, y) — resolution of a prophecy variable
z to a value depending on another prophecy variable y. This is an instance of dependent
resolution. Through this resolution, uc is now modeled as (1, y).

At (iv), the model of uc is updated into (4, y). Here we release uc and resolve y to
4. Now, since x and y have been resolved to 2 and 4, we know that a and b have the
values 2 and 4 at last.

If we allow dependent resolution without restriction, we can accidentally introduce
circular dependencies between prophecies, causing unsoundness. For example, if we
can resolve x to y + 1 and y to x + 1, we fall into a contradiction. Naturally, we can use
the following simple and intuitive restriction: a prophecy variable can only be resolved
into a value depending on other unresolved prophecy variables. This is a good idea in
modeling Rust, because resolution dependencies can be determined in a dynamic way
in Rust.

Example 3.2 (Dynamically Determined Resolution Dependency). For example, suppose
the following code, which uses a tricky recursive type MNat featuring the unique-
reference type:

1 enum MNat<'a> { MZero, MSucc( &'a mut MNat<'a> ) } use MNat::*;
2 let mut a = MZero; let mut b = MZero;

3 let ua = &mut a; let ub = &mut b;

4 if rand() { *ua = MSucc(ub); } else { *ub = MSucc(ua); }

s print! ("{}, {}", a, b);

Here, we assume some non-deterministic function fn rand() -> bool. Let x and y
be the prophecy variables for ua and ub. Now ua is modeled as (MZero, x) and ub is
modeled as (MZero,y). If rand () returns true, *ua is updated into MSucc(ub) and
ua is released; thereby the prophecy variable x is resolved into MSucc((MZero, y)),
making x depend on y. Otherwise, we do exactly the other way around; y is resolved
into MSucc((MZero, x)), making y depend on x. Importantly, whether x depends on
y or y depends on x is determined by a dynamic condition rand (). In particular, the
lifetime information is insufficient to capture this kind of dependency, as both ua and
ub have the same lifetime.

35



3.2 Overview of Our Formulation of Prophecy

The difficulty with prophecy is that we don’t know what happens in the future in a
usual sense, especially when the program is non-deterministic. Then how can we model
prophecy variables within the ghost state?

Intuitively, it seems natural to model prophecies in the following way. Every time
we take a new prophecy variable x, the current world ramifies into many possible worlds
with different values assigned to x. When we resolve x to some value v, we prune all the
possible worlds that assign to x any value different from 0. The soundness of this model
is guaranteed by the fact that we never lose all the possible worlds, i.e., the constraint
over possible worlds is always satisfiable. We can even perform dependent resolution
as long as we can ensure satisfiability of the constraint. Although this approach works,
ramification and pruning of possible worlds seems to be a global operation which con-
flicts with the modular, local reasoning of separation logic.

Instead, we can take a slightly different approach. First, we fix a closed set of
prophecy variables, which is infinite. Each time we want to introduce a new prophecy
variable, we can choose a fresh prophecy variable from this set. Next, we introduce
the notion of a prophecy assignment 7, a map that assigns to each prophecy variable
a value of some expected type, representing a possible world. The key idea is that we
retain a set of possible worlds that remain valid (i.e., have not yet been pruned) in each
Hoare triple, instead of choosing one specific possible world for each Hoare triple like
Jung et al. (2020b) did. We can share information about the conditions that the valid
possible worlds satisfy. Note that, since we have a closed set of possible worlds, we
never ramify possible worlds more and only prune them. For prophecy-based reason-
ing, we pervasively use a value parametrized over a possible world / prophecy assignment,
which we call a 7-parametrized value and represent by a letter with a hat like o, w. A 7-
parametrized value can be regarded as a value depending on values of some prophecy
variables. This framework supports dependent resolution: we can resolve a prophecy
variable x to a m-parametrized value ¢ depending only on other unresolved prophecy
variables; after the resolution, we know that 7 x = 0 holds for any valid prophecy
assignment 7.

We can naturally adapt this idea to the modular reasoning of separation logic, es-
pecially Iris. In order to manage resolution of prophecy variables, we use a prophecy
token [x]4, which observes with a fraction g that the prophecy variable x has not yet
been resolved. When we introduce a fresh prophecy variable x, we get a full prophecy
token [x];. We also use a persistent token (7. ¢, ) called a prophecy observation, which
means that a pure proposition ¢, holds for any valid prophecy assignment z. In the
notation (7. ¢, ), the first part . binds the variable 7 and the second part ¢, describes
a condition on 7. Now, dependent resolution is supported in the following way: we can
resolve x into a m-parametrized value ¢ to get a prophecy observation (. 7 x = 3 ),
by consuming the full prophecy token [x]; and temporarily using a partial prophecy
token [y], (Which ensures that y is unresolved and different from x) for every depen-
dency y of . We can modify the prophecy observations acquired through resolution
by merging (i.e., getting (7. ¢, A ) out of (7. ¢, ) and (7. ¥ )) and weakening (i.e.,
getting (. ¢..) out of (7. ¢,) and V7.¢, = ¢.). We use the following lemma to
link a prophecy observation to the ‘reality’: when we have (. ¢ 7), there exists some
prophecy assignment 7, satisfying gﬁﬂ*. This lemma intuitively means that there al-
ways remains some possible world that has not been pruned. Notably, this formulation
of prophecies is completely independent of how we define the weakest precondition
predicate or the Hoare triple.

This very simple formulation of prophecies is flexible enough to model unique ref-
erences in Rust. Each variable of Rust is now modeled as a 7-parametrized value. Each
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unique reference is equipped with the full prophecy token [x]; of its prophecy variable
X.

Example 3.3 (Nested Unique Reference, Revisited). To see how our framework works,
let us reconsider the Rust program of Example 3.1, an example of using a nested unique
reference.

1 let mut a = 0; let mut b = 1;
: let mut uc = &mut a; fuc += 2; let ub = &mut b; /* (i) */
5 let uuc = &mut uc; /* (27) */ *uuc = ub; /* (i12) */

¢ *¥uc += 3;  /* (iv) */ print!("{}, {}", a, b); // 2, 4

On the unique borrows &mut a and &mut b, we create full prophecy tokens [x]; and
[y]: for fresh prophecy variables x and y, which are given to the unique references uc
and ub. At (i), uc is modeled as a z-parametrized value Ax.(2, 7 x), ub as Ax.(1, 7 y), a
asAm.rxandbas Az wy.

At (ii), letting z be the prophecy variable for the borrow &mut uc, uc is modeled
as Az z and uuc as Ax. ((2, 7 x), 7 z). Through the update *uuc = ub, consuming
the full prophecy token [x]; previously owned by *uuc, we resolve x into 2 to get a
prophecy observation (7. 7 x = 2).

At (iii), uuc is modeled as Ax.((1, 7 y), & z), and we release uuc here. We resolve z
into (1, 7 y) by consuming [z]; owned by uuc and temporarily accessing [y]; owned
by *uuc, and get (x. 7z = (1, ry)). This is dependent resolution. We temporarily use
[y]: to ensure that y has not been resolved.

When we access again uc in the line 4, we know that uc is modeled as some 7-
parametrized value 0 satisfying (7. 0 7 = 7 z). The type of uc tells us that ¢ is of the form
Ax.(n, ry’") for some integer n and prophecy variable y’. We get (7. (n, 7 y’) = (1, 7 y))
from the two previously introduced prophecy observations, which entails n = 1 and
(m. my’ = mwy). Here, we got n = 1 from (. n = 1). Although we don’t obtain y = ¢/
here, it suffices to just have (7. 7y’ = 7w y) for verification.

At (iv), after the update *uc += 3, uc is modeled as Ax.(4, 7y’), and by releasing
uc we get (m. 7y’ = 3). Now, from the prophecy observations we have acquired, we
get (. mx =2 A my = 4). Therefore, we successfully know that the values of a and b
are set to 2 and 4 at last.

3.3 Technical Details

Now we discuss technical details of our formulation of prophecy variables described
in the previous section. Although the idea was originally conceived for our project
RustHornBelt, this formulation is designed so that it can be employed for a general
purpose. We assume that we work on a dependent type system like Coq, but our nota-
tion does not strictly follow the style of Coq.

Basic Concepts A prophecy variable x, y, z is modeled as an object of the record type
ProphVar := (discr: N, type: InhType),

consisting of (discr) the discriminator number and (type) the type of a value assigned
to the variable. Here, InhType denotes the type of inhabited types and is defined as the
subtype { T: Type / 3 : T.True }.°> Notably, for the value type of a prophecy variable,

3 Note that Coq prevents unsoundness about a ‘type of types’ by having a hierarchy of universes. The
type Type actually has an implicit parameter i representing some universe, being of the form Type;. For
any i, the type Type; belongs to the type Type;,, but not to Type;. In the definition of InhType, Type is
in fact Type; for some universe level i.
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we can use any inhabited type; we can use especially a predicate type T — Prop, which
is essential for modeling Rust’s function type in RustHornBelt (see §6.1.4).
A prophecy assignment 5 is an object of the dependent function type

ProphAsn := (x: ProphVar) — x.type,

which assigns to each prophecy variable some value of the expected type. A prophecy
assignment can be regarded as a representation of a possible world. Since for any
prophecy variable x the type x.type is inhabited, it is guaranteed that there exists some
prophecy assignment (i.e., 3 7: ProphAsn. True holds),* which is a vital property for
this framework (and is later used for the proof of Theorem 3.1).

A m-parametrized value 9, w over a type T is a map of the type ProphAsn — T,
which is an important machinery in this framework. In particular, later in the formu-
lation of RustHornBelt, each object in Rust is associated with a z-parametrized value
(see Chapter 5).

A key notion about r-parametrized values is the relation Dep(d, X), meaning that
a m-parametrized value 9: ProphAsn — T depends only on values assigned to the
prophecy variables in the set X: P ProphVar. For example, the following holds.

Dep(Ax. inj,((1, 7x), 7 y), {x,y})

Let us define this relation. First, we introduce an equivalence relation on prophecy
assignments 7 =x 7', meaning that 7 and 7’ assign exactly the same value to every
prophecy variable in the set X. It is simply defined as follows.

m=Ex T = VxeX. tx=n'x

Each equivalence class on (=x) is characterized exactly by what values are assigned to
the prophecy variables in X. Therefore, Dep(d, X) can be defined as the property that
0 stays constant within each equivalence class on (=x), which is formally described as
follows.

Dep(6,X) = Vmna' str=xn'. dn=0n

We have the following lemmas on the relation Dep(d, X).

DeP-CONSTRUCT

DEpP-ONE Vi. Dep(d;, X;) f does not depend on 7

Dep(Am. 7 x, {x}) Dep(Ar. £(5 1), U; Xi)

Dep-DESTRUCT
—
Dep(An. f(d7), X) f is injective
Dep(d;, X)

The basic 7-parametrized value Az 7 x depends only on x (Dep-ONE). DEp-CONSTRUCT
says that, when we have m-parametrized values 0 depending only on X respectively,
the m-parametrized value constructed by applying a function f (which does not depend
on 1) to them depends only on the union of the sets X. Conversely, DEp-DESTRUCT says
that, if the 7-parametrized value constructed by applying an injective function f (which
does not depend on ) to 5 depends only on X, then each 9; depends only on X.

4 In Coq, we use the functional choice axiom to prove the existence.
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Prophecy Log To manage resolution of prophecy variables, we introduce the notion
of a prophecy log P. It is a list [(x0,dy), - - ., (xn—1,0n—1)] Which records the resolutions
that have been performed in reverse chronological order; each item (x;, 9;) means that a
prophecy variable x; has been resolved to a z-parametrized value ;. When we resolve
a prophecy variable x to a m-parametrized value 0, we update the prophecy log # into
(x,0) :: P. Formally, each item of a prophecy log is of the dependent pair type

ProphLogltem := (x:ProphVar) X (ProphAsn — x.type)
and a prophecy log has the type
ProphLog := List ProphLogltem.

The set of resolutions in a prophecy log # forms a constraint over prophecy assign-
ments. We use the following relation 7 < # to describe the constraint.

4P = V(x,0)inP.rx=0n

It is essential to always make sure that the prophecy log P is satisfiable, i.e., there exists
some prophecy assignment s, that satisfies . < . We can achieve that by ensuring
the following property: each time we resolve a prophecy variable x to a -parametrized
value 0, x has never been resolved before that and 4 depends only on other unresolved
prophecy variables. Formally, we model this idea as the following validity condition
v P over a prophecy log P.

V((x,9) = P) = x €unres(P) A Dep(d, unres(P)—{x}) A v P v nil :== True

Here, unres(#) denotes the set of prophecy variables that have not been resolved by P,
i.e., the complement of { x | 3. (x,9) in P }. As we intended, we achieve the following
theorem.

Theorem 3.1 (Satisfiability of a Valid Prophecy Log). For any prophecy log . that
satisfies v P, there exists a prophecy assignment r,. that satisfies . < Ps.

Proof. We introduce the following function modify, & that modifies a prophecy as-
signment 7 based on the information of .

modify , 5).p 7 = modifyp (7{x < d7}) modify 7 = 7

Here, 7{x « 0w} is a prophecy assignment that assigns ¢  to x and 7 y to any y # x.
We inductively show modify, 7 =ynres(p) 7 for any #. Using that, we inductively
show modify, 7 <« P for any P satisfying v/ P. By taking some prophecy assignment
m, we set 7, := modify, (7).’ O

Machinery for Prophecy onIris Now, using the notions formulated so far, we build
the machinery for prophecy upon the separation logic Iris.
First, we introduce the following RA propPH, named the prophecy RA.°

|[proPH| := |EX(ProphLog)| X (ProphAsn — Prop) X |ProphVar@>FRAc

(a.¢.f) - (b)) = (a-b Am.$n Ay f-g)

> We need classical axioms to discuss equality over Type.

6 We can use N 23 InhType — FRAc instead of ProphVar 3 prac for this RA to simplify formalization
about finiteness.
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e = (& Am.True, ¢) |(a,q§,f)| = (e,gzg,e)

N

J(adf) = van @rdr) AV A
VP stexP=a VP A (\/ﬂ<17>.gz§7t) A (Vx ¢ unres(P). fx=0)

An item (a, ([;, f) of this RA consists of (i) an item a: |[Ex(ProphLog)| (later used
for the prophecy context), (i) a known condition on valid prophecy assignments ¢:
ProphAsn — Prop (later used for prophecy observations), and (iii) a finite-support map
from prophecy variables to extended fractions f: |ProphVar 23 rrac| that manages un-
resolved prophecy variables (later used for prophecy tokens).

For definition, we piggyback the unit elements ¢ and the compositions (-) of the
RAs ex(ProphLog) and ProphVar &3 rrac. The composition of the prophecy RA is de-
fined component-wise; for the ProphAsn — Prop part, we take the (pointwise) logical
conjunction. Since logical conjunction is idempotent, the core |(a, g{) )| can be set to
(& qg, ¢) (later this makes prophecy observations persistent).

The validity predicate v of this RA is important. An item (ex P, ¢ f) is valid when
(i) P is valid, (ii) (/57[ holds for any = satisfying ¥ (which entails satisfiability of q§ by
Theorem 3.1), and (iii) f is valid and f x = 0 holds for any x resolved by . An item
(& qg, f) is valid when g5 is satisfiable and f is valid.

Now we register the prophecy RA PROPH as a component of the global camera and
take some fresh namespace Nroph. We define the following prophecy context Ctxproph.

Nproph

CtXproph = HP.E(exP, Am.True, €)

TYproph
7777777777777 - PROPH

It is a persistent token that refers to an invariant in Njph that governs the prophecy
log # at a ghost name ypoph. We need this context to resolve prophecy variables (see
the lemma Proru-Resorve). The ghost name ypoph is chosen when we introduce the
context Ctxproph by the following lemma.

ProrH-CTX-INTRO
True =¢ Jyproph- CtXproph

Since Ctxproph is persistent, later on we implicitly assume Ctxproph-
After yproph is fixed, we can define the following prophecy observation (r. ¢, ) and
prophecy token [x]g.

r Ypro T Ty T T T T T T T Ypro
(o ba) = (6 Wb T Ly = (G T, [ gD

A prophecy observation (7. ¢, ) persistently witnesses that the pure proposition ¢,
holds for any valid prophecy assignment 7. A prophecy token [x], witnesses with the
fraction g: Q(g,1] that the prophecy variable x has not been resolved. We also use the
shorthand [X], := k,cx[x]q4 for X: B, ProphVar.

The following properties hold.

persistent((7. ¢ )) timeless({r. ¢ )) timeless([x]q)

PrRoOPHTOKEN-INTRO

3:T.True PropruTOKEN-FRAC
True =4 dx s.t. x.type =T. [x]; [x]grqg © [x]g * [x]g
PrRoPH-RESOLVE ProrPHOBS-MERGE
Dep(9,Y) (7. ) (7. Ym)
[x]1 * [Y]g DN (Tomx=07) % [Y]g (7. P AN Yr)
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PrOPHOBS-WKN PropHOBS-SAT PropuOBs-FACT

~

VI D Yn (7 br) (z. § ) (. $)
(7. Yr) Ar.. $r. $

ProruTOKEN-INTRO says that we can always take a fresh prophecy variable x of any
expected (inhabited) type T and get a full prophecy token [x];. A prophecy token can
be split and merged according to the fraction (ProPHTOKEN-FRAC). PROPH-RESOLVE says
that, by consuming a full prophecy token of x, as long as we have a partial prophecy
token on the prophecy variables that a 7-parametrized value 9 may depend on, we
can resolve x to 0 and obtain a prophecy observation 7 x = 0 7 (note that we assume
here that 9 has the type ProphAsn — x.type). Prophecy observations can be merged
(ProruOBs-MERrGE) and weakened (ProrHOBs-WKN). PrRoPHOBs-SAT says that a prophecy
observation (. g£ ) implies that there exists a prophecy assignment 7, satisfying the
predicate gzg PropuOBs-FAcT says that having a prophecy observation (7. ¢), where ¢
does not depend on 7, is the same thing as knowing that ¢ holds.

Proof of ProreTokEN-INTRO. Because only a finite number of prophecy variables have
been used in the global resource, i.e., resolved by the prophecy log or included in the
support of the map ProphVar 3 rrac, we can always find a prophecy variable that has
not been used yet. O

Proof of Prorr-ResoLve. We update the prophecy log in the invariant from # to (x,9) ::
P. The validity condition on the prophecy log is retained, because the prophecy tokens
[x]: and [Y]4 ensure that x has not been resolved, that each y in Y has not been re-
solved, and that x is not included in Y. Also, by consuming the full token [x];, we are
allowed to switch the state of x from unresolved to resolved. Because the constraint
on a prophecy assignment 7 denoted by the prophecy log just changes from 7 < P to
rx=0m A <P, we can obtain the prophecy observation (7. 7 x =0 ). O

Proof of PropuOBs-SatT. By the definition of the validity predicate v/ of PROPH. U

Proof of ProrrOBs-Fact. The forward implication follows by ProraOBs-Sar. The back-
ward implication follows by the definition of ¢ in PROPH. O

3.4 Related Work

The idea of prophecy variables was first introduced in the theoretical work by Abadi
and Lamport (1988, 1991) as the ‘mirror image’ of history variables (auxiliary variables
describing the past events), for a new technique of verifying refinement between state
machines. In general, we can verify that a state machine S; refines S, (i.e., the observ-
able behaviors of Sy are a subset of those of Sz) by finding a refinement mapping from
S1 to S, (i.e., a behavior-preserving map from S;’s states to S;’s states). We can get a
more powerful verification method by using history and prophecy variables. A state
machine S} obtained by adding history and prophecy variables to S; has the same traces
with §;, and existence of a refinement mapping from S7 to S; entails refinement of S,
by S;. Actually, this new method is complete: under some conditions, if S; refines S,
there exist a state machine S7, obtained by adding some history and prophecy variables
to Sy, and a refinement mapping from 57 to S,. Here, prophecies are employed to know
in advance what non-deterministic choices S; makes in the future. This completeness
theorem is the main theoretical result of their work. Note that in their verification
method they make a modified state machine S with prophecy variables, which can be
understood as addition of some prophecy-related ghost code to programs.
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The studies of Vafeiadis (2008, §5.3.3), Zhang et al. (2012) and Jung et al. (2020Db)
employed prophecy variables for verification in separation logic. At a high level, all of
them basically took the same approach. They added to the program some ghost code
that introduces prophecy variables as physical variables and resolves them by informa-
tion observed physically. They performed Hoare-style verification over the modified
program with the prophecy-handling ghost code, letting each Hoare triple choose one
specific possible world on prophecies (in contrast to our approach of retaining a set of
possible worlds). Also, they separately proved the erasure theorem, saying that wished
properties on the original program can be ensured by verifying the modified program
with ghost code. As a key use case, all of them targeted verification of linearizability
of the RDCSS (restricted double-compare single-swap) operation proposed by Harris
et al. (2002). We say a concurrent operation is linearizable if it has a single physical
step called the linearization point where the relevant part of the ghost state is atomically
updated, even though the operation may not be physically atomic, i.e., may take multi-
ple physical steps. Verifying linearizability of the RDCSS operation naturally requires
prophecies because the linearization point depends on information about the future
(specifically, whether the current thread wins the race to perform some completion
operation). Because atomicity over the ghost state, or logical atomicity, is technically
subtle, their approach of adding prophecy-handling ghost code is fairly reasonable. In
fact, Jung et al. (2020b) successfully verified a very strong version of linearizability for
the RDCSS operation. Still, we did not take their approach for our project RustHornBelt,
because resolution of the prophecy variables of unique references actually depends on
information about the ghost state, rather than the physical state, in the presence of un-
safe code. If we were to take their approach for our purpose, we would have to prove
our version of the erasure theorem with regard to the ghost state, which seems highly
non-trivial.

The idea of retaining a set of possibilities about the future has been employed in the
context of separation logic by Turon et al. (2013), in the name of speculation. They used
speculation to verify linearizability (via contextual refinement) of a simplified version
of the RDCSS operation, called conditional increment. Later, Liang and Feng (2013) ex-
tended the idea to verify the original version of RDCSS. Both studies took basically the
same approach, which is quite different from ours. Each separation-logic proposition
P is parametrized over a set of speculative states ¥, which is non-empty and finite. They
use the speculative choice P @ Q over propositions P and Q, which says that the set of
speculative states X is the union of some 3 satisfying P and ¥; satisfying Q. When they
perform some speculation about the future, where each case corresponds to Py, . . ., Py,
they obtain Py & - - - @ P,. When an expression e can turn P into P’ and Q into Q’, e
can turn P @ Q into P’ & Q’. When they have P @ Q and (physically) observe that the
speculation of P is correct, they can get P out of P @ Q. They successfully used the
mechanism to do case analysis for verifying linearizability of conditional increment or
RDCSS. However, in their frameworks they could not do speculation on an unbounded
integer value, for example, which introduces an infinite number of possibilities, espe-
cially because of the nature of the speculative choice (®) operator. Therefore, their
frameworks were unsuitable for our project RustHornBelt.

Matsushita et al. (2020b) proved soundness and completeness of RustHorn'’s reduc-
tion from Rust programs to CHCs by establishing bisimulation between the execution
of a Rust program and the course of some deduction algorithm, named SLDC resolution,
on the CHCs generated by RustHorn. SLDC resolution was specially designed for this
work, extending the idea of SLD resolution proposed by Kowalski (1974). In general,
a resolution’ algorithm over CHCs can be understood as top-down construction (i.e.,

7 Resolution over CHCs is not quite related to resolution over prophecy variables.
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construction from the goal/root) of a proof tree on CHCs, where each CHC is regarded
as a deduction rule. In the SLDC resolution algorithm, intermediate states can contain
some syntactic logic variables, which can model the prophecy variables of unique ref-
erences in Rust. Because these logic variables are universally quantified semantically,
each intermediate state of SLDC resolution virtually handles a set of possible worlds
that is parametrized over values assigned to the variables. Their proof is rather fragile,
because the formalized execution of Rust programs and the SLDC resolution algorithm
are carefully designed to form bisimulation and SLDC resolution depends heavily on
syntactic structures of logic formulas. Also, their proof omits detailed discussion about
locality of the effects of various Rust operations, without formal machinery like sep-
aration logic. Our approach to prophecies for RustHornBelt can be understood as a
semantic reformulation of their syntactic approach built upon the mechanized separa-
tion logic Iris.
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Chapter 4

A Low-level Foundation for Verification

Before building the verification platform specifically for Rust, we introduce a simple
lambda calculus for imperative programming and build a low-level program logic on the
calculus on top of the separation logic Iris. The calculus supports heap manipulation,
concurrency and non-determinism. Although our program logic serves as a low-level
foundation for verifying Rust programs later in Chapter 5 and Chapter 6, the logic is
designed for a general purpose.

Although the construction of the program logic in Iris largely follows the standard
technique, we present a new technique for spending an unbounded number of logical
steps for each physical step in the finite-step-indexed logic Iris, which is technically
important for our work.

In §4.1, we present our lambda calculus for imperative programming. In §4.2, we
present our program logic for the calculus, with the new technique for spending an
unbounded number of logical steps at a time. In §4.3 we discuss some related work.

4.1 A Lambda Calculus for Imperative Programming

We introduce a simple lambda calculus for imperative programming, which models the
unsafe part of Rust. To ease verification, we use this substitution-based calculus, just
like RustBelt (Jung et al., 2018a) did (see also (Jung, 2020, §7.3)).! Advanced operations
can be represented as syntax sugar in this calculus. The so-called safe part of Rust can
be understood as some subset of this calculus.

Syntax An address I” is an object of the record type
Addr := (block: Z, cell: Z),

consisting of (block) the id of the memory block and (cell) the index of a memory cell.
(These notions get clearer when we formalize the heap memory later in the paragraph
Operational Semantics.) We write addr(n, i) for the address whose block field equals n
and whose cell field equals i. For [: Addr and n: Z, we define [ + n as follows.

[+n := addr(Lblock, I.cell + n)

A cell value a, b, ¢: CellVal is a value stored in a single memory cell. An expression e:
Expr is a structural program that may perform some imperative operations. Cell values
and expressions are mutually inductively defined as follows.

1 To be precise, this deviates from the behavior the real-world systems (e.g., a function definition is
stored in the text segment of the program memory instead of carried around as a value). Still, we believe
that this is a reasonable simplification.

2 The letter ‘I’ stands for ‘location’.
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(cell value) @, b, c: CellVal ::= n (integer; n: 2) | [ (address) | f (function) | 4 (invalid)
(function value) f: FnVal == fn f(a){e}

(expression) e: Expr := a (variable) | a (value)

6(6_7) (function call) | alloce (allocate) | freee (free)
xe (load) | e < €’ (store) | e.e’ (address shift)

case e of { 0—e,1-¢" } (conditional branching)
ene (concurrent execution)

e iop e’ (integer operation) | e irel e’ (integer relation)

|
|
|
|
|
| ndint (non-deterministic integer)
(program variable) a, b,c, f : Var

iop = + | — | x| - irel == < | < |=]"---

A cell value a, b, ¢ can be an integer n, an address [, a function value f, or the invalid
value 4. We use variables a, b, ¢ for a list of cell values. The invalid value cannot be
used in a meaningful way. A function value f = fn f(d) {e} consists of (i) the variable f
binding the function itself, which is used for recursion in e, (ii) the parameter variables
d, and (iii) the function body e.

We describe here the meaning of the expression primitives. By e(e’), we call a
function e with arguments e By alloc e, we allocate a new memory block of the size e.
By free e, we free the memory block starting at the address e. By e, we load the value
of the memory cell at the address e. By e « ¢’, we update the value of the memory
cell at the address e into the value e’. By e.e’, we get the address that is ahead of the
address e by the integer e’. By case e of { 0—-e,1-e” } we conditionally branch by
the value of e, executing e’ if the value is 0 and e’ when if 1. By e 1 ¢/, we execute
the expressions e and e’ concurrently; the expression finally returns the cell value of e
after both e and e’ terminates. We calculate a binary integer operation (that inputs and
outputs an integer) by e iop e’ and a binary integer relation by e irel e’. By ndint, we
get a non-deterministic integer value.

We write irelpool for the function of the type Z — Z — B that corresponds to the
binary integer relation irel.

We use the following shorthand for cell values.

tt =1 ff =0 fn(d){e} := fn_(a){e}

We use the underscore _ for a special program variable from which we never take out
the value (i.e., _is never used as a variable expression).
We use the following shorthand for expressions.

leta=eine := (fn(a){e'})(e) e;e = let_=eine

ife{e’} else {e"} := caseeof{0—>e",1—>e'} ife{e’} = ife{e'}else {4}

fora«<e.e {e'} =

(fnfor(b,c, /){if b > c{4} else {f(b); for(b+1,c,f)}})(e €, fn(a){e”})
e e = (fn(abc){fori<0.c{aicx*(b.i)}})(ece e’

For simplicity, let binding let a = e in e’ is defined using a function call. The for loop
for a<—e .. e’ {e”’} iteratively performs e’ setting a to each integer value from the integer
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e to the integer e’ exclusive. The sequential store e «, e’ copies e’ consecutive cell
values from the source address e’ to the target address e.

Operational Semantics A heap (or heap memory) H is an object of the type
Heap = Z M List CellVal,

a finite map from memory block ids to a list of cell values, representing the sequence of
memory cells for the memory block.
For a heap H, we define the address domain Dom H: P;, Addr as follows.

DomH := {l:Addr | I.block e domH A 0 < lL.cell < len H[L.block] }

Here, dom H: P;, N denotes the domain of H as a finite map over natural numbers. For
an address [ in Dom H, we introduce the following shorthand.

H[1] := H[lLblock][I.cell] H{l«a} = H{I.block < H[Lblock] {I.cell < a}}

Here, H[I] denotes the cell value at the address [ and H{l < a} denotes the heap with
the value of the memory cell at [ updated into a.

Also, for a heap H and a memory block id n, H — n denotes the heap obtained from
H by erasing the memory block at n.

The evaluation context K: EvCtx is defined as follows.

K:EvCtx == e | e(a,K,é) | K(a) | allocK | freeK
| *K | e« K| K+~a | Ke | a.K | caseKof{Oﬁe,l—w’}
| Kune | en K | Kiope | aiopK | Kirele | airel K

For the concurrent execution e 11 ¢/, we can choose whether to reduce e or ¢’ for each
reduction step. In the store expression e « e’, the source expression e’ is evaluated
earlier than the target expression e.

Now the reduction relation (e, H) — (e’, H’) is defined inductively by the following
rules.?

(e, H) — (€', H) f = fnf(ag,...,an-1){e}
(Klel. H) — (K[¢'], H) (f(a0,- - .. an1), H) — (elf/f.a/al, H)
m ¢ dom H H =H{m+< a} Lcell=0 H' = H — Lblock
(allocn, H) — (addr(m,0), H') (freel, H) — (4, H')
[ e DomH [ e DomH I'=1+n

(«I, H) — (H[I], H) (I«<a H) — (4, H{I+<a}) (In,H) — (U, H)

i=0vi=1

(aub, H) — (a, H)
(caseiof {0—>ey, 1—e }, H) — (e, H)

I=miopn bl = m irelpoo 1

(ndint, H) — (n, H)
(miopn, H) — (I, H) (mireln, H) — (bl H)

Note that the reduction rules expect some preconditions on the form of the expression
and the heap. When the preconditions are not satisfied, the reduction gets stuck. Also
note that we cannot perform any reduction when the expression e is simply a cell value.

3 In the rule on irel, the Boolean value bl is interpreted as 1 or 0 as a cell value.

46



For convenience, we introduce the following set Next(e, H), which is the set of
configurations to which the configuration (e, H) can reduce.

Next(e, H) = {(¢/,H)| (e,H) — (¢/,H)}

Also, we introduce the following pure predicate red(e, H), which means that the con-
figuration (e, H) is reducible.

red(e, H) := Next(e,H) # @

4.2 Verification in Iris

We model the weakest precondition and the Hoare triple for the imperative lambda
calculus presented in the previous section.

We introduce a simple but new mechanism that enables us to spend unboundedly
many logical steps for each physical step in Iris, in a sense. It is an important technique
in Iris, because Iris employs finite step indexing; in Iris, the proposition In. B¢ P is
equivalent to True for any P, because at each step index i we can set n to i, which makes
all the ‘visible part’ at the step index True. More specifically, our machinery enables
spending step(n) + 1 logical steps for the n-th physical step, for some fixed monotone
function step, e.g., An.n. This comes from the observation that (i) typically the number
of logical steps we need to spend at once is proportional to the depth or complexity of
the manipulated object and that (ii) the depth of the object lower-bounds the number
of program steps we have spent so far. In order to manage how many physical steps
have passed, we introduce a new time receipt RA, extending the idea of Mével et al.
(2019). This machinery is used later in RustHornBelt to temporarily take out prophecy
tokens deep inside an object for dependent resolution (see SEmTy-OwnN-ProruTOKEN and
SWKN-UNQREF-RELEASE).

Heap RA Inorder to manage information about the heap, we introduce the following
heap RA HEAP.

|mEaP| = |Ex(Heap)| X |Z — Ex(N)| X |Addr — rracowN(CellVal)|
(a,f,h) - (b,g,h') == (a-b, f-g, h-h") e = (g¢¢) [(a, f,h)| = (&¢c¢)

Viaf,h) = vVa ANV ANVh ANVHstexH=a.
(Vmnstexn=fm. medomH A lenH[m] =n) A
(Vl,a,qs.t. fownga =hl. 1 € DomH A HI[I] :a)

We register the heap RA HEAP to the global camera. Using some ghost name yheap,
we introduce the following exclusive heap token Ex(H), free-right token Free, (1) and
maps-to token I v a.

Ex(H) = [(exH, g ) Free,(I) = lcell=0 = [(e, [Lblock < n],¢) "™

,,,,,,, I HEAP - - - - - - - _-__ - Z 1HEAP

[La = wr(e,f,[lefownqa] ¥

An exclusive heap token Ex(H) registers the heap H. A free-right token Free, (1) owns
the right to free the memory block starting at [ of the size n. A points-to token [ +%
a witnesses with the fraction g that the value of the memory cell at [ is a. We also
introduce the following sequential points-to token [ +%> @, which witnesses with the
fraction q that the cell values of the len @ consecutive memory cells starting at [ are a.

I¥h @ = jeng [+ V> afi]
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We also use the following shorthand.
% = Ja. 1%a V5" .= Fastlena=nl+5a

The ghost name yhe,p is fixed when we introduce the exclusive heap token Ex(H) using
the following rule.

ExHEAP-INTRO
True =4 J¥heap- Ex(H)

The following properties hold.

timeless(Ex(H)) timeless(Free, (1)) timeless (I =N a)
MarsTo-Frac MapsTo-AGREE
1"aeoldbaxiba [Lax1ba =a=a

Heap-ALLoc
m ¢ domH lena=n [ = addr(m, 0)

Ex(H) =4 Freen(I) * [+ a = Ex(H{m < a})

HEeAP-FREE
Free,(I) * [+ "  Ex(H) =4 Ex(H — Lblock)

Hear-LoAD
I+ha %« Ex(H) = e DomH A H[l[] =a

HEAP-STORE
[ a % Ex(H) =4 [+ b « Ex(H{l < b})

Points-to tokens can be split and merged according to the fraction (MarsTo-Frac). Two
points-to tokens on the same address should agree on the cell value (MarsTo-AGREE).
Hear-ArLoc says that, when we allocate in the heap a new memory block of the length
n and the cell values a, letting [ be the head address of the memory block, we get a
free-right token Free,(I) and a full sequential points-to token [ +> a. Heap-FREE says
that, by consuming a free-right token on an address [ and the size n and a full points-to
token on the n consecutive memory cells starting at [, we can free the memory block
of . Heap-LoaD says that, when we have a fractional points-to token I +% a, we know
that there exists a memory cell at [ storing a. HEar-STORE says that, by consuming a full
points-to token [ ¥ a, we can update the value of the memory cell at [ into any value
b and obtain a new full points-to token [ +> b.

Time Receipt RA In order to manage information about how many physical steps
have passed, we introduce the following time receipt RA TIME.

ITiME| = [Ex(N)| X N x N
(a,m,n) - (bym’,n’) = (a-b, m+m’, max{n,n’'}) e = (£0,0)
[(a,m,n)| = (&0,n) V(amn) = va A Vistexl=a. l>m+n

We register the time receipt RA TIME to the global camera. Using some ghost name
Ytime» We introduce the following exclusive time receipt Y n, cumulative time receipt ¥ n,
and persistent time receipt X n.*

r- - - -7~ = ml Yt' o T T T X l Yt‘ [N l Yt'
X no= L(,e,x,n,’ 9’,0,)4‘ TII;IEE X no= L(,gi r,l’,o,)J‘ T;I:I‘; X no:= L(,gi 9’,n,)J‘ TII;/In;

4 The symbols represent sandglasses.
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An exclusive time receipt Y n registers the number n of physical steps that have passed.
When we have a cumulative time receipt { m and a persistent time receipt X n, we
witness that at least m + n physical steps have passed. Cumulative time receipts follow
the addition law { m = {n < Y (m+ n) but are not persistent. Persistent time receipts
are persistent but do not follow such an addition law. We fix the ghost name y;jme when
we introduce the exclusive time receipt by the following rule (typically n is set to 0).

ExTIME-INTRO
True =4 I V¥time- In

The following properties hold.

timeless(Y n) timeless(¥ n) persistent(X n) timeless(X n)
EXTIME-INCREMENT-CUMUTIME CumuUTIME-ADD PERSTIME-0
In =45 Y(n+1) = (1 Im =+ Y{n o {(m+n) X0

CuMUTIME-SWELL-PERSTIME PERSTIME-BOUND-EXTIME
Xn Xm
im =4 X(m+n) In=>nzm

ExTiMme-INcREMENT-CUMUTIME says that, when we increment the number of the exclu-
sive time receipt, we get a cumulative time receipt of one step ¥ 1. Cumulative time
receipts follow the addition law CumuTime-App. A persistent receipt of zero step X 0
can be freely obtained (PErsTime-0). The rule CumuTiMe-SWELL-PERSTIME is interesting
and important; by consuming a cumulative time receipt X m, we can swell a persistent
time receipt X n into X(m + n).> PErsTime-Bounn-ExTiME says that the number m of a
persistent time receipt X m lower-bounds the number n of the exclusive time receipt

In

Weakest Precondition and Hoare Triple We fix some monotone function over nat-
ural numbers step: N — N. For RustHornBelt, we particularly set step(n) = 2n.

Now we define the weakest precondition wpg e {®}, where ® is the postcondition
over the returned cell value (typed CellVal — IProp).

wpge{®} = (Jast.a=e Bg®a) VvV ((Va.a#e) A

VH,n. Ex(H) = In askzep(")ﬂ red(e, H) =

V(e',H’) € Next(e,H). B¢ (Ex(H') * Y(n+1) = wpge' {®}))

This recursive equation over wpg - - - {®} has the unique solution due to the contrac-
step(n)+1

tiveness introduced by the step-taking view shift =k (by Banach’s fixed point
theorem Theorem 2.1).

This definition of the weakest precondition wpg e {®} can be understood as follows.
When the given expression e is the form of some value a, the postcondition ® a should
be satisfied after a fancy update (£ g). When e is not a value, and when the heap is H

and it is the n-th physical step, having the tokens Ex(H) and ) n, after fancy update with

step(n) +1 logical steps (Elsgtep(")ﬂ), we know that the configuration (e, H) is not stuck,

and for any next possible configuration (e’, H’), along with the tokens Ex(H") and
Y (n+1) we get the weakest precondition wpg e’ {®}, which gives us the postcondition
O after executing e’.

> This use of a cumulative time receipt was conceived by Jacques-Henri Jourdan.
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We introduce the following super fancy update modality =} P.

ESEP = g (In. Xn*ESZtep(n)P)

It means that, after one logical step, for some n such that we know that n physical steps
have passed by X n, we can get P after step(n) logical steps, under the mask E. Note that
dn. Xn* E}gep(") P is not equal to True, unlike I n. EE?»fStep(") P, because the persistent
time receipt X n prevents us from taking unboundedly large n as the step index grows.

We can construct a proposition under a super fancy update modality using the fol-
lowing properties.

SpFUPD-DEF SpFUPD-ZERO
Be(3n Xn+ 2P P) o =iP AP0 P = wip

SpFUPD-MERGE
BP0 = BL(PxQ)

We also introduce the following shorthand.
P=ki Q = P—=mL0 P =% Q = oO(P =k} Q)
We can strip off the super fancy update modality using the following property.

ExXTiME-SPFUPD-CUMUTIME
step(n)+1

BEP « In = P« Y1 % Y(n+1)
It means that, spending step(n)+1 logical steps under the mask &, if we update Y n into
Y(n+1), we can strip off one super fancy update modality ES(#S and get a cumulative
time receipt Y 1.

Proof. Assume that we have B>} P and Jn. We can decompose B} P into Xm and

Elé‘zep (m*1 p for some m. By PersTiMe-BounD-ExTiME we know n > m. Since step(n) +

1 > step(m) + 1 holds by monotonicity of step, we can update Eégep(m)ﬂ Pinto P in

step(n) + 1 logical steps. Also, by ExTime-INncreMENT-CUMUTIME, we can update Y n into

L1and Y(n+1). O
By ExTime-SpFUpD-CumuTiME, we can prove the following basic lemma for dis-
cussing the weakest precondition over an operation that takes one reduction step.

Wp-STEP
Ex(H) * P =g red(e,H) = ¥ (¢/,H’) € Next(e,H). B¢g(Ex(H') * wpg e’ {®})

;P = wpge{la. {1 * ®a}

In one physical step, we can strip off the super fancy later modality and gain a cumu-
lative time receipt X 1.

We also have the following lemmas for the weakest precondition on an evaluation
context and a value expression.

We-EvCTx Wp-VaL
wpg e {20, wps K[a] {2}} = wpgKle] (@)  ®a o wpga{®)
We can modify the postcondition part of the weakest precondition using a view
shift.
Wp-VSHIFT
(Va. ®a =kg Ya) * wpge{P} = wpge{¥}

We can prove this rule using Léb induction (Los).
The weakest precondition satisfies the following adequacy theorem.
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Theorem 4.1 (Adequacy of the Weakest Precondition). Let ¢ be a pure predicate on a
cell value. If

=7 3Yheap; Ytime- EX(HO) * Xk * Wpge eO{¢}

is a tautology, for any reduction sequence (eg, Hy) — (e, H;) — -+ — (en, Hy) such
that —red(e,, Hy,) holds, ey, is a cell value satisfying ¢.

Here, the tokens Ex(Hy) and Y k depend on the ghost names yheap and ytime. We can
use the fancy update B¢ and the existential quantification 3 yheap, ytime. for introduc-
ing the tokens Ex(H,) and Y k by the rules ExHear-InTro and EXTiME-INTRO.

Proof. By the definition of the weakest precondition, the following holds for each re-
duction step (e;, H;) — (ei+1, Hit1)-

Ex(H:) * Y(k+i) = wpg e; {¢} 5P Ex(Hiur) * Y(k+it+1) * wpg ewr {9}

Therefore, using the assumption tautology Ex(Hy) * Yk * wpgeo {¢}, we get the fol-
lowing tautology.

nl k+i
Esgz_o (step(k+i)+1) Eyheaps Vtime- (EX(Hn) % X(k+n) % ng en {¢})

Also, since —red(e,, H,) holds, when we have the tokens Ex(H,) and Y (k + n), it
turns out after step(k+n) + 1 logical steps that the weakest precondition cannot take
the right-hand disjunct. So we have the following tautology.

(3 Yheap Viime: Ex(Hy) * X(k+n) = wpgen {¢}) 25PE ™ Jasta=e, ga

Combining the two tautologies, we have the following tautology.
E%(%?:O(Step(kﬂ)ﬂ) Jasta=e, ga

By the soundness theorem on the step-taking fancy update modality Theorem 2.2,
we finally get 3a s.t. a =e,. ga. O

For verification, it is more convenient to use the Hoare triple { P } e { a.Qq } & than
directly use the weakest precondition. It is simply defined as follows.

{P}e{aQu}ls = P =g wpge{la.Q}

Note that the Hoare triple is persistent. Also, we introduce the following shorthand for
the case where the returned value is ignored by the postcondition.

{P}e{Q}s = {P}e{-0Q}g

We have the following structural rules on the Hoare triple.

HoARE-FRAME HOARE-VSHIFT
{P}e{a Qu}g P =g P {P}e{aQu}s Va Qu.>g0Q;
{(PeR}e{a00 =R, PV e {0l
HoaAre-Ctx-IN Hoare-Ctx-OuT
persistent(P) P {P*Q}e{a.Ra}‘8 P =¢ {Q}e{a.Ra}8
{0} e {a R}, {P+Q}e{aR},
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HoArg-Disj

HoARg-FALSE {P} € {a' Ra}s {Q} € {a' Rq }8
{False}e{a.P}g {P\/Q}e{a.Ra}a
HoARE-EXIST HoAre-MoNO-MASK
Vx. {P} e {a. Qu}g {P}e{a 0}, &c&
{3x.P}e{aQu}, {P}ef{a Qulg

Hoare-FrRAME is an important rule that removes a proposition R that is shared under
separating conjunction by the precondition and postcondition, which is called a frame.
Hoare-VSuirT modifies the precondition and postcondition of the Hoare triple using
view shifts. Both Hoare-Frame and Hoare-VSHIFT follow from We-VSuirT. HOARE-CTX-
In adds persistent knowledge P to the precondition. Hoare-Ctx-Out takes out a part
P of the precondition into an assumption of the Hoare triple. Hoare-Farse, HOARE-
Disy and Hoare-Exist eliminate false, disjunction and existential quantification in the
precondition. HoAre-Mono-Mask weakens the mask.

We also have the following rules for an evaluation context and a value expression.

HoARE-EvCTx HoARE-VAL
{P}efa.Qu}, Va {Qu} Kla] {b.Ry}, P =g Q
{P} K[e] {b.Ry}g {P}a{a Quvl}g

Hoare-EvCrx follows from Wr-EvCtx and Hoare-VaL follows from Wr-Var.
We have the following rule for concurrent execution.

Hoare-CoNcUR
{P}efau}y {P}e{Q},
{P«P'} ene {a.Qa*Q'}S

This rule separatingly conjoins the preconditions and postconditions of the assumption
Hoare triples on e and e’. It is a standard rule of concurrent separation logic (O’Hearn,
2007).

Using the lemma We-Step, we can prove the following Hoare-triple rules on basic
operations.

HoARre-FNCALL

f=fnfla. anle} {P+X1} elf/fafal {c Q)
{=EP} flao,....an-1) {c. Qt}s

HoARE-ALLOC
{ES?P} allocn {a. st I =a. Free,(I) = [+ ™« Y1 * P}S

HoOARE-FREE
{ % (Free,(I) [+ " % P) } freel {1 = P}8

HoARE-LoAD
{L(baxP) )« {a a"=axrhaxX1xP}g

HoOARE-STORE
(b _«P)}Tea{lhaxX1xP},

HOARE-ADDRSHIFT
{EEEP} L.n {a.a:I+n * X1 % P}a
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HoARE-CASE

i=ovi=1 {P=xX1}e {a Qu}g
{ES#SP} caseiof {0—ey, 1—e;} {a.Qa}é3

HoARE-INTOP
{EEZP} miopn {a.a:miopn x 1 % P}8

HoOARE-INTREL
{5P} mireln {a.a=mireln « X1 P}

HoARE-NDINT
{ES;P} ndint {a.Eln.a:n x 1 % P}a

For each physical step, we can strip off the super fancy update modality ES#S and obtain
a cumulative time receipt X 1. The rules Hoare-ArLoc, HoARE-FrEE, HoARE-LOAD and
Hoare-Store follow particularly from the rules Hear-Arroc, Hear-Freg, HEar-LoaD and
HEeAP-STORE, respectively.

Using the rules above, we can derive the following rules.

HoARE-LET
{P}e{a ®;0}, Va {Qu=X1} €[a/a] {b.Ry},
{P} leta=eine {b-Rb}a

HoARE-SEQ

{P}e{mg0}s {0+X1} e {aR},
{P} e; e {a.Ra}S

HOARE-IF

{P+X1} ew {0 Qu}g
{5 P} if bl{ex} else {eg} {a. Qa}g

HoARE-SEQCorY
lena=Ilenb=n

(B b a«USb« P)} LU {Ih b« U« X(n+1) = Pl

4.3 Related Work

Time Receipts The idea of time receipts came from Mével et al. (2019). A time receipt
lower-bounds the number of physical steps that have elapsed. It was conceived as a dual
of a time credit (Atkey, 2011), which upper-bounds the number of physical steps that
have elapsed and is typically used for verifying an upper bound on the execution time
of a program. Mevel et al. (2019) used time receipts to ensure that undesirable events
like integer overflows cannot occur within N physical steps, where N is a global constant
that is typically set to a very large number like 2°3. Unlike their use of time receipts,
we use time receipts to ensure that we do not need to consume an undesirably large
number of logical steps with respect to the number of physical steps that have elapsed.
Also, our time receipt RA combines the cumulative and persistent time receipts through
the swelling rule CumuTimEe-SwEeLL-PERsTIME, Which is a new idea.

Transfinite Iris A recent emerging study by Spies et al. (2020) introduces a variant of
Iris called Transfinite Iris, which incorporates transfinite step indexing (i.e., machinery
where a step index can be a transfinite ordinal) into Iris, which currently uses finite step
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indexing (i.e., machinery where a step index is a natural number or finite ordinal). In
Transfinite Iris, we can easily spend any finite number of logical steps for each physical
step. This is due to the existential property of Transfinite Iris, which says that if 3x: T.
P, is atautology then P, is a tautology for some x: T, as long as the cardinality of T is not
too large. In particular, 3n: N. B¢ P is not equivalent to True in Transfinite Iris, unlike
Iris. They also provide Coq mechanization of Transfinite Iris. However, in Transfinite
Iris we lose many useful deduction rules of the original Iris, including commutativity
of the later modality over the inhabited existential quantifier Larer-Comm-INaEx1sT and
the separating conjunction LaTer-Comm-Ser. Because of this, it remains unclear how we
can model the lifetime logic in Transfinite Iris, which prevents us from using Transfinite
Iris for RustHornBelt.
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Chapter 5

A New Design of Semantic Types for Rust

Semantically modeling the guarantees of program types is one approach to proving cor-
rectness (e.g., reducibility, memory safety) of a type system in an extensible way. We
call such a semantic model of a program type a semantic type. For a simple example, if
we target a simple functional programming language instead of Rust, we can seman-
tically model each program type as the set of values that the type accepts. In general,
this semantic approach is more extensible to new features than common syntactic ap-
proaches, such as type soundness proof by progress and preservation.

When we target Rust, one challenge is that an object of a program type can have
some ownership or permission on resources. For example, an object of Box<i32> is a
pointer that owns a memory block of an integer value with permission to update and
read the integer data and release the memory block. More subtly, a unique reference
of the type &'a mut 132 can update and read its target integer data only while the
lifetime 'a is alive. This is exactly the challenge that RustBelt (Jung et al., 2018a) solved.
They model the guarantees of program types as propositions in the separation logic Iris
(Chapter 2). In order to handle borrows based on lifetimes, they built the lifetime logic
(§2.3) on Iris.

For our work RustHornBelt, we have another challenge. We want to verify func-
tional correctness of Rust programs, not only safety, unlike RustBelt. Moreover, we
want to model each object of Rust as a pure value without irrelevant low-level infor-
mation, even using prophecy to model unique references. For example, an object of
the box pointer type Box<i32> should be modeled simply as its target integer value,
without the information about the address. Furthermore, a unique reference &'a mut
132 should be modeled as a pair of two integers, the current target value and the final
target value that is prophesied.

For this purpose, we extend RustBelt’s approach using our new formulation of
prophecy in Iris introduced in Chapter 3. A key idea is to assign to each Rust ob-
ject a m-parametrized pure value, a pure value that is parametrized over assignments on
prophecy variables, as we roughly discussed in §3.2.

In this chapter, we introduce our new design of semantic types for Rust. In §5.1, we
give an overview and a formal definition of our notion of the semantic type. In §5.2,
we present the semantic types for basic program types in Rust. In §5.3, we present
the semantic type for the unique reference type in Rust, introducing some additional
machinery on prophecy. In §5.4, we present the semantic type for the general recursive
type.

Defining semantic types itself does not conclude the functional correctness proof
for Rust programs. Later in Chapter 6, we introduce a type system that handles logic
models, which we dub a refined type system, for Rust programs. It uses a typing judg-
ment emitting a logic model, dubbed a refined typing judgment, which is modeled as
persistent Iris propositions using the Iris predicates of the semantics types we define.
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Related work of the combination of this chapter and Chapter 6 is discussed in §6.5.
The function type is defined later in § 6.2.4, because it is modeled using the refined
typing judgment.

5.1 Our Notion of the Semantic Type

Now we introduce our new notion of the semantic type for RustHornBelt, extending the
approach of RustBelt (Jung et al., 2018a) with our formulation of prophecy introduced
in Chapter 3.

First, a semantic type for a Rust program type has an Iris predicate Own describing
the ownership of the object of that type, which we call the ownership predicate. The
predicate Own has the type LowVal — (ProphAsn — PureVal) — IProp. Here, LowVal
and PureVal are types of low-level values and pure values designed for the program
type. The Own predicate takes as an argument a w-parametrized pure value 0 instead of
just a pure value, in order to handle prophecy in the style described in §3.2.

For example, let us discuss the semantic type for the box pointer type Box<i32>. We
can set the type LowVal to the address type and set the type PureVal to the integer type
Z. The ownership predicate Own [ ¢ for the box pointer type is set to 3n s.t. & = constn.
[+ n, saying that 4 is a constant function over some integer n and the object fully owns
the address I with the value n.

For another example, let us roughly discuss the semantic type for the the unique
reference type &'a mut i32. We can set LowVal again to the address type and and set
PureVal to the pair type of two integers, in the style of RustHorn. Defining the ownership
predicate Ownld for &'a mut i32 is fairly challenging. Roughly speaking, it contains
existential quantification like 3x s.t. (.1) 0 = Am. w x. - - -, checking that there is some
prophecy variable x that represents the final target value on 0, and the full prophecy
token [x]; is in some sense owned by the unique reference. Later this part is elaborated
in §5.3.

The story does not end here. In order to deal with shared references &'a T in
general, we equip the semantic type with another predicate Share: Lft — LowVal —
PureVal — |Prop, representing the condition to share an object of the program type
with some low-level and pure values. We need this because in Rust a program type
works quite differently under the ownership (unique permission) and the sharing per-
mission. For example, a shared reference to a unique reference &'b &'a mut i32is
copyable but only has the sharing permission on the inner integer data (as explained
by Example 1.8), unlike a bare unique reference &'a mut i32. The idea of using two
predicates Own and Share for unique and sharing permissions comes from RustBelt.

Our actual formulation is a bit different from the explanation above. As a tech-
nical workaround to mitigate later modalities in Iris, we add to Own and Share an
extra natural-number parameter dubbed the depth. Also, we use symbolic notation
a < 7 {0}y, which corresponds to something like Own; a9 d in the explanation above,
and write @ <* £ {0} for the Share counterpart.

For simplicity and flexibility, in this thesis, we formalize program types only in
terms of semantic types, not introducing any fixed syntax of program types. We can
do so particularly because later (in Chapter 6) we formulate our deductive type system
for Rust only in semantic terms, without introducing any syntactic structures about
deduction.

Formal Definition of a Semantic Type We write List, CellVal for the subtype { a:
List CellVal / lena = n}, i.e., the type of a list of cell values that has the length n.
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A semantic type T: SemTy is a quintuple

(Lz): Type, |z]: N, —Crz: Lft — IProp,
— <r{-}_: List, CellVal — (ProphAsn— [7]) — N — IProp
— <~ r{-=}_ : Listj; Cellval — Lft — (ProphAsn— |7]) — N — IProp )

that satisfies the following properties.

SEMTY-OuTLV-MONO SEMTY-OwN-MoNO
’
SEMTY-OUTLV-PERS atbr ﬁ Ca d<d
persistent(a C 1) pCr a<7{d}ly = a<1{d}y

SEMTY-SHR-MoNO
oy ,
SEMTY-SHR-PERS a<“c{d}q PCa d<d

persistent(a <* 7 {d}4) a<fr{o}a

SEMTY-OWN-SHR
aCT aCp

&b (@ <t{o}a) * [alg 2%, a<Pr{d}q * [alg

SEMTY-OwWN-PROPHTOKEN
alrT

Gt {0)a * laly DL,
3X s.t. Dep(6,X). 3q". [X]g * ([X]g Sk, @ <7{0}q * [alq)

SEMTY-SHR-PROPHTOKEN

a<Pr{d}q = [a]q SSdNI&
3X st. Dep(d,X). . [Xlg * ([X]g Skp, @<L r{d}a * [alq)

A semantic type 7 consists of: (i) the pure type | |, which is used for values modeling
data of ; (ii) the size |z|: int, which is the number of memory cells used for data typed
7 at the shallowest level; (iii) the outliving predicate a C t: IProp for a: Lft, which is the
persistent condition for the type 7 to outlive the lifetime «; (iv) the ownership predicate
a <« 7{d}4, which is the condition to own data typed 7 that has the list of cell values a
at the low level, is modeled as the m-parametrized value 9, and has the depth d; and (v)
the sharing predicate a <* 7 {0} 4, which is the persistent condition to share data typed
7 associated with a, 9 and d until the lifetime « ends.

We equip the semantic type with an outliving predicate o E 7 instead of directly
giving the lifetime of the type. It enables us to use later modalities, which facilitates
definition of the recursive type (§5.4).!

The outliving predicate ¢ C 7 should be persistent (SEmMTy-OuTLv-PERs) and anti-
monotone over @ (SEMTy-OutLv-Mono). The ownership predicate a « 7{d}; should
be monotone over d (SEmTy-Own-Mono). The sharing predicate a <* 7{d}; should
be persistent (SEMTy-Sur-Pers) as well as anti-monotone over & and monotone over d
(SEMTY-SHR-MoNoO). SEMTY-OwN-SHR says that we should be able to transform a full bor-
row of the ownership predicate &fz @ < 7{0}q into a sharing predicate @ <# 7 {3}y
taking d logical steps, by temporarily depositing a partial token on & M . SEMTy-OwN-
ProrHTOKEN says that, out of the ownership predicate @ « 7 {3}, we should be able
to temporarily take a partial prophecy token [X]4 on prophecy variables X that ¢ de-
pends on, taking d logical steps, by temporarily depositing a partial token on a. SEMTy-
Sur-ProPuTOKEN is a similar rule for a sharing predicate. Note that the depth of an

1 This idea was conceived by Jacques-Henri Jourdan.
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object determines how many logical steps we can use for SEMTY-OwN-SHR, SEMTY-OWN-
PropHTOKEN and SEMTY-SHR-PROPHTOKEN.

5.2 Basic Semantic Types

In this section, we introduce a number of basic semantic types.

We introduce notation for list slicing. For alist v and i such that 0 < i < lenv, v[.. 1]
and o[i..] denote [0[0],...,0[i—1]] and [v[i],...,v[lenv—1]] respectively. Also, for a
listv and i, j such that 0 < i < j < lenw, v[i.. j] denotes [0[i],...,0[j—1]].

Integer Type The (unbounded) integer type int is an idealization of Rust’s bounded
integer types like 132. Note that in our low-level formulation one memory cell can
contain any integer, idealizing the real-world hardware. We define int as the following
semantic type.

lint] == Z lint] :== 1 a Cint := True
[a] <int{d}g = [a] <%int{d}y = Inst.n=a.d =constn

We use an integer of the mathematical type Z to model an object of the program type
int. At the low level, int occupies one memory cell that has an integer value n. Any
lifetime outlives int. The z-parametrized integer value for int should be a constant
function that returns the expected integer n. Any depth is permitted for int.

Boolean Type The boolean type bool, which corresponds to Rust’s bool, is defined
as follows, in a similar way to the integer type.
|bool| := B |bool| := 1 a C bool := True

[a] «bool{d}s = [a] <“bool{d}4 := TAbls.t. bl =a. i = const bl

To model boolean data, we use the mathematical boolean type B, which has two values

tt (true) and ff (false).

Invalid-Data Type We introduce the invalid-data type 4, of the size n.
L] = Unit |4n] = n aC 4, = True
a<fp{dty = a<%4,{d}q = True

The r-parametrized value 9 used here has the type ProphAsn — Unit, which has only
one value const (). In modeling Rust, we can use the invalid-data type 4, to model
data invalidated after a move operation and also to model uninitialized data obtained
by memory allocation.? In particular, an object of a type r can be invalidated into an
invalid object of the type 4|,/

Box Pointer Type The box pointer type box r, which corresponds to Box<T> in Rust,
represents a pointer that targets an object of the type r and has full ownership on the
target object, i.e., can read, update and delete it. It can be defined as follows.

2 This is actually a simplification of the actual behavior of the Rust compiler, which handles validity
flags on each variable apart from type information.
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|box 7| := |7] |box 7| =1 a C boxt == »(aCr1)

[a] «box7{d}y = d>0 % 3lst.[=a. 3b.
[+5b * Free;;/(I) * > (b <7{d}41)
[a] <*box7{d}y = d>0 % Ilst.[=a. 3b.
% &% (Aq. 1+ivbb[i]) * » (b <“7{d}q-1)

frac

The value for a box pointer is set to the value for its target object, without the ad-
dress information. The outliving predicate of box 7 is> (a C 7 ), the outliving predicate
of the target type under the later modality.

The ownership predicate of box  consists mainly of (i) the full points-to token [+ b,
which owns |z| consecutive memory cells starting at | with the cell values b, (ii) the
free-right token Free|,| (1), which owns the right to free the memory block of the size
|7| starting at I, and (iii) > (b < 7 {9}4-1 ), the ownership predicate on the target object
under the later modality.

On the other hand, the sharing predicate consists mainly of (i) fractured borrows
on the points-to tokens to each address ; &,_(1q.[+i+5 b[i]),’ from which we can
temporarily take out [ +% b for some g while the lifetime « is alive, and (ii) the target
sharing predicate under the later modality > (b <* 7 {0}4-1 ).

The contractiveness introduced by the later modality in the outliving, owning and
sharing predicates is useful in defining recursive types with self reference under box
(e.g., the standard singly linked list type; see §5.4). The depth of a box pointer is set to
1 plus the depth of its target object, which gives us one logical step to strip off the later
modality on the outliving, ownership and sharing predicate in proving SEMTy-OwN-
SHR, SEMTY-OwN-ProrHTOKEN and SEMTy-SHR-ProPHTOKEN of box 7. Here we elaborate
the proof of SEmMTy-Own-Sur of box 7.

Proof of SEMTy-OwN-SHr of box 7. Assume that the input is a full borrow under « of the
ownership predicate of a box pointer, &7 ,[a] <« box 7 {3}4. We freeze the inner param-
eters I, b of the full borrow (FuLLBor-FreezE) and then split it (FuLLBor-SpriT) to get two
full borrows, (i) a full borrow of the points-to token P := &%, (1 RN b) and (ii) a full bor-
row of the target ownership predicate under later Q := &%, (> b <®* 7 {9}4-1). In one
logical step, we strip off the later modality of the full borrow Q (FuLLBor-UnLATER) and
also the outliving predicate on the target object. Using SEMTy-Own-SHR on the target
type 7 in d — 1 logical steps, we get the target sharing predicate. The full borrow P can
be transformed into fractured borrows 3k; &% _(Aq. [+i+> b[i]) (by FurLBor-Sprit and

FULLBOR-FRACBOR). O

Shared Reference Type The shared reference type &2, 7, which corresponds to &'a
T in Rust, can be defined fairly easily using the sharing predicate of 7.

| &g, 7] = L7] |&S, 7| =1 pC &l = pCans(pCr)

[a] «&% r{6}a = [a] &5 {d}q =
d>0x Ilst.I=a. 3b. % &% (Aq.1+irH>B[i]) * » (b <*r{6}4-1)

frac

The ownership and sharing predicates of &7, 7 is the same as the sharing predicate of
box 7 with the lifetime . Interestingly, we can ignore the lifetime argument f of the
sharing predicate; we can still prove SEMTy-OwnN-SHR because the ownership predicate

3We need to use 3; &%, (Aq. [+i+5 B[i]) instead of simpler &% (Aq.1 +5 b) because the lifetime logic

frac

does not have the split rule like FULLBOR-SPLIT for fractured borrows.
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is already persistent. Note that SeMTy-Own-PropuToken of &J 7 can be proved using
SEMTy-Sur-PrROPHTOKEN on the target type 7.

The later modality in the outliving, ownership and sharing predicates are for con-
tractiveness, just as in the box pointer type box 7.

Plain Reference Type To aid verification, we introduce the following plain reference
type &4 7 for a type 7 and a fraction gq.

[&q 7] = 7] |&q 7] =1 a C &t = >(aCr)
[a] «&g7{d}s = d>0x Ilst.I=0a. 3b. [+5D = »(b<r{d}s1)
[a] «“&g7{d}q = True

It is a reference to an object typed 7. The pure value of a plain reference is set to the
pure value of its target object. The ownership predicate of a plain reference mainly
consists of (i) the points-to token to the target values of the fraction g, [ v b, and (ii)
the ownership predicate on the target object under later, > (b < 7 {6}4_1 ).

A plain reference type is intended to be used at the top level of a type and not
inside other types. Since we do not need to use the plain reference type under a shared
reference, the sharing predicate of the type is set to the trivial proposition True.

The later modality in the outliving, ownership and sharing predicates helps com-
patibility with other pointer types such as the box pointer type box .

We call a plain reference with the fraction 1 of the type &; 7 a full plain reference
and call a plain reference with any fraction q a fractional plain reference.

Pair Type The pair type v X 7’ of the semantic types 7 and 7, which corresponds to
Rust’s (T, T'),is defined as follows.

ltx '] == |7] x |7'] |t x| == |7| + || aC1Xt = aCtAalT
a<rxt' {0}y = a[..|7]] «c{(.0)od}y * a[|z]..] «"{(1)od}q4
Ga%rxt {0)g = al.|el]] <@ {(.0)od}a * allz] ] <“ 7 {(.1) *d}q

For i = 0,1, (.i) denotes the function Av.v.i and thus (.i) < 0 is equal to Ax. (4 7).i.

We piggyback the components (| 7], « E 7, etc.) of 7 and 7’ to construct the semantic
type X 7. The list of cell values for data typed X 7’ is the concatenation of the list for
7 and the list for 7’. The value for data typed 7 X 7’ is set to the pair of the value for | 7]
and the value for | 7’| (for each ). The outliving predicate of 7 X 7’ is the conjunction
of those of 7 and 7’. The ownership predicate for 7 X 7’ is defined as the separating
conjunction of those for 7 and 7/, sharing the same depth. The sharing predicate is
defined in a similar way. We can prove the required properties (SEMTy-OuTLv-PERS,
etc.) of 7 X ¢’ by using those of 7 and 7’.

Variant Type The variant type 1y + 71, modeling Rust’s enum type (e.g., Result<TO,
T1>), is defined as follows.

lzo+ 1] = 7o) + [71] |70 + 71| = 1+ max{|zl, |z1|}
aC 1o+ = alp ANaln
A< +n {5}d = Ji,ws.t 6[0] =i AND= injio\;\l. ﬁ[l..l+|1’i|] < Ti{W}d

a <aT0+T1 {UA}d i, ws.t. C_l[O] =i AND= injiow. C_[[ll+|Tl|] <1aTi{W}d
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Here, i is either 0 or 1 and w is a w-parametrized value of the type ProphAsn — |1;]
(depending on i). Note that inj; o w is equal to Az inj;(w 7).

Vector Type The vector type vec T, modeling Rust’s Vec<T>, represents a dynamically
allocated, growable array of objects typed z. It is defined as follows, extending the
definition of the box pointer type box 7.

|vect| := List|7] |vect| := 3 a Cvect = »(aC7)

a<vect{d}y := d>0 = AL cap len s.t. [I,cap, len] =a A cap > len.
3b st lenb = cap - |7|. | RN Freecgp. 7| (1) * (V. len(d ) = len) *
Kicten > (B[i-]7] .. (i+1)-]2]] « 7 {Am (6 ) [i] }a-1)

a<%vecr{d}y = d>0 = Il cap len s.t. I, cap, len] =a A cap > len.
Ib st lenb=cap-|r|. ;&% (Aq. [+i N b[i]) = (V7. len(é ) = len) *

frac

Kicten > (BLi-l7] .. (i+1)-]7]] <* 2 {Ax.(§ ) [i] }a-1)

At the low level, a vector consists of three cell values — the head location of data [, the
capacity size cap, and the content length len. The value for vec 7 is set to the list of len
elements.

The ownership predicate of the vector type consists mainly of (i) the full points-to
token [ ¥ b that owns cap - |7| (= len b) consecutive memory cells starting at [, (ii) the
free-right token Free .|| (1) on the memory block of the size cap - |z] starting at [, and
(iii) the (separating) conjunction of the ownership predicate for the len elements. The
sharing predicate is obtained by some modification to the ownership predicate, in an
analogous way to the box pointer type.

The later modality in the outliving, ownership and sharing predicates are for con-
tractiveness, just as in the box pointer type box .

5.3 Modeling the Unique Reference Type with Prophecy

The unique reference type &, 7 is the key semantic type in our framework RustHorn-

Belt. A unique reference is modeled as the r-parametrized value Ax.(d 7, 7 x), where
0 models the current target value and x is the prophecy variable for the borrow.
We should design the semantic type &, 7 so that we can support various oper-
ations on unique references. First, when we release a unique reference modeled Ar.
(0 m, T x), we should be able to resolve the prophecy variable x to 9. On the other
hand, we should also be able to throw away a unique reference without resolving the
prophecy variable, letting the borrowee resolve the prophecy variable when it reclaims
the borrowed object; we need this feature because Rust’s type system allows an object
to be leaked out of the static control, especially when we have circular references (Klab-
nik et al.,, 2018, §15.6). Moreover, we should be able to subdivide a unique reference in
various ways (e.g., take &, 7 out of &\, (7 X 7)) and also support unique reborrows.
We already have the lifetime logic (introduced in § 2.3) developed by Jung et al.
(2018a), which supports various operations for borrows. We set up some machinery on

the side of prophecy.

Prophecy Equalizer First, we introduce the following predicate dubbed a prophecy
equalizer PE(w, 0) for w, 0: ProphAsn — T on some type T.

PE(w,0) = VX s.t Dep(d,X). Vq. [X]q =k g, (m.wr=0dm) * [X]q

roph
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It can be explained as a delayed prophecy observation (z. w x = 9 ); the acquisition
of the prophecy observation is delayed until we get a partial prophecy token [X], on
the dependency X of 0. This notion is useful for supporting flexible timing of resolution;
we need it for RustHornBelt, because the prophecy variable of a unique borrow can be
resolved by the unique reference and also by the borrowee.

We can use a prophecy equalizer in the following way.

ProrHEQZz-USE
Dep (9, X)

PE(W,0) * [X]qg DNy (T-Wwr=07) * [X]q

We can construct prophecy equalizers using the following lemmas.

ProrHEQZ-PROPHOBS ProrHEQZ-MODIFY
N N A/ oA
ProrHEQZ-PROPHTOKEN (m.wr=07) (m. W' =wr)
[x]; = PE(Am.7x, d) PE(w, ) PE(w,5) = PE(W,d

ProPHEQZ-TRANSFORM
f is injective

%o, PE(W;,0;) = PE(/lir.f(Vvoﬂ,...,an_lﬂ), Aﬂ.f(zﬁofr,...,zﬁn_ln'))

ProruEQz-PrOPHTOKEN says that, out of a full prophecy token [x];, we can create a
prophecy equalizer for Ax. 7 x and any z-parametrized value 0; it follows from Proru-
ResoLvE. ProrHEQz-PROPHOBS says that a prophecy equalizer can be trivially obtained
from a prophecy observation on the expected equality. PropuEgQz-Mopiry allows us
to modify the first argument of a prophecy equalizer using a prophecy observation.
ProrHEQz-TRANSFORM says that we can get a new prophecy equalizer out of prophecy
equalizers, where both for the first and second arguments we construct the new value
for the output by applying the same injective function f (which does not depend on )
to the values of the inputs.

Proof of ProprEQz-Transrorm. We satisfy the dependency precondition of each of the
input prophecy equalizers by Der-DestrucT. Also, we split the partial prophecy token
into n pieces to feed the prophecy equalizers. Then we compose the view shifts of
them in parallel. Finally, we merge the prophecy observations and the partial prophecy
tokens that were returned by them. O

Value Observer and Prophecy Control Now we introduce extra machinery for the
unique reference type using the prophecy equalizer. First, we register the following RA
UNQ to the global camera.

UNQ = (x:ProphVar) %3 rracown ((ProphAsn — x.type) x N)

In this RA, we assign to a finite number of prophecy variables a value of the type
(ProphAsn — x.type) x N, under fractional ownership by FrRacowN. A value as-
signed to a prophecy variable is a pair (d,d) of a m-parametrized pure value ¢ and a
depth d. Using this RA, taking some fixed ghost name y,q, we introduce the following
predicates, a value observer VO, (0, d) and a prophecy control PC(x, 0, d).
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A value observer VO, (9, d) witnesses with half ownership that (4, d) is assigned to x
by the uUNQ RA at ynq. A prophecy control PC(x,d,d) either (i) witnesses with half
ownership that (9, d) is assigned to x and owns the full prophecy token [x]; or (ii) has
full ownership on the value assigned to x and owns a prophecy equalizer on Ax. 7 x
and 0. They satisfy the following properties.

VALOBS-PROPHCTRL-TIMELESS
timeless(VOx (4, d)) timeless( VO (9,d) * PC(x,0,d))

VALOBS-PROPHCTRL-INTRO
True =4 Jx s.t. x.type =T. VO,(9,d) * PC(x,9,d)

VALOBS-PROPHCTRL-AGREE
VO, (6,d) * PC(x,0',d’) = 6=0' Ad=d'

VALOBS-PROPHCTRL-UPDATE

VO, (d,d) * PC(x,8,d) Sy, VOx(6',d') * PC(x,8',d")

roph
VALOBS-PROPHCTRL-PROPHTOKEN
VO.(6.d) * PC(x,6,d) = VOi(5,d) * [x]; * ([x]; +PC(x,5,d))
VALOBS-PROPHCTRL-RESOLVE
Dep(3,Y)
VO, (d,d) * PC(x,9,d) * [Y]q SN, (r.rx=0m) * PC(x,9,d) = [Y]q

roph

VALOBS-PROPHCTRL-PRERESOLVE
Dep(w, Y)
VOx(8,d) * PC(x,0,d) * [Y]g DN,
(m.rx=wm) * [Y]g = (V&',d". PE(w,8") = PC(x,0",d"))

ProPHCTRL-PROPHEQZ
PC(x,0,d) = PE(Axm.mx, 0)

A value observer is timeless. A prophecy control itself is not timeless because of
the view shift of the prophecy equalizer. Still, the separating conjunction of a prophecy
control and a value observer is timeless (VALOBS-PROPHCTRL-TIMELESS).

VarOBs-ProPHCTRL-INTRO says that, taking a fresh prophecy variable x, we can cre-
ate a value observer VO, (4, d) and a prophecy control PC(x,9,d). When we have a
value observer and a prophecy control on the same prophecy variable, the values of
the two agree (VALOBs-ProruHCTRL-AGREE) and the values can be simultaneously updated
(VAaLOBs-ProPHCTRL-UpPDATE). We can temporarily take out the full prophecy token out
of a prophecy control as long as we have a value observer on the same prophecy vari-
able (VALOBs-PROPHCTRL-PROPHTOKEN).

VALOBs-PrROPHCTRL-RESOLVE says that, consuming a prophecy control and a value
observer on a prophecy variable x, we can resolve x to a value ¢ and reclaim a prophecy
control with the value 0, with help of a partial prophecy token on a dependency Y of 4.
We use this rule to resolve the prophecy variable when we release a unique reference
(see SWkN-UNQREF-RELEASE in § 6.3.3). VALOBs-PrROPHCTRL-PRERESOLVE is an advanced
variant of the previous rule; in this lemma, we first resolve x to some value w and,
after we get a prophecy equalizer PE(w, ¢”) for some ¢’, we achieve a prophecy control
with the value ¢’ and any depth d’. We use this rule for subdividing a unique reference
(e.g., ReN-SpLIT-UNQREF-PAIR-R in §6.3.4). PRoPHCTRL-PROPHEQZ says that we can obtain
a prophecy equalizer out of a prophecy control. We use this rule to reclaim a borrowed
variable (see WkN-UNQBOR-PLNREF in §6.3.1 and SWkN-END-LocaLLFT-RECLAIM in §6.1.2).
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Proof of VALOBS PROPHCTRL TIMELESS The left hand disjunct of the prophecy control, the
77777777777777 )/unq

and [x ]1, is timeless. The prophecy
NQ

ship token of the value observer O

Proof of VaLOBs-ProruCTRL-INTRO. We take a fresh prophecy variable x of the type T that
has not been used both by the PROPH RA at ypoph and by the UNQ RA at yynq. We obtain
[x]; just like PropuTOKEN-INTRO. We know that the type T is inhabited because we have
0: ProphAsn — T. We newly assign (9, d) to x in the unQ RA to get a full ownership

7777777777777 YL;:;, which can be halved into two half ownership tokens.

'Iherefore we ﬁnally obtain VO, (9, d) and the right-hand disjunct of PC(x, 4, d). (We
can use the rule GOwn-Upp-Two for this update.) O

Proof of Prorr-ResoLve. By agreement on the uNQ RA, since we have a value observer
VO, (9, d), we know that the input prophecy control PC(x, 9, d) takes the left-hand dis-
junct. By consuming the full prophecy token [x]; of the prophecy control, by Proru-
ResoLVE, we resolve x into ¢ to obtain a prophecy observation (7. 7x = o). We
obtain a prophecy control PC(x, 9, d) by constructing the right-hand disjunct: by con-
suming the half ownership token of the value observer, in the uNQ RA we change
the value assigned to x into none and get the half ownership token for that; we get a
prophecy equalizer from the prophecy observation we have just obtained by ProruEQz-
ProruOBS. O

Proof of VarOss-ProrHCTRL-PRERESOLVE. First, like VALOBs-PROPHCTRL-RESOLVE, We con-
sume the full prophecy token [x]; of the prophecy control to obtain a prophecy ob-
servation (m. 1x = w). Also, out of two half ownership tokens of the value ob-
server and the left-hand disjunct of the prophecy control, we get a full ownership token
for the right-hand disjunct of a prophecy control. After we get a prophecy equalizer
PE(w,d"), by ProruEQz-MobIry, conjoining it with the prophecy observation we have
just obtained, we get a prophecy equalizer PE(Ax. 7 x, 9”). Therefore, we can construct
a prophecy control PC(x,’,d"). O

Proof of PropuCTRL-PROPHEQZ. When the input prophecy control takes the left-hand dis-
junct, by ProruE@z-ProruToxeN we turn the full prophecy token [x]; into a prophecy
equalizer. When the prophecy control takes the right-hand disjunct, we can just use
the prophecy equalizer it has. O

Unique Reference Type Finally we define the semantic type of the unique reference
type &unq

&80 t) = Le) X lt] [&Gtl =1 B &gt = BCaAwpCr

unq ¥

[a] «&{oq7{0}a = d>0x3IlstI=a Fxst (1)ed=Amrx.
VO, ((.0)0d,d—1) * &%, (36,0",d’. [+5b * b «{d'}g * X(d'+1) * PC(x,9",d"))

[a] </ &8 7{6}a = d>0x Ilst.I=a 3b. Ix st Dep((.1) <5, {x}).
&7 (Aq. [xlg) * ;&L (Aq. T+i+5B[i]) * » (B <F1% 0 {(.0) 0 5}ay)

frac frac

The ownership predicate [a] <« &, 7{0}q of &{,q 7 is quite tricky. The inner
predicate of the full borrow is existentially quantified over the cell values b, the 7-
parametrized value ¢’ and the depth d’ of the target object, because a unique reference
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should be able to update the target object. In order to fix the inner parameters 9’ and
d’ to the expected values (.0) o d and d — 1, the ownership predicate has a value ob-
server VO, ((.0) o 3, d — 1). The inner predicate of the full borrow has the points-to
token [+ b, the ownership predicate on the target b « 7 {4’ }4, the persistent time
receipt X(d’+1), and the prophecy control PC(x,9’,d’). These objects are passed to the
borrowee when the borrowee that the unique reference originates from reclaims the
object. The borrowee obtains a prophecy observation (. 7 x = ¢’ 7) by consuming the
returned prophecy control by ProraCTrRL-PROPHEQZ and ProruEQz-Usk. The full borrow
introduces contractiveness and thus we set the depth d to 1 plus the depth of the target
object.

In the sharing predicate of &7, 7, the 7-parametrized pure value and the depth
of the target are simply fixed to (.0) o ¢ and d — 1, and the cell values b are existen-
tially quantified outside borrows; the sharing predicate has fractured borrows on the
prophecy token [x], and on the memory ownership [ +5 b as well as the sharing pred-
icate on the target object. The value (.1) o 4 can be anything as long as it depends only
on the prophecy variable x.

Proof of SemTy-Own-SHr of &, T. Assume that the input is a full borrow under the life-

unq

time f of the ownership predicate of &7, 7, i.e., &fﬁu ,([a] < &g T{0}a ). After freeze

ung
by FuLLBor-Freeze and split by FurLBor-Spirt, we obtain a full borrow of the full borrow
of the ownership predicate of the form &‘f(i y &&, - -+, which we unnest it into &‘fi 'l?a e

in one logical step by FurtBor-Unnest. We freeze its inner parameters b, 9’ and d’ by
FurLBor-Freezg and split it by FuLLBor-Seuit to get full borrows of the points-to token

&ﬂna(I > b), of the ownership predicate of the target object &ﬁna([_) <7{0'}4), and

full full
of the prophecy control &é ¥ PC(x,0’,d’). We also have a full borrow on the value
observer &’

tu VOx((.0) 20, d—1). By agreement of the value observer and the prophecy

control (VALOBs-PrROPHCTRL-AGREE), 0’ and d’ turn out to be equal to (.0) 9 and d — 1.
We merge the full borrows on the value observer and the prophecy control by
FurLBor-MERrGE and then turn it into a full borrow on the full prophecy token &fi ll?a [x]1

by FurLBor-Suspiv and VALOBs-ProrHCTRL-PROPHTOKEN, Which is turned into a frac-
tured borrow &°"* (Ag. [x]4) by FuLLBor-FracBor. Also, the full borrow on the points-

frac

to token is turned into a fractured borrow ; &”" “(Ag.1+i+> B[i]) by FuLLBor-SpLIT
FurLBor-FracBor. The full borrow on the ownership predicate of the target object is
transformed into the sharing predicate b <% 7 {(.0) ¢ 9}4_; in d — 1 logical steps by

SEMTY-OwN-SHR on the target type . O

Proof of SemTy-Own-ProruTokeN of &{j,q 7. We temporarily access the content of the
full borrow of the ownership predicate of &, 7 by FuLLBor-AccEss, stripping off the
later modality using one logical step. From the prophecy control PC(x,d’,d’) we can
temporarily get the full token [x]; by VALOBs-PropuCTRL-PROPHTOKEN, With help of the
value observer. Using d — 1 logical steps, we obtain partial prophecy tokens on depen-
dencies of ¢’ out of the resource of the target b < 7 {6’ }4_; by SEMTy-OwN-PrOPHTOKEN

of 7. OJ

Proof of SemTy-Sur-ProPHTOKEN on &, T. Accessing the content of the fractured bor-

row & "% (Aq. [x]4) by FracBor-Accrss, we temporarily get [x]4 for some g. We strip
off the later modality of the target resource in one logical step and obtain expected
partial prophecy tokens out of the resource b <7 7 {(.0) 06} 4_; in d — 1 logical steps

by SEMTyY-SHR-PROPHTOKEN on T. O
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5.4 Recursive Type

In this section, we introduce the recursive type. We support recursion by contractiveness,
which includes contravariant and invariant recursion as well as covariant recursion.
We write SemTyr , for the subtype { z: SemTy / [r| =T A || = n } for the seman-
tics types of the pure type T and the size n.
The recursive type recr, o is defined for a pure type T: Type, a size n: N, and a
contractive function over semantic types o: SemTyy , — SemTy . We introduce some
notions for defining and using the recursive type.

Injection Type For convenience, we introduce the following semantic type in(z, f),
which we dub the injection type, for any semantic type 7, pure type T: Type and injective
function f: 7] — T.

lin(, )] =T lin(z, f)| = || a Cin(r,f) == aCr
G <in(z, f) {3}
a<®in(z, f) {d}ta

SEMTY-OWN-PropPHTOKEN and SEMTy-SHr-PrOPHTOKEN on in(z, f) follow from the corre-
sponding properties on 7, the injectivity of f, and Dep-DesTRUCT.
The injection type satisfies the following rules on type equality.

J' st.o=fo0". a<t{d'}y

Jo' st.o=f0". a<*t{d'}q4

TyEQ-INjTy-Comp-ID
TYEoQ-INJTy-ID TyYEQ-INJTy-Comp geof=id

T = in(t,id) in(z, go f) = in(in(z, f), 9) r = in(in(z, f), g)

Non-expansiveness and Contractiveness We say a function over semantic types
o: SemTyy , — SemTyy; , (for some T, n, U, m) is non-expansive and write Nonex(o) if
it is non-expansive as a function over the triple of the outliving, ownership and sharing
predicates. We say o is contractive and write Contr(o) if it is contractive from that
perspective.

We have the following rules on non-expansiveness and contractiveness.

CoNTR-NONEX CONTR-BOxPTR
NonNEx-ID CoNTR-CONST Contr(a) Nonex(o)
Nonex(id) Contr(const 1) Nonex(o) Contr(box o o)
CONTR-SHRREF CoNTR-UNQREF CONTR-VEC
Nonex(o) Nonex(o) Nonex (o)
Contr(&g,, © o) Contr(&gnq ° 0) Contr(vec o)
NONEX-PAIR CONTR-PAIR NONEX-VRNT
Vi. Nonex(o;) Vi. Contr(o;) Vi. Nonex(o;)
Nonex(At. o T X 01 7) Contr(Atr.0p 7 X 01 7) Nonex(Azr. 097 + 01 T)
CONTR-VRNT NonNEx-INJTY ConTr-INJTY
Vi. Contr(o;) Nonex(o) Contr(o)
Contr(Ar.og 7+ 01 7) Nonex(Az.in(oz, f)) Contr(Ar.in(o, f))

The pointer types boxz, &g 7, &{nq 7 and vec are all contractive. For the unique
reference type &j,q 7, the contractiveness comes from the contractiveness of the full

borrow &¢, as well as the later modality in the outliving and sharing predicates.
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Recursive Type We define the recursive type rect , o for a pure type T: Type, a size
n: N, and a contractive function over semantic types o: SemTyr , — SemTy , as the
semantic type that satisfies the following recursive equation.

rectp,o = o(recr,o)

The existence and uniqueness of the solution is ensured by the contractiveness of o (by
Banach’s fixed point theorem Theorem 2.1). Note that recr, o is equal to o (recr, o).
We introduce the following notation for convenience.

recrn (o, f) = recr, (Ar.in(ot, f))

Also, we omit the size (i.e., use the notation recr o and recr (o, f)) when the size infor-
mation is clear.
The recursive type satisfies the following properties on type equality.

TyEQ-REC TyEQ-Rec-INjTY
rect, o = o(recr, o) rectn(o, f) = in(o(recT,n(o, ), f)

The recursive type satisfies the following non-expansiveness and contractiveness

rules.
NonNEx-REC CoNTR-REC
V1’'. Nonex(Ar.o7r7’) V1’'. Contr(At.ot1’)
Nonex (7. recr, (0 7)) Contr(Az. recr,, (0 7))

Example Recursive Types We introduce and discuss a few example recursive types.

Example 5.1 (List Type). The semantic type of the singly linked list type list r can be
defined as the following recursive type, using the list type List T of the metalogic.

listt = recyist | (AT 4o+ 7 X box7', inist )
Here, we define ing;s;: Unit + T X List T — List T as follows.
ingist (injo () = nil ingist (inj; (o, w)) = vuw

The contractiveness condition is satisfied because the self reference is under the box
pointer box. The function inys; has the following inverse outjs.

outiist nil == inj,() outiist (0 ::w) = inj; (v, w)

The following properties hold on list 7.

TyEQ-LisT
listt = in ( 40+ T X boxlist z, inList)

llistz|] = List|z] [listz] = |7| +2 aClstrealr
a<listr{d}y © a <« 49+7xboxlistt {out s o0}y
a<%listt{d}y © a <% 4o+ 71Xxboxlistr{outysod}yg

The property « C list 7 & « £ 7 on the outliving predicate holds by Lob induction: let
P be « C list 7; by definition, P is equivalent to @« E 7 A »P; so a E 7 is equivalent to
> P = P, which is equivalent to P by Lob induction (LOB).
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Example 5.2 (Recursion Under the Unique Reference Type). We can also construct a
recursive type with self reference under the unique reference type. For example, we
have the following irregular Peano number type mnat, whose self reference is under
a unique reference instead of a box pointer.

o .
mnat, = recgNat (/17. bo + &unq T, InBNat)

Here, the metalogic type BNat is the following inductive binary tree type without node
data, having the data constructor ingnat.

inductive BNat := ingnat: BNat + BNat x BNat — BNat

Note that the unique reference type &, 7 is not monotone over r, which makes it

impossible to use the least fixed point of covariant induction to model recursive types
like mnat,,.

Example 5.3 (Recursion Under the Recursive Type). We can construct a recursion type
with self reference under the recursive type. For example, we can construct the following
rose tree type rose 7.

roseT := recgose|r|(A7". 7 X boxlist 7', ingose )

Here, the metalogic type Rose T is the following inductive type with the data construc-
tor ingese-
inductive RoseT := inggse: T X ListRoseT — Rose T

The contractiveness of A7’. 7 X box list 7’ follows from Nonex-INjTy and Nonex-REc and
CONTR-BOxPTR.
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Chapter 6

A Refined Type System for Verifying Rust
Programs

In order to formalize and verify type-based translation of Rust programs into clean logic
models in the style of RustHorn, we introduce and semantically model a type system
for Rust that handles logic models for functional correctness, which we dub the refined
type system. In the refined type system, we mainly use a typing judgment equipped
with a logic model, which we call a refined typing judgment. The refined type system
is designed as a composable and flexible deduction system. Although the typing rules
are highly non-deterministic, once we get a deduction tree for typing, we can compute
the logic model in a straightforward way. Thanks to the semantic approach built on
the separation logic Iris, we can prove soundness of the refined type system just by
checking each deduction rule semantically, instead of checking the global behavior of
the system.

For simplicity and flexibility, we formalize the refined typing judgment only se-
mantically as a persistent predicate and treat each deduction rule as a lemma on them,
without introducing any syntactic structures for reasoning. We also do not provide al-
gorithms for type checking. In modeling the refined typing judgments, we use semantic
types (Chapter 5) to model type information, lifetime logic (Jung et al., 2018a) (explained
in §2.3) to handle lifetime information, and prophecy observations (. ¢, ) to describe
the precondition and postcondition handling prophecy information.

The logic model of each operation is formalized as a (backward) predicate trans-
former, a function that maps each postcondition to some precondition, which is a stan-
dard technique used by various verification tools such as F* (Swamy et al., 2016). For
example, for the following expression of incrementing the target integer of a unique
reference and then releasing the unique reference, we get the following refined typing
judgment, where the last part is the predicate transformer (Example 6.3).

ala: &3nqint Fa<=a+1; 4 11 Apost,((n,n.)). no=n+1 = post ()

Although the input-output relation is also a common representation for the postcondi-
tion used for verification methods like reduction to constrained Horn clauses (Greben-
shchikov et al., 2012; Bjgrner et al., 2015), we can lift an input-output relation into a
predicate transformer in a natural way, as we see later in §6.1.2. We can translate Rust
programs into CHCs in a fairly straightforward way using our refined type system,
although we do not present a specific algorithm for that in this thesis for brevity.

In §6.1, we introduce the judgments used for the refined type system and basic rules
on them. We also introduce the function type in §6.1.4. In §6.2, we introduce refined
typing rules for basic types (excluding the unique reference type). In §6.3, we introduce
refined typing rules for the unique reference type, giving detailed proofs for some of
them. In § 6.4, we present some examples of verifying functional correctness of Rust
programs using the refined typing rules. In §6.5 we discuss some related work.
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6.1 Judgments for the Refined Type System

We introduce the judgments used for the refined type system — the refined typing
judgment and the weakening, super weakening, copyability, subtyping, and access
judgments. We also introduce some basic rules on the judgments. These judgments
are semantically modeled as persistent predicates in the separation logic Iris. We also
introduce here the function type, which depends on the refined typing judgment.

6.1.1 Refined Typing Judgment and Its Variants

Variants of the Ownership Predicate We introduce the following variant of the
ownership predicate which hides the depth information.

a<7r{d} = Td. a<«r{d}y * Xd

Here, we can use any depth d for the ownership predicate a « 7 {0}, as long as we
have a persistent time receipt X d, which witnesses that at least d physical steps have
been passed.

We also introduce the following predicate that represents the resource for an object
which is borrowed under the lifetime a.

a<""7{d} = [ta] sky, 39 A <7{d'} » »PE(,0’

After we know that the lifetime « has ended, with update in one logical step, we get
the resource of the ownership predicate with some value 9" and a prophecy equalizer
under later > PE(d,9”). If we can temporarily access a relevant partial prophecy token
by SEmTy-Own-PropuTOKEN, consuming the prophecy equalizer we can get a prophecy
observation (7. 0 & = ¢’ 7) by PROPHEQZ-USE.

We introduce the notion of an activity mode act: Act, which is of the form ! (unbor-
rowed) or fa (borrowed under the lifetime a: Lft). We define the following variant of
the ownership predicate which is parametrized over an activity mode.

d‘aCtT{ﬁ} — {‘j“f{é} (act=1)
a <" {6} (act="ta)

Type and Lifetime Contexts A type context I is a sequence of items of the form
a:%* 7, which represents an object of a cell value a: CellVal, an activity mode act: Act,
and a type 7: SemTy,. Here, SemTy, denotes the subtype { 7: SemTy / |r| = 1}, the
type for a semantic type whose size is 1. For an item of a type context, we just write a:
t for a:' 7 (the case act = !). Roughly speaking, a type context represents a sequence of
‘local variables’, but each ‘local variable’ is not given an explicit name.

A lifetime context A is simply a sequence of lifetimes @, each of which represents a
local lifetime, a lifetime such that we know it is alive and we have the right to end it.
The Iris proposition [A] for a lifetime context A is defined as follows.

[@] = % ([ai]1 * ([ai]1 D p [Tai]))

For each lifetime ¢;, it has (i) the full token [¢;]; and (ii) the step-taking view shift
[@i]1 = n, [Tou] which can end the lifetime o; by consuming the full token (see also
the rule Lrr-INTRO). .

For a lifetime « and a lifetime context A = 5, we write M (a, A) for the intersection

-

of a, B.
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Refined Typing Judgment Now we introduce the refined typing judgment, which
has the following form.

a1 A;T Fexto AT 0 pre

It specifies the effect of executing the expression e. The input objects, i.e., the objects
we have before the execution of e, are represented by I'. The immediate output object
of the expression e has the type 7. The remaining output objects are represented by I".

The lifetime contexts A, A’ represent the set of local lifetimes we have before and
after the execution of e. The lifetime « at the head is the lifetime that remains alive
during the execution of e aside from the local lifetimes. Unlike RustBelt (Jung et al.,
2018a,b), we omit information about the outliving order & T f over lifetimes from this
judgment; for reasoning about the outliving order, we piggyback the inference rules of
the lifetime logic and Iris.

The last part pre represents the specification of the operation in terms of a predicate
transformer, whose first argument is the postcondition on the pure values of the output
objects and whose second argument is the tuple of the pure values of the input objects.

_— _—
Ifwehavel = a:% ¢ andI” = b:% ", the predicate transformer pre has the following
type.
— —
pre: (x(Lz],[7”]) = Prop) — x(|7']) — Prop
Here, X(Ty, . .., T,—1) denotes the tuple type To X - - - X T,,_1.
The refined typing judgment is defined as the following persistent predicate.

—_— —
a1t A a® Y ket N0 pre = V post, q.
> — —
{Elz?. <7r. prepost(éﬂ)> w % ([a;] <9 7] {6;}) = [A] = [a]q} e {c. Aw, o .
N 5 N act’; 1 ¢ ar ’
(m. post (W, &'m)) * [c] <7 {Ww}  %; ([b;] < ¢/ {&}) » [A'] = [a]q}T

The Hoare triple is universally quantified over the postcondition post, as well as the
fraction g for the lifetime a. The input objects have the z-parametrized pure values
0;; we know that they satisfy the precondition pre post for any valid = through the

prophecy observation <7r. pre post (6—71') > The output object have the m-parametrized

- -
pure values w, ¢’, where w is for the immediate output and ¢’ are for the rest; we know
that they satisfy the postcondition for any valid = through the prophecy observation

—
<7T. post (w i, 0" 1) >

We also use the following variant of the refined typing judgment that ignores the
immediate output of the expression e.

a1 AT ket AT 1 pre =
a1t AT ke gy 0 AT 1 pre o (Apost, (D). post ((), 7))

Here, the function Apost, (9). post ((),9) modifies the postcondition.

For a refined typing judgment, we can omit the parts ‘A;” and ‘A’;’ if the input and

output lifetime contexts A, A’ are empty, and we can omit the first part « 1 if  is co.
The refined typing judgment satisfies the following adequacy theorem on integers.

Theorem 6.1 (Adequacy of the Refined Typing Judgment on Integers). The following
is a tautology for any expression e, predicate transformer pre and postcondition post.

- .
a:int - e:int 11 pre =

{Elfﬁ st.VYi.m; = aq;. prepost(r?z)} e {b. dAnst.n=D0. postn}T

Proof. By the definition of the integer type int (§5.2) and the rule PropaOBs-Fact. [
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Weakening and Super Weakening Judgments We also introduce the following
weakening judgment, which amounts to the refined typing judgment without execution.

a1 AT+ AT 0 pre

We use a predicate transformer, instead of just a function over pure values, which allows
us to impose a precondition on the weakening operation; it is later effectively used in
the rules like Wxn-PLNREF-VRNT-TrIPLE. The weakening judgment is defined as follows,
in a way analogous to the definition of the refined typing judgment.

s ———,——)
a i A'a:“CtT' FADT Y pre = Vopost, q.
(n prepost(vn)) « 3% ([a;] <% Tl{ﬁz}) « [A] * [alg) =+
Jw, . (71' post (W, 0 7T)> + 3k; ([b;] « act] T}'{ﬁ}}) * [A] =+ [a]g

We also introduce the following super weakening judgment.
a1t AT VN T 0 pre
It is defined as follows.

_ —)
a A'a"mr' A D% pre ==V post, q.
35. <7r prepost(vn)} « ok ([a;] <9 1 {6;}) = [A] = [a]g) =%
Iw, 6 <7r post (w 1,0 71')> s >l< b] act; 1—]”{6;}) * [A] =+ [a]g

Unlike the weakening judgment, we can use a super fancy update. We can perform a
super weakening judgment on let binding (Ren-LeT) and sequential execution (RFN-SEQ).

For weakening and super weakening judgments, we can omit the parts ‘A;” and ‘A’;’
if the input and output lifetime contexts A, A’ are empty, and we can omit the first part
a 1 if ais co.

6.1.2 Basic Deduction Rules

Structural Rules We can modify a refined typing judgment both on the input and
output sides using weakening judgments.

RFN-WEKN
a1 Ay Tp F et Ay Ih1 pre
a1 Ay Ty + Ags Ty 1 pre, Va. a1t ATy v AT 1 prey

a1 Ay Ty v ext 1 A T 1 prey o preo pre,

We compose the predicate transformers of the three judgments. Likewise, we can mod-
ify a super weakening judgment by weakening judgments.

SWEKN-WKN
a1 A; Ty + A Ty 1 pre
a1 Ay Ty + Ags To 1 preg Va. a1 AT v AT 1 prey

a1 ATy +F AT 1 pre, o preo pre;
Also, weakening judgments can be composed.

WkN-Comp
a1t A;T R AT 0 pre at AT - NG T 0 pre

a1 AT R AT 1 preo pre
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We have the frame rules on the refined typing, weakening and super weakening
judgments.

RFN-FRAME

a1t AT ket NyT 0 pre

at N a:%“ T Feti Ay a:%r, T
Apost, (v, w). pre (A(w’, w”’). post (w', v, w"’) ) (W)

WKN-FRAME

a1t A;T R AT 0 pre

a1t A a:% Tk AN a:® g T 1 Apost, (v, w). pre (A(w’). post (v, w”) ) (W)

SWKN-FRAME

a1t A;T R AT 0 pre

a1t Ao, T A a e T 1 Apost, (o, W).pre(l(»;’).post (U,\;’))(W)

We can move a local lifetime « to the head lifetime if we do not end «a during the

execution.
RrN-LFT-LOCAL-HEAD WkN-LrT-LocAaL-HEAD
fria 1 A;T v et AT 0 pre fria 1 A;T v AT 0 pre

a1 BT Fexto BN T 0 pre a1 BN, T v BN T 1 pre

SWkN-LFT-LocAL-HEAD
Bria 1 A;T +F AT 0 pre

a1 BT VB AT 1 pre

We can modify the head lifetime and the predicate transformer.

RrN-MonNo

a1t A;T ket i AT 1 pre pre = pré BE«a

Pr AT Fertit N;T 0 pred

WKN-MoNO

a1 A;T R AT 1 pre pre = pre BE«a

Bi1 AT v AT 01 pred

SWkN-MonNo

a1t AT W NT 1 pre pre = pre PE«a

Bi1AT VN T 1 pre

Here, the relation pre’ = pre denotes the following pointwise implication.

pre’ = pre = ¥ post,(¥). pre’ post (7) = pre post ()

We can freely permute the type context, accordingly modifying the predicate trans-
former, by using the following rule as well as Wkn-Frame and Wkn-Comp a number of
times.

WKN-SWAP

a0 T F b, 0%, T 1 Apost, (v,0', w). post (v',0, W)

We can also permute the lifetime context.

WkN-LFT-PERMUTE
A’ is a permutation of A

A - A id
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We can throw away an object in the type context.
WXKN-LEAK
a:%7 + 1 Apost, (v). post ()
We can modify the lifetime limit of a borrowed object in the type context.

WKN-MoONO-BORLFT
aCp

a:fr v a0 id

We have the reflexive super weakening judgment.

SWKN-REFL
a1t AT H AT id

Binding We have the following binding rule based on an evaluation context.

ReN-EvCTx
a1t A;T ket NyT 0 pre Va. a1 A a:r, T v Klal: 7" 1+ A”; T 1 pré

a1t AT F Kle]l: o/ 1t AT 1 preo pre’

The cell value we get from e is universally quantified under the name a. Note that the
output type context I'"” cannot depend on the value a. The resulting predicate trans-
former pre o pre’ is simply the composite of the given predicate transformers pre, pre’.
Based on Ren-EvCTx, we can introduce the following binding rule for let binding
leta=eine’
RFN-LET
a1 AT ke AT 0 pre Va. a1 Ny a:r, TV +F AY T 0 pret
O(P = Va. a1 ANT] F €[ajal: 7 1 AT 1 pre’) > P

a1 AT v leta=eine : 7 1 A;T” 1 preo pre* o pre’

We replace the program variable a in the expression e’ with the evaluation result a of
e. Using the physical step for let binding, we can perform the super fancy update of a
super weakening judgment. We can also strip off the later modality on any (persistent)
assumption P, which can be used for strengthening the outliving assumptions on a
function (e.g., strengthening o C box 7 into a C 7).

Since sequential execution e; e’ is defined as let _ = e in e’, we can derive the
following rule for sequential execution from Ren-LET.

RFN-SEQ
a1t AT F et AT 0 pre a1t AT AN T pret
O(P = a1 AN T Y ks 1 AT 1 pred) >P

’

a1 AT Foese’ st 10 AT 1 preo pre o pre

Concurrency We have the following refined typing rule for the concurrent execu-
tionene’.

RrN-CoNcUr

a1t AT Foert i Ay Ty pre ar AT v e 0 AT 0 pre
a1t AN;TT Fene it Ay A LT Apost,(?f,z?’).

pre (A(w). Y w. post (w,w’) ) (@) A pre’ (A(w’). ¥ w. post (w, w’) ) (/)

When we have the postcondition post on the outputs of both e and e’, we can let the
postcondition on the outputs of e be A(w).Vw’. post (w, w’) and of e’ be A(w’). YV w.
post (w, w”). We can prove this rule using Hoare-CoNCUR.
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Manipulating Local Lifetimes We have the following rule for introducing a new
local lifetime.

RFN-INTRO-LOCALLFT
Ya. pra, ;T F et AT 0 pre

p1 AT +eri AT 0 pre

This rule follows from Lrr-InTrO, Which acquires a full lifetime token [a]; and a step-
taking view shift [a]; =+ [T«a] for some lifetime a. To eliminate existential quantifica-
tion over «, we need the universal quantifier over the lifetime « in the assumption of
the rule Ren-InTrRO-LocaLLrT. The lifetime and type contexts A, A’, T, I” and the type t
cannot depend on the lifetime «; in particular, A’ cannot contain «.

We can borrow objects using local lifetimes. Later we introduce the rules for bor-
rowing (e.g., SWKN-SHRBOR-BOXPTR, WKN-UNQBOR-BOXPTR, WKN-UNQBOR-UNQREF).

For alocal lifetime «, we have a full lifetime token [«]; and a step-taking view shift
[a]: 2n, [Tal.

After we get [Ta], we can reclaim a borrowed object using the following lemma.

Raw-RecLAIM

[fa]  pCr

[a] <" {3} * [Blg =, 3d.
Kd « @y (30 [a] «0{d'} x (mon=0"1))

Although the m-parametrized value changes from 4 to ¢’, the prophecy observation
(m. 0 =0’ ) tells us that ¢ and 0" are the same for valid prophecy assignments.

Proof. From [fa] and @’ © @, we obtain the dead-lifetime token [ta’] by Lrrince-
DeapLrr. Using it, we turn the borrowed ownership predicate @ «'* 7 {4} (defined in
§6.1.1) into an ownership predicate a « 7 {0’} and a prophecy equalizer under later
>PE(d,0"), for some m-parametrized value ¢’. The ownership predicate can be decom-
posed into @ <« 7{¢’}4 and a persistent time receipt X d for some depth d. We spend
one logical step to strip off the later modality on the prophecy equalizer PE(9,d").
By SemTy-Own-PropuTOKEN, We temporarily take out from the ownership predicate
a partial prophecy token on some dependency X of ¢’ in d logical steps, with help of
a partial lifetime token on 7. By consuming the prophecy equalizer with help of the
partial prophecy token by ProruEqz-Usk, we get a prophecy observation (7. 0 7 = 0’ ).
O

Using Raw-Recramv, we can prove the following refined typing rule for ending a
local lifetime o and reclaiming objects borrowed under «.

SWKN-END-LoCALLFT-RECLAIM
Vi. ﬁ E 7

x> —> .
Broa;a:®r v art i id

Input-Output Relations and Predicate Transformers An input-output relation is
a common representation of the postcondition of functions and programs, which is used
in verification methods like reduction to constrained Horn clauses (Grebenshchikov
et al., 2012; Bjarner et al., 2015).

We can lift an input-output relation R: T — U — Prop (where T and U respectively
represent the input and the output) into the following (backward) predicate transformer
[R]: (U — Prop) —» T — Prop.

[R] = Apost,u.YVw. Row = postw
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Various operations on predicate transformers correspond to natural operations on
input-output relations through the lift function.

[R]-[R'] = [Au,w. Jv. Ruv A R'vw]
Apost,v. post (fv) = [Av,w.w:fv]
Apost,v. v = [R] postv = [)Lv,w.gzﬁu A va]

Apost,v. [R] posto A [R'] postv = [Av,w. Row V R’vw]

Composition of predicate transformers amounts to relational composition of input-
output relations. Passing a value transformed by a function f to the postcondition in
the predicate transformer amounts to the relational graph of f used as the input-output
relation. Adding an assumption ¢ v on the input v in the predicate transformer amounts
to adding the postcondition ¢ v in the input-output relation. Conjunction of predicate
transformers amounts to disjunction of input-output relations.

6.1.3 Other Judgments

Copyability Judgment We introduce the copyability judgment T copy, which is de-
fined as the following persistent predicate.

Tcopy = Va,o,d, a. D((l<r{6}d & d<1‘xr{6}d)

It simply means that the the ownership and sharing predicates of the type 7 are equiv-
alent.

By the persistence of the sharing predicate, it allows us to duplicate the ownership
predicate, i.e., the following lemma holds.

Raw-Copry
T copy

d"l’{f)}d = 6,41'{5}01*641'{5}01

Using this lemma, we can prove the following refined typing rule for copying an un-
borrowed object of a copyable type.

WkN-Cory
T copy
a:7 F a:7, a:7 | Apost, (v). post (v,v)

It follows from Raw-Copy.

The integer type int, the invalid-data type 4, and the shared reference type &J,
are copyable (Cory-INT, Copy-INvaLID, Cory-SHRREF). We have also structural copyability
rules (Copy-Pair, Cory-VRNT, CopPY-INJTY).

Types like the box pointer type box 7, the vector type vec r and the unique reference

unq T are not copyable.

type &

Subtyping Judgment We introduce the notion of an access mode acc: Acc, which is
either own (ownership) or shr(«) (sharing under the lifetime ).
The subtyping judgment has the following form.

T ;(ZCC Tl | f

We transform an object typed 7 into an object typed 7’ using the value transformer f:
7] — |7’]. When we apply subtyping, letting v be the pure value of the input object,
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the pure value of the output object is fv. We also require that the types 7, 7" should
have the same size (i.e., satisfy |z| = |7’]).
Now the subtyping judgment is defined as the follows.

TC 0 f = Vaiddo(a<r{dly = a<t'{fod}y)
P e GO I f = Va,o,d. D(ﬁ L r{i}y = dqafl{f"é}d)

When the access mode acc is own, we work on the ownership predicate, and wheen it
is shr(a), we work on the sharing predicate with the lifetime set to a.

By applying the subtyping judgment, we can modify the type and value of an object
in the type context.

WKN-SUBTY
T |;0Wn Tl I f
act

a7k a:*7 1 Apost, (v). post (fv)

Any type is a subtype of itself under the identity transformer.
SuBTY-ID
T C* r1id
We can compose subtyping judgments, accordingly composing the value transformers.

SuBTY-COoMP
T ;acc T/ |f T/ ;acc TN | g

T E(ZCC Tll I gOf

Access Judgment We introduce the following access judgment.
ara:"froe:q. T(q)/r'(q) | get; set

The meaning of the expression is as follows. First we have an object of the cell value
a and the type z,. Out of this object, by performing the expression e, we can take out
a sub-object of the type 7, for some fraction g. (The part ‘q.” binds the variable g.) The
fraction can be defined by the plain reference type introduced above. We can freely
update the sub-object. After we get back the sub-object with a new type 7/(q), we
retrieve the original object with the updated type 7. The initial value of the sub-object
is specified by the getter function get: |7.] — [7(1)], which takes the pure value of
the original object. The value of the retrieved object is specified by the setter function
set: |7,| — [7/(1)] — [7}], which takes the pure value of the original object and the
returned sub-object. The use of the getter and setter functions here is closely related to
the notion of functional lenses used in functional programming (Foster et al., 2007).

Here, we assume that all the types %, 7%, 7(q), 7’ (q) have the size 1 (regardless of q)
and that the pure types | 7(q) | and | 7’(g) | are constant over the fraction q. The lifetime
a is ensured to be alive during this access.

The access judgment is defined as the following persistent predicate.

ata:"froe:q. T<q)/f/(q) | get; set = V(¢
{ [a] <. {0} = [a]qf} e {b. dgq. [b] <t(q) {An.get(dm)} =
Vv, ([b] «7'(@) {W} =k [a] <z {Amset(0m) (wn)} * [alg) )

T

We introduce the following shorthand on the access judgment. We can omit the
part ‘a 1’ when the lifetime « is co. We can omit the part ‘q.” if the types 7(q) and 7/ (q)
do not depend on the fraction q.
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We can temporarily take out a full plain reference out of a box pointer and a unique
reference (Acc-BoxPTr-PLNREF, Acc-UnQREF-PLNREF) and a fractional plain reference out
of a shared reference (Acc-SurREF-PLNREF). We can also subdivide plain references (e.g.,
Acc-DEREF-PLNREF-BOXPTR, ACcC-PLNREF-PAIR-L).

By the following rule, we can use an access judgment whose expression e is just the
original address a.

RFN-Acc-SAME
atra: /g oag. "D/ get; set
Vg. a1 Ay a:t(q), T F esit 1t A5 a:t’(q), T 1 pre

atr Ay ait, T Fecnot Ay ae, TV
Apost, (v, w). pre (A (0, w). post (setvv’, W) ) (getov, w)

The assumption refined typing judgment is universally quantified over the fraction ¢
and has a: 7(g) in the inputs and a: 7’ (q) in the outputs. The predicate transformer pre
of the assumption judgment is modified using the getter and setter functions. Note that
we can use the reverse direction of the rule Hoare-Var to prove this rule.

The following rule is a variant of Rrn-Acc-Same for an access judgment whose ex-
pression may not be just the original value.

RFN-Acc-ExpPr
ara: "/ Foe:q. T(q)/r'(q) | get; set
Vb,g. a1 A; b:7(q), T F Ki[b]:z 1 A'; B:77(q), T" 1 pre
atrAsair, T F Kle]:mo 1 A aiz, T
Apost, (v, w). pre (A, w’). post (setov’, w') ) (geto, w)

We have the following reflexive access judgment.

Acc-Ip
a: ek oazfeoid; Ao, wow

We can modify the head lifetime of the access judgment.

Acc-MoNoO-LFT

a1 a: " ag"?

/7@ 1 get; set fCa

Bra: "+ a: q.T(q)/‘r’(q) | get; set

We can compose access judgments.

Acc-Comp

ata: " Foe:q. D get; set

Vb,q. a1 b: T*(q)/f;(q) F K[b]: T(q)/‘r'(q) | get’; set’

ata: " - Kle]:q. T(q)/f/(q) | get’ o get; Adv,w. setv (set’ (get'v) w)

Acc-CoMP-VAR

ol boeq. " Vg 1 get; set

Vb,q. a1 b: n(q)/r;(q) F K[b]: q/.r(q’)/r’(q') | get’; set’

ata: "/ + Kle]: q. T(q/)/f/(q') | get’ o get; v, w. setv ( set’ (get'v) w)

The getter and setter functions are composed in the standard way. In Acc-Comp the
second access judgment keeps the fraction g given by the first access judgment, whereas
in Acc-Comp-VaR the second access judgment introduces a new fraction ¢’.
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6.1.4 Function Type

Now that the refined typing judgment is defined, we can introduce the function type. It
has the following form.
Va. fn(z2) - 7

The function type is universally quantified over the lifetime parameters &. We omit the
assumptions on inclusion among these lifetimes; we virtually don’t lose expressivity
because we can use conjunction over lifetimes. The input types are 7; and the output
type is 7, which depends on the lifetime parameters @. The input and output types
should have the size 1 regardless of @ and the pure types of the input and output types
should be constant over a.

The function type is modeled as follows.

—_
lVa. fn(t3) > 75] = (x(l7%]) = Prop) — X(l7z]) — Prop
IVa. fn(tz) > 15| = 1 B C Va.fn(rz) > 1, == True

[a] «Va. fn(2) =, {o}a = [a] <¥ V@ fn(72) ~>7, =
af, b.e. let f= fnf(g){e} in a=f * Jpres.t. o = const pre.

V@ bp. »0(BC () = B1birs v e[f/f b/bl: 7, 11 pre)

Here, we introduce the following shorthand.

Ir

alC (7)) = ViaCr

The 7-parametrized pure value for a function is a constant function on a predicate trans-
former pre. The cell value of a function is some function value f. For any lifetime pa-
rameters a, a function call f (l_i;) on any inputs b typed 7z should output an object typed
7’ under some lifetime f and the predicate transformer pre, which is specified by the
refined typing judgment. The lifetime f is ensured to be outlived by all the input types.
The refined typing judgment in the ownership and sharing predicates is under the later
modality for contractiveness over the input and output types 72, 7. We can strip off the
later modality at the physical step of the function call (Hoare-FNCALL).

The function type satisfies the following contractiveness rule.

CoNTR-FN
Vi, da. Nonex(og ;) Va. Nonex(a%)

Contr(Ar. Va@. fn(oz 1) — o T)

For the function type V @. fn(72) — 7, we also use the following shorthand. If the
sequence of lifetime parameters a is empty, we can omit the part ‘Y @.’ of the function
type. If the subscript lifetime f; is constantly co, we can omit it. Also, if the output
type 7. is 41, we can omit the part ‘—77’.

6.2 Specifying and Verifying Operations on Basic Types

We introduce refined typing rules on the judgments defined in § 6.1 for the semantic
types defined in §5.2, §5.4 and §6.1.4.
Ths refined typing rules for the unique reference type are introduced later in §6.3.
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6.2.1 Value Types

Integer Type We have the following refined typing rules on the integer type int
(§5.2).

RFN-VAL-INT
F n:int 11 Apost, (). post (n)

REN-INTOP
a:int, b:int + aiopb:int 11 Apost,(m, n). post (m iop n)

RFN-INTREL
a:int, b:int + a irel b: bool 11 Apost,(m,n). post (m irelyoo 1)

RFN-NDINT Copy-INT
F ndint:int 11 Apost, (). ¥ n. post (n) int copy

REN-VAL-INT, REN-INTOP, REN-INTREL, and RFN-NDINT specify an expression on a constant
integer, an integer operation, an integer relation, and a non-deterministic integer (iop
can be +, —, X and irel can be <, <, =, for example). Copy-INT enables copying of an
integer.

Here, we elaborate the proof of Ren-INTOP.

Proof of Ren-InTOP. 1t suffices to prove that the following is a tautology.

{Elz?,zi'. <JT. post (0 7t iop z?’n)) * [a] «int{d} * [b] « int{z)'}}
aiopb {e. 3. (7 post (wm)) * [c] «int{w}}

By the model of the integer type, the cell values a and b should be some integers m
and n. Also, the m-parametrized pure values 9 and 9’ should be const m and const n.
So by Hoare-INTOp, we can execute a iop b and obtain a cell value ¢, which is equal
to the integer [ := m iop n. We can set w to constl. Now we have [¢] < int{w} by
the model of the integer type. We also get <7T. post (w ) > because it is equivalent to
<77.'. post (0 7 iop 6’7I)> by ProPHOBS-WKN. O

Boolean Type We have the following rules on the boolean type bool (§5.2).

RFN-VAL-BooL Copry-BooL

F bl:bool 11 Apost, (). post (bl) bool copy

RFN-IF
Vbl a1t AT F eyt 1t AT 1 prey,

a1 A; a:bool, T+ if a{ex} else {eg}: 7 1 A; T7 1 Apost,(bl,0). prey; post (9)

RFN-VAL-BooL specifies a boolean-value expression. Copy-Boor enables copying of a
boolean value. Ren-IF specifies conditional branching by a boolean value; note that the
resulting predicate transformer is equivalent to the following.

Apost, (bl 0). (bl = tt = pre, post (0)) A (bl =ff = preg post (0))

We can reinterpret a boolean value as an integer value.

SuBTY-BOoOL-INT

bool C% int 1 AbL if bl{1} else {0}
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Invalid-Data Type We have the following rules on the invalid-data type 4, (§5.2).
Cory-INVALID SUBTY-INVALID

4n copy T E% 47 1 Av. ()

Cory-INT enables copying of invalid data. SusTy-InvaLip invalidates an object of any
type, turning the pure value into () regardless of the original pure value v.

6.2.2 Basic Pointer Types

Box Pointer Type Now we introduce refined typing rules for the box pointer type
box 7 (§5.2).
By allocating a new memory block of the size n, we can create a box pointer to
uninitialized, invalid data of the size n.
RFN-ALLOC

F allocn: box 4, 11 Apost, (). post (())
We can free the memory block of a box pointer.
RFN-FREE

a:boxt + freea 11 Apost(v). post ()

We can temporarily take out a full plain reference from a box pointer. We may
change the target type when we put back a full reference, as long as the size of the
target type does not change.

Acc-BoxPTR-PLNREF
7] = ||

box ©

& .
a: b Foaz e 1id; Ao, w.ow

It follows from the following lemma.

Raw-BoxPTR-PLNREF
7| = ||

[a] «boxt{d} =
[a] « & 7{6} = Vo' ([a] «& 7' {0"} - [a] «boxt’ {0})
We can also subdivide a plain reference to a box pointer.

Acc-DEReF-PLNREF-BoxPTR
7] = ||

&g boxt

& .
a: [agboxe b oka: " Jer 1 id; Ao, w.w

It follows from the following lemma.
Raw-SuBDIV-PLNREF-BOXPTR
7] = |7'|
[1] «&gbox7{d} =, Ib.1+5b * [b] « & r{d} =
Vo', d'. (X1 # 1+ * [b] « & 7{d'} — [I] <« &gboxt{d})

We use the cumulative time receipt ¥ 1 to swell the persistent time receipt of the new
target object (CuMUTIME-SWELL-PERSTIME).
The box pointer type admits the following subtyping rule.

SUuBTY-BoxPTR
l>(T Eacc T, | f)

boxt C“ boxt' 1 f

The subtyping assumption on the target types can be under the later modality. This is
important for proving subtyping on recursive types with self reference under the box
pointer type; see also Recursive Type of this section.
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Shared Reference Type We introduce refined typing rules for the shared reference
type &g, 7 (§5.2).
We can create a shared reference by borrowing a full plain reference.

SWKN-SHRBOR-PLNREF
&t Foa &4, T 1 & 7 1 Apost, (v). post (v,0)

It follows from the following lemma.

Raw-SHRBOR-PLNREF
(1] <& t{0}an 2%, [1]«&5 t{6}an * [1] < & {8}

The ownership predicate under borrow is defined in §6.1.1.

Proof of Raw-SurBor-PLnREr. The plain reference consists of a full points-to token [+ b
and a target object under the later modality > (b < 7 {d},4).

We fully borrow the points-to token (FurLBor-InTrRO). We split the full borrow
&%, (1+ ) into ; &%, (I1+i+> b[i]) (FuriBor-Serrt) and turn them into fractured bor-
rows %; &% (Aq. 1+ =N b[i]) (FuLLBor-FracBoR). We also get a view shift [{a] =k Nis
1+%b.

We also fully borrow the target object under later (FurLBor-INTRO). We can turn
the resulting full borrow &%,(b <« 7{d}4) into the sharing predicate on the target
object b <% 7 {4 }4 in d logical steps by SEMTy-OwnN-Sur on 7. We also get a view shift
[tal Sty » (b <7 {5}a).

Combining the fractured borrows and the sharing predicate, we get a shared ref-
erence [[] « &% 7{0}4:1. Combining the two view shifts with a trivial prophecy
equalizer PE(9,9) (made by ProruEQz-ProPHOBs and ProruOBs-FACT), we get a plain

reference under borrow [ <" &; 7 {6} 441. ]

We can create a shared reference also by borrowing a box pointer.

SWKN-SHRBOR-BoxPTR
a:boxt + a: &g T " box 7 1 Apost, (v). post (v,0)

It follows from Raw-SHrRBOR-PLNREF and RAw-BoxPTR-PLNREF.
The shared reference type is copyable, unlike the box pointer type and the unique
reference type.

CorY-SHRREF
&g, T copy

We can temporarily take out a fractional plain reference from an shared reference if
the target type is copyable.

Acc-SHRREF-PLNREF
rcopy T copy el =1

&% &g T .
ara: e ook oaig " &g 1id; Ao, wow

It follows from the following lemma.

RAwW-SHRREF-PLNREF
rcopy  tcopy |r|=]7|
[a] « &S, 7{0} * [aly =n 3¢
[a] «&q7{6} * V&' ([a] <& 7 {8’} Sky, [a] <&% 7' {6} * [aly)
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Proof of Raw-SurRer-PLNREF. The cell value a should be some address [ and the depth d
should be positive.

Let b the target cell values of the shared reference. Out of the fractured borrows of
the shared reference, we can temporarily take out a fractional points-to token [ +% b for
some fraction g by FracBor-Access, using a fractional lifetime token [a]4. By 7 copy,
we can turn the target sharing predicate under later » (b <* 7 {6}4_1 ) into the target
ownership predicate under later > (b < 7{9},_; ). Therefore we can construct a plain
reference of some fraction g, [a] <« &, 7{d}4.

Assume that we get back a plain reference [a] « &, 7" {9"}4. We get back a frac-
tional points-to token of the fraction ¢, [ v> b’, and thus get back the lifetime token
[alg. By 7’ copy, the target ownership predicate under later > (b’ < 7 {6’} 41 ) of the
plain reference can be turned into the target sharing predicate. So we can reconstruct
the shared reference [a] « &% 7/ {0 }4. O

Combining Acc-SHRREF-PLNREF and ReN-Derer-PLNREF-Cory, we can derive the fol-
lowing dereference rule on a shared reference to a shared reference. The lifetime of the
resulting reference can be that of the inner shared reference .

RFN-DEREF-SHRREF-SHRREF
g of . o ;
ata&g & Tk k&, T 11 id
We can also subdivide a plain reference to an shared reference.

Acc-DEREF-PLNREF-SHRREF
|zl =7  tcopy 7’ copy

&q &5 T &gy T .
aa: T fees 7ok oka: g Jag o 1 id;y Ao, wow

It can be proved using Raw-SHrREF-PLNREF. Note that we get a cumulative time receipt
X 1 by the physical step of the load operation.
The shared reference type admits the following subtyping rule.

SUBTY-SHRREF
l>(z'|;5hr(a) Tllf) ﬂ;a

(04 acc ﬁ ’
&ShrT C &shrT ! f

It modifies the target type of the shared reference type; the subtyping assumption on
the target type is discussed on the sharing access mode and can be under the later
modality like SuBTy-BoxPTR.

We can turn a box pointer into a shared reference under the access mode shr(a).

SUBTY-SHR-BOXPTR-SHRREF
box 7 cshr(@ &, 7 1 id

Combining this with Ren-Derer-SHRREF-SHRREF, we can derive the following derefer-
ence rule.

RFN-DEREF-SHRREF-BoxPTR
PE«a

Bra:&d boxt b ka: &S T 11 id

Plain Reference Type We introduce refined typing rules for the plain reference type
&4 7(§5.2). We read and update objects through plain references, using access rules like
Acc-BoxPTr-PLNREF and Acc-SHRREF-PLNREF.

By dereferencing a plain reference to a size-1 type 7, we can move out the target
object. If the target type is copyable, the plain reference can retain the target object.
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RFN-DEREF-PLNREF-MOVE
a: &g 7 b oxa:T 1 a: &g b7 | Apost, (v). post (v, ()

RFN-DEREF-PLNREF-CoPY
T copy

a:&g7 b *a:T 1 a:&qT 1| Apost, (v). post (v,v)

We can strip off the later modality on the target object of a plain reference, using the
physical step of the load operation.
We can use the following rule when the target type 7, 7’ has the size 1.

RFN-STORE-PLNREF-VAL
7| = |7'| =1

a:& 7, b:7 Fa<bia& 1 Apost, (v, w). post (w)

When the new target object b has the depth d, the updated plain reference a should
have the depth d + 1 and thus have the persistent time receipt X(d + 1). We make
X(d +1) out of the persistent time receipt X d of b and the cumulative time receipt 1
obtained by the physical step of the store operation, using CumuTIME-SWELL-PERSTIME.

We can also move or copy an object from a plain reference to a full plain reference.

RFN-STORE-PLNREF-PLNREF-MOVE
|7’ = ||

a:& 7, b: &7 1 a <—TT| b1 a:& 7, b: &g 4j7 1 Apost, (w,0). post (v, ()

RFN-STORE-PLNREF-PLNREF-CoPY
7’| = |7] T copy

*
Izl

a:& 7, b: &g 1 a <] b ia:& T, b:&gT 1 Apost, (w,v). post (v,0)

The plain reference type satisfies the following structural subtyping rule.

SUBTY-PLNREF
T EOWI’] Tl | f

own ’
&gt CO" &g 1 f

6.2.3 Constructive Types

Pair Type We introduce refined typing rules for the pair type r X 7/ (§5.2).
When we have a plain reference to a pair, we can take out a plain reference to each
component of the pair.

Acc-PLNREF-PAIR-L
70| = | 7]

: &q(r“xr‘)/&q(rgxn) Foa: a0 1 10.0.0; Ao, w. (w,0.1)

Acc-PLNREF-PAIR-R
a: &“(T“XT‘)/&L,(TOXT{) Foauzol: S ey 1 Av.o.1; Ao, w. (0.0, w)

We can also split a plain reference to a pair into plain references to each element of the
pair.
RFN-SPLIT-PLNREF-PAIR-R
7o = |75
Vb, a1 A a:&g1o, b: &g, T F K[b]: 71 A a: &g 1, b: &g 7y, I 1 pre
a1 A a:&g(rox ), T F Klagl]: 71 A% a: &q(rg X 17), T 1
Apost, ((vg, v1), W). pre (A(v), v}, w’). post ((v),9;), W) ) (vg, vy, W)
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These rules follow from the following simple lemma.

RAw-SPLIT-MERGE-PLNREF-PAIR
[1] «&g(ro X 1) {Am. (Bom, 01 m) ta & [1] «&gTo{do}ta * [1+|n|] « &g {d1}a

From a shared reference to a pair, we can take shared references to each component
of the pair.

SUBTY-SUBDIV-SHRREF-PAIR-L
&4 (tx7) C &% 71 Av.0.0

RFN-SUBDIV-SHRREF-PAIR-R
. R ’ Lo
a: &g (rx7') Foalr]: &g

’

Il Apost, (v). post (v.1)

We have the following structural rules on copyability and subtyping on the pair
type.

Copy-PaIrR SuBTY-PAIR
T copy 7’ copy 0 E* 150 f 1 C% 1 1g
T X 7’ copy X1 T X1 1 fxXg

Here, the function f X g is defined as follows.

fxg = Alo,w). (fo,gw)

We can also use the following subtyping rules for reinterpreting a nested pair in
terms of associativity.

SuBTY-Assoc-PAIR-L
(rxt)xt”" =rx (' x7") 1 A((v,0"),0”). (v, (v',0"))

SuBTY-Assoc-PAIR-R
X (' Xy xt" = (ex1') 1 Ao, (v",0”)). ((v,0"),0”)

Using these rules, we can simplify the address shift operation for data access, i.e., we
can write [ instead of e.m.n where [ = m + n.
We have the following subtyping rule for splitting an invalid object.

SUBTY-SPLIT-INVALID
Sman T dm X 4n 1 const ((), ()

Variant Type We introduce refined typing rules for the variant type 7+ 7’ (§5.2).
We can convert between a plain reference to a variant and a plain reference to a
triple of the tag, body and invalid object.

WKN-PLNREF-VRNT-TRIPLE
a: &q(TO +71) b oa: &q( (int X ;) X é|r0+fl|_1_|ri| ) I
Apost, (v). Fw s.t. v = inj; w. post (((i, w), ()))

WXKN-PLNREF-TRIPLE-VRNT
a: &q( (int X ) X 4|ptr|-1-|z| ) F @ &q(mo+11) |1
Apost, (((n,v), ())) n=1i A post(inj;v)

In the rule Wkn-PLNReF-VRNT-TRIPLE, the predicate transformer requires the precondi-
tion 3 w. v = inj; w (i.e., the tag of v is i) for any postcondition post, which ensures that
the cell value at the address a is i (by the definition of the variant type and ProruOBs-
Sar). In the rule Wkn-PLNREF-TRIPLE-VRNT, We have the precondition that the tag num-
ber n has the value i. These rules allow us to read and update a variant object using the
rules for pairs.
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Also, we also have the following rule for subdividing a shared reference to a variant
into a shared reference to the body object.
RFN-SUBDIV-SHRREF-VRNT
a: &g (to+171) b a.l: &% 7 11 Apost,(v). Aw s.t. inj; w = 0. post (w)

Like WknN-PLNREF-VRNT-TRIPLE, the predicate transformer ensures the precondition 3 w.
inj; w = v for any postcondition post.
We have the following rule for conditional branching on the tag of a variant object.
RFN-CASE-VRNT-ACCESS
N(B,A) 1a: /e, + e:q. &f"(TOHI)/&fq(TOH,) I get; set
Vi. fr A air, T F et 1 AT 0 pre;
p1A;a:ty, T + case e of{0—>eo, 1—>el}:r' AT
Apost, (v, w). Vi. (30'. inj; 0" = getv) = pre; post (setv (getv), w)

The access judgment says that, by performing e, we can access some plain reference
to a variant object inside a: 7, with the getter function get. We use a function on the
fraction variable f, which is usually set to id or const 1. The value set v (get v) is usually
equal to v. If we go to the branch of i (0 or 1), we get the information that the variant
sub-object v has the tag i as a postcondition.

We have the following structural rules on copyability and subtyping on the variant
type.

Copy-VRNT SUBTY-VRNT
T copy 7’ copy 0 E* 151 f n % 11g
7+ 17’ copy 0+1 C +1 1 f+g

Here, the function f + g is defined as follows.

f+g = Ao casevof{injowoafwo, inj1w1—>gw1}

Injection Type We introduce refined typing rules for the injection type in (7, f)
(§5.4).

We can subdivide a plain reference to an injection type by the following rule.
WKN-SUBDIV-PLNREF-INJTY
a: &gin(r, f) F a: &g 7 1 Apost,(v). Vw s.t. fw=0. post (w)
Also, we can subdivide a shared reference to an injection type by the following rule.
WEKN-SUBDIV-SHRREF-INJTY
a: &g in(r, f) b oa: &S, 71 Apost,(v). Vw s.t. fw=0. post(w)
The injection type satisfies the following structural copyability rule.
Cory-INjTY
T copy
in(z, f) copy
We have the following subtyping rules between 7 and the injection type in(z, f).
SuBTY-INJTY-TY
SuBTY-Ty-INJTY gof=id
T Cin(tr,f) 1 f in(t,f) E“ 71 g

Combining the two rules, we can derive the following structural subtyping rule.

SuBTY-INJTY-INJTY
TE* 7 h gof=id

in(z, f) T in(z’, f') 1 ffohog
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Recursive Type We introduce refined typing rules for the recursive type rec(o, f)

(§5.4).

We can prove subtyping on recursive types using Lob induction (LOB).
Example 6.1 (Subtyping on the List Type). For example, for the list type list r defined
in Example 5.1, we can derive the following subtyping rule.
T EGCC T/ | f

listz £ listz" 1 map f

We apply the value transformer f to each element of the list by the function map f.

Proof. Assume r C% 7/ | f. By L6b induction (L&B), we can also assume > ( list 7 £
listz’ 1 mapf).

Unfolding list 7 by TvyEo-List, by SusTy-INjTy-INjTy, SUBTY-VRNT, SUBTY-PAIR and
SusTY-BoxPTR, we have the following subtyping judgment.

listz T list7’ 1 inpst o (id + f X map f) o outy st
The value transformer of this judgment is equal to map f. Therefore, we obtain the
expected judgment. O
6.2.4 Function Type

We introduce refined typing rules for the function type (§6.1.4). We also describe how
we can specify and verify the while loop, based on the technique for recursive functions.
We introduce the following shorthand for specifying a constant value a.

a:7 10 = F a:7 11 Apost,(). post (v)

Function Type We can specify a non-recursive function by the following rule.

RFN-FN-NONREC .
Vaap o(BC(t3) = Bra elajal: 7. 1 pre)

fn(d){e}:Va. fn(?&)ﬁré | pre

If we want to set the pure value of the function to the predicate transformer pre, we just
need to specify the body expression e (under arbitrary substitution) with the predicate
transformer pre, using the refined typing judgment.
Extending Rrn-Fn-Nonrec, we get the following rule for specifying a recursive func-

tion.

RFN-FN-REC

. = Va. fin(z) - 7
N —
Vabap o(BC (@) = pibu,a re[b/fiajal: 7,1 pre)
pre = Apost,(0). pre’ post (pre, )

fn f(a){e}: 7y 1 pre

We want to prove that the function f satisfies the predicate transformer pre. First, we
specify the body expression e under arbitrary substitution with a predicate transformer
pre’. When we verify the substituted expression, we can use the assumption that f
satisfies pre, because we can use that assumption under later by Lob induction (L68) and
strip off the later on the physical step of the function call (Hoare-FnCatr). Therefore, it
suffices to prove that pre is stronger than pre’ with the function pure value set to pre,
i.e., Apost,(0). pre’ post (pre,v). If pre’ satisfies monotonicity condition on the function
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pure value, this is equivalent to the condition that pre is stronger than the greatest fixed
point of pre’ with a modified argument order Apre,, post, (0).pre’ post (pre,, ) (whose
existence is ensured by Tarski’s fixed point theorem).
We can specialize the lifetime parameters of the function type by the following
subtyping rule.
SUBTY-FN-LFT
Va. fn(3) -1, & V. fn(7=) - 1 id
p
Here, each of the old lifetime parameters «; is specialized into some lifetime o, that
depends on the new lifetime parameters ,E . In particular, we can use an empty seqillence
for E
A function call is specified by the following rule (we can specialize the lifetime
parameters of the function beforehand by Susty-Fn-LrT).

RFN-FN-CALL
a E (7)
a1 b:fn(T)—7, a:t F b(Q): ' 11 Apost, (pre,B). pre post ()

We can use any lifetime arguments ,E for the function call. The precondition required
for the function call is the pure value of the function pre (predicate transformer) applied
to the postcondition on the output post and the arguments . Note that we can derive
the following rule from Rrn-Fn-Carr and Ren-EvCrx.

RrN-FN-CALL-CONST

f:fn(?) -1’ a C (7)

a1 @t F f(@): 7 11 Apost, (pre ). pre post (7)

A function is copyable.
Cory-FN
va. fn(zz) - 7., copy
The function type satisfies the following structural subtyping rule.
SuBTY-FN-TY

Vi, a. "(Té?,i CO 551 f;) Va. » (17 £ 12 1 g)

N N —> N —
Va. fn(t}) - 77 C Va. fn(z;) =12 1 Apre, post,(3). pre (post o g) (fv)

We can modify the input and output objects of the function by subtyping. Like SusTy-
BoxPTR, the assumption subtyping judgments on the input and output types are under
the later modality.

While Loop The while loop while e {e’} is defined as follows.
whilee{e’} = (fn while(){ if e {e’; while()} } )0

We have the following refined typing rule on the while loop.

RFN-WHILE
a1 A;T F e:bool 1 A; T 1 pre a1t AT Fe 0 AT o pred

pre, = Apost, (5).pre(/1(bl,17’). if bl { pre’ (pre, post) (v')} else { pre, post (17')})(5)
a1 A;T + whilee{e’} 1 A;T 1 pre,

Just like RFn-FN-REC, we can use the predicate transformer pre_ if pre, is stronger than
the predicate transformer of the while loop with the predicate transformer for the re-
cursive call set to pre,.

We can freely add new control flows to this refined type system like this.
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6.2.5 Vector Type

We introduce refined typing rules for the vector type vec 7 (§5.2).
We introduce the following function new,e. for newly allocating an empty vector
of some capacity.

newyec = fn(a){letb=alloc3in b « alloc(ax|z|); b.1 < a; b.2+ 0; b}

It satisfies the following specification.

RFN-NEW-VEC
newyec : fn(int) — box vect 1 Apost, (n). post nil

We introduce the following function for taking out of the reference to a vector a a
reference to the i-th element of the vector.

idx}e. = fn(ai) ((+a).(ixX]|r]))

Note that this function does not have dynamic bounds checking on the index input i.

The function idx{,. satisfies the following specification for shared references.

RFN-IDX-VEC-SHRREF
idx(ec s Va. fn(&g, vecr,int) » &% 7 + Apost,(v,i). 0<i<lenov A post (v[i])

vec *

We can safely perform idx{,. without dynamic bounds checking, because the precondi-
tion ensures that the index i is in the suitable range (the part 0 < i < lenv).

Update operations on the vector type are performed through unique references and
discussed later in §6.3.6.

We have the following structural subtyping rule on the vector type.

SuBTY-VEC
D(T E(ZCC Tl |f)

vect £ vect’ 1| map f

Like SusTv-BoxPTR, the subtyping assumption on the target types can be under the
later modality. We apply the value transformer f to each element of the vector by the
function map f. The function map: (T —U) — List T — List U is defined as follows.

map f nil := nil mapf(v:w) = foumapfw

6.3 Specifying and Verifying Operations on Unique References

Now we introduce refined typing rules on the unique reference type &, 7 (§5.3). We
present detailed proofs on some of them, which contain interesting interactions of full

borrow and prophecy.

6.3.1 Unique Borrow and Reborrow
We can borrow a full plain reference to get a unique reference by the following rule.

WKN-UNQBOR-PLNREF
@& T a& a:"* & 71 Apost, (v). V.. post ((v,0,), o)

a
unq T>

We take a prophecy value v, for the unique borrow and set the values of the unique
reference and the borrowed plain reference to (v,v,) and v, respectively. When we
reclaim the plain reference after the lifetime o ends (SWkn-EnD-LocaLLFT-RECLAIM), it
is ensured that v, has been resolved to the new value of the plain reference.
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WkN-UNQBOR-PLNREF follows from the following lemma.

Raw-UNQBOR-PLNREF
[1] «&17{d} S Na+Nyopn 3%
(1] « &G r{Am. (dm mx)} * [1] < & r{Ammx}
Proof of Raw-UnoBor-PLNREF. The plain reference is decomposed into (i) a full points-to
token [ ¥ b, (ii) the target object under later » b <« 7 {4}, and (iii) a persistent time
receipt X(d + 1), for some target cell values b and depth d.
By VaLOss-PropHCTRL-INTRO, for a fresh prophecy variable x satisfying x.type =

L 7], we get a value observer VO, (9, d) and a prophecy control PC(d, d). We name the
following proposition P, which is a separating conjunction of a full points-to token,
a target object, a persistent time receipt and a prophecy control that is existentially
quantified over the list of cell values, target value and depth.

P o= 30.,0,d. 150 « b «r{d'}g * X(d'+1) * PC(x,0",d")

We make > P consuming the full points-to token, the target object under later, and the
prophecy control, which is then turned by FuLLBor-INTRO into a full borrow &Z, P and
a view shift [fa] =k, » P. We turn the separating conjunction of the full borrow and
the value observer into a unique reference [I] « 8ing T {An. (6, mx)}.

Now let us construct the full plain reference under borrow [I] «* & 7 {Azx.7x}
(defined in §6.1.1). Now assume we have [{a]. Consuming the view shift [fa] =k,
> P, we get »P. By consuming > P, we get a new full reference [[] <« &;7{¢’} and
a prophecy control under later » PC(x,d’,d"). The latter can be transformed into a
prophecy equalizer under later > PE(Ax. 7 x,3’) by PropuCtrr-PrOPHEQz. Therefore,

we finally get [1] <'* &, r {Ar. 7 x}. O

Note that we can borrow only some component of a (possibly nested) pair by com-
bining WkN-UnQBOR-PLNREF and RFN-SPLIT-UNQREF-PATR-R.

We can uniquely borrow a box pointer in an indirect way by combining Acc-BoxPTr-
PLNREF, RFN-Acc-Same and WkN-UnQBoR-PLNREF. Still, we can also have the following
rule for uniquely borrowing a box pointer in a direct way.

WkN-UNQBOR-BoXPTR

a:box7 F a: &, 7, a ¥ box 1 1 Apost, (v). Y .. post ((v,0,), o)

This rule follows from Raw-UnoBor-PLNREF and RaAw-BoxPTR-PLNREF.
We can also create a unique reference by reborrowing from an existing unique ref-
erence.

WKN-UNQBOR-UNQREF
a: &Enq TF @&, 1, a0 &fnq T 1 Apost, ((v,0.)). Yoo. post ((v,05), (vs,0.))

unq

Like Wkn-UngBor-BoxPTr, we take a prophecy value v, for this borrow. The unique
reference under borrow [:7* &fnq r takes the value (v,,v.), where the current-value
part is set to the new prophecy value v, and the prophecy-value part remains the same
as before the reborrow v..

WkN-UNQBOR-UNQREF follows from the following lemma.

Raw-UNQBOR-UNQREF
aCp

[ « &g T{AT. (6 TY)} D ANy I
(1] « &% t{Am (6 xx)} * [[] <7 &boq 7 {Am (nx, 7 y)}
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Proof of Raw-UnoBor-UnoRer. We name the following proposition P’.
p = HB,’,ﬁ”,d,/. I|i> B// % B// < T{a/,}du % X(d”‘i'l) % PC(y, UA”,d”)

Out of the unique reference, we get a value observer VO (9, d), a full borrow &fﬁu WP
and a persistent time receipt X(d + 1) for some depth d.

The full borrow of the existing unique reference &'fi y P’ is turned by FuLLBor-REBOR

into a new full borrow &) P” and a view shift [a] =k . &fl  P’. By VALOBs-PROPHCTRL-
INTRO, for a fresh prophecy variable x satisfying x.type = | 7], we get a value observer
VO, (9,d) and a prophecy control PC(x, 9, d). We name the following proposition Q.

Q = 3¢,d. VO (¢, d) » X(d'+1) * PC(x,9',d’)

We can create Q out of the value observer VO, (9, d) of the existing unique reference,
the prophecy control we created PC(x, 9, d) and the persistent time receipt X(d + 1).
Then Q is turned into a full borrow & O and a view shift [a] =k, > O (FurrBor-
INTRO).

The two obtained view shifts are merged into [a] =k, & P s Q, which turns

full
into the following.
[a] Sky, 30.d. [1] « &hng T {Am. (' 7, 1Y) Yarar * X(d'+1) % » PC(x,8,d")

By ProruCTRL-PROPHEQZ, We can turn a prophecy control under later > PC(x, ¢’, d”) into
a prophecy equalizer under later » PE(Ax. 7 x,0"). Therefore, we get a unique reference
under borrow [I] </ &fnq T.

The two obtained full borrows are merged by FurLBor-MerGEe into &f (P * Q). We
temporarily access the content » (P’ * Q) of the full borrow by FurLBor-Susprv, with
help of a fractional lifetime token on «. The values 9"/, d”’ inside P’ turn out to be equal
to 0’,d’ inside Q by agreement of the prophecy control of P* and the value observer of
Q (VarLOBs-PropHCTRL-AGREE). Out of » (P’ * Q), aside from the value observer and the

prophecy control, we can take out » P, where P is defined as follows.
P = 30,0,d. 150 0 «r{d'}g * X(d'+1) * PC(x,9",d")

After we get back > P, by simultaneously updating the arguments of the value observer
and the prophecy control (VALOBs-ProPHCTRL-UPDATE) into the new internal values ¢’, d’
of P, we can reconstruct > (P’ « Q).

Therefore, by the power of FuLLBor-Susp1v, we finally get a new full borrow &g P.
Combining the it with the value observer that we created VO, (9, d), we get the expected
unique reference [I] « &% t{Ax. (67, mx)}. O

unq

6.3.2 Access on Unique References
We can temporarily take out a full plain reference from a unique reference.

Acc-UNQREF-PLNREF
ala: &“"“T/&f;,,qr Foa: &ﬂ/&lr 1 A(0,00).0; A(0,00), w. (W, 05)

The prophecy value v, is retained through this access. Unlike Acc-BoxPTr-PLNREF, the
target type should be retained.
Acc-UnQREF-PLNREF follows from the following lemma.

Raw-UNQREF-PLNREF
(1] « &S qt{An(omax)} « [alg Dn, [ <& {5} *

unq

V. ([1] «&iz{w} skp, [1] <« &Gt {An(Wwrzx)} * [alq)

unq
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Proof of Raw-UnoREr-PLNREF. We temporarily access the content of the full borrow of
the unique reference using a partial lifetime token on « (FuLLBor-Access). By agreement
of the value observer and the prophecy control (VALOss-ProrHCTRL-AGREE), the target
value inside the full borrow turns out to be 4. Therefore, we can take out the full plain
reference [[] <« &; 7{0}.

Assume that we have got back [I] <« &; 7 {w}. We simultaneously update the ar-
guments of the value observer and the prophecy control (VALOBs-PrRoPHCTRL-UPDATE)
into the new pure value w and depth. The full plain reference has the persistent time
receipt we need for the full borrow and the unique reference itself. Therefore, we can
close the full borrow, getting back [«] ¢» and reconstruct the unique reference with the

new target value [I] < &, 7 {Ax. (W, 7x)}. O

We can also subdivide a plain reference to a unique reference.

Acc-DEReF-PLNREF-UNQREF
ala: &q&uan/&q&“ r b oxa: &lr/&]r 1 A(0,00).0; A(0,00), w. (W, 05)

unq

It can be proved using Raw-UNQREF-PLNREF.
Example 6.2 (Increment on a Unique Reference). For a simple example, we can incre-
ment the target integer of a unique reference.

a1 @& int Foa e xa+ 10 a &g, int 1 Apost, ((n,no)). post ((n+1,n.))

Proof. Let (n, no) be the original pure value of the unique reference.

For the load *a, we temporarily get a plain reference by Acc-UngRer-PLnREF and
acquire an integer value by Rrn-DErer-PLNREF-Cory. We increment the integer value
and bind it to some cell value b, which has the pure value n + 1.

Then for the store a < b, we temporarily get a full plain reference again by Acc-
UnoRer-PLNREF. Finally the pure value of the unique reference is updated into (n +
1,n,). O

6.3.3 Resolution of Unique References

When we release a unique reference, we can resolve its prophecy value into its current
value.

SWEKN-UNQREF-RELEASE
P E & T

unq

B1ar&ingT F* 1 Apost, ((9,05)). 0o =0 = post ()
We get the information v, = v that the prophecy value v, is equal to the current value
v in the postcondition. Note that we need to ensure that both the lifetime « and the
lifetime of the type 7 are alive.

SWkN-UNQREF-RELEASE follows from the following lemma.

Raw-UNQREF-RELEASE
P E & T

unq

[ < &hq T {Am. (67, 7 ) Yar * [Blg =,

ﬁ+NProph <ﬂ' TX =6ﬂ> * [ﬁ]q

Proof of Raw-UnoRer-ReLease. Out of the unique reference, we obtain a value observer
VO, (9, d) (for some depth d) and a full borrow &, P, where P is defined as follows.

P = 30,0, d. 15D« b<«r{d'}g = X(d'+1) * PC(x,7",d")
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By FuLLBor-Access, we temporarily access » P using a partial lifetime token on a.
We open the internal values b, 9’, d’ of P. We get > PC(x,0’,d"), whose later modality
can be removed because we also have the value observer VO, (4, d) (VALOBs-ProPHCTRL-
TimeLEss). By agreement with the value observer (VALOBs-ProPHCTRL-AGREE), we know
¢’ =9 and d’ = d. We also get the target object b < 7 {5 },.

From the target object, we temporarily take out a partial prophecy token [Y], on
a dependency Y of the target value 0 in d logical steps, with help of a partial lifetime
token on 7 (SEMTY-OwWN-PrOPHTOKEN). By VALOBs-PROPHCTRL-RESOLVE, consuming the
value observer and the prophecy control, with help of the partial prophecy token [Y],,
we get a prophecy observation (. 7 x = 9 7) and also a new prophecy control. Using
the prophecy control, we can reconstruct > P, which is put back to the full borrow
&%, P. The prophecy observation (7. 7 x = § &) serves as the postcondition v, = v for
the unique reference (v, v,). O

Example 6.3 (Release of a Unique Reference after Increment). If we increment the target
value of a unique reference (n, n,) and release the unique reference after that, we get
the postcondition that the prophecy value n, is equal to n + 1.

a1 @& int Foaexa+1; 4 11 Apost,((n,no)). no=n+1 = post()

Proof. From SWxN-UnQREr-ReLEASE and the refined typing judgment of Example 6.2.
We can use the super weakening judgment for SWkn-UnQREF-RELEASE using the addi-
tional part ; 4* by Rrn-SEQ. O

Also, when we turn a unique reference into a shared reference, we can resolve the
prophecy value.

RrFN-UNQREF-SHRREF
B E &7

unq

Ba:&igt Foa: &% 1 Apost,((0,0,)). 0o =0 = post (v)

It follows from the following lemma.

Raw-UNQREF-SHRREF
fE & T

unq
[a] < &ﬁ’nqr{/lﬂ. (Om wx)}am * [Blg 393\‘/1[&+Npmph
(mrx=0m) = [a] « & t{d}ar1 * [Blg

Proof of Raw-UnoRer-SurRer. Just like the proof of Raw-UNQREF-RELEASE, We consume
the value observer and get a prophecy observation (7. 7x = 9 ), by temporarily
accessing the content of the full borrow and also temporarily accessing the partial
prophecy tokens of the target object spending d logical steps.

We can freeze the inner values (the cell values b, pure value ¢’ and depth d’) of
the full borrow (FurLBor-Freeze). Temporarily accessing the full borrow, we know
0’ =9 and d’ = d by agreement of VaLOBs-PropHCTRL-AGREE. Splitting the full borrow
(FurLBor-Serrt), we get full borrows of the full points-to token and the target ownership
predicate. The full borrow of the full points-to token is turned into a fractured borrow
of a fractional points-to token (FurLBor-FracBor). The full borrow of the target owner-
ship predicate is turned into the sharing predicate on the target object in d logical steps
by SEmMTy-Own-Sur. Therefore, we finally get the expected shared reference. O
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6.3.4 Subdivision of Unique References

By consuming a unique reference to an object, we can take unique references to some
parts of the object. We call this operation subdivision of a unique reference.

A unique reference to a box pointer can be dereferenced into a unique reference
without changing the pure value. In this simple case, we can just reuse the prophecy
variable of the original unique reference.

RFN-DEREF-UNQREF-BOXPTR
a1 &g, boxt b oxa: &fn, T 11 id

It follows from the following lemma.

Raw-DEREF-UNQREF-BoOXPTR
[1] « &g box T {Am. (0, wx) }ar1 * [alg a3V

ung

[T (I X1 Dx, [U] <&t {An.(6m7x)}a * [alg)

unq

Proof of Raw-DErer-UNQREF-BoxPrr. The given unique reference has a full borrow &, P,

where P can be written as follows.
P o= 3U,0,d. 11 5 [U] <boxt{d }are1 % X(d'+2) * PC(x,0",d" +1)

We temporarily access the content > P of the full borrow by FuLLBor-Suspiv, with
help of a fractional lifetime token on «. In one logical step, we strip off the later modality
and get P. We open the variables I, 4’,d’ inside P. By agreement (VALOBs-PROPHCTRL-
Acreg), we know &’ = 6 and d’ = d — 1. We temporarily take out [ - I'.

Assume that we have retrieved [+1” and also obtained a cumulative time receipt X 1.
From the target box pointer [I'] < box 7 {0}z 1, we can take out the full points-to to-
ken to the inner target I’ +5b and the inner target object under later > b <« box 7 {” } /41,
for some b. We also update the depth of the value observer and prophecy control from
d into d — 1 (VarOBs-ProruCTRL-UrDATE). Now we can take out » Q, where we define Q
as follows.

Q = 30,0, d.U+b x> (b<r{d'}s) * X(d'+1) * PC(x,0",d")

After we get back » Q, we can reconstruct » P in the following way. We update the
pure value and depth of the value observer and prophecy control into ¢’ and d’ + 1,
based on the variables ¢, d” inside Q. We bump up the persistent time receipt X (d’+ 1)
of Q into the persistent time receipt X(d’+2) required by P using ¥ 1 (CuMUTIME-SWELL-
PERSTIME).

Therefore, by the power of FuLLBor-Suspiv, we get the full borrow &, Q. Combin-
ing it with the value observer VO, (9, d), we finally get the expected unique reference
(U] « &fng T{0}as- O

unq

A unique reference to a pair can be subdivided into unique references to the ele-
ments of the pair.

RFN-SPLIT-UNQREF-PAIR-R
a1 &g (roX11) Foang|: &hnq 71 1 Qs &g 7o |
Apost, ((0v,0,)). post ((v.1,0,.1), (0.0, 9,.0))
In order to take two unique references of the addresses a and a.|7|, we use a slightly

tricky way here.
RFN-SPLIT-UNQREF-PAIR-R follows from the following lemma.

Raw-SPLIT-UNQREF-PAIR
[1] « &fng(ro X 71) {A7. (G 7m), 7 x) }a * [@lq 2 N+ Npropn 3 Y05 Y-
(m.mx = (myo, myr)) * *; ([[+i-|n]] « &l {An.((07).0wy:)}a) * [alq
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We take new prophecy variables yo, y; for the new unique references and resolve the
original prophecy variable x into Ax. (7 yo, 7 y1).

Proof of Raw-SpriT-UnQREF-Pair. The given unique reference consists of a value observer
VO, (Ax.(d 7),d—1) and a full borrow &¢, P, where we define P as follows.

full

P = 360, [_)1,13,,61,.
S (T4 i-|zo] ¥ by # b <1 {(i) 00"} ) * X(d'+1) * PC(x, Am. (8 7),d’)

We temporarily access the content » P of the full borrow using FuriBor-Susprv. We
open the variables by, by,4’,d’ inside P. By agreement (VALOBs-PROPHCTRL-AGREE), We
know ¢’ =d and d’ =d—1.

For each i, taking a fresh prophecy variable y;, we create a value observer VO, ((.i)°
0,d—1) and a prophecy control PC(y;, (.i) o9, d—1) (VALOBs-ProPHCTRL-INTRO). Now, by
VALOBs-PROPHCTRL-PRERESOLVE, consuming the value observer and prophecy control of
the given unique reference, with help of the prophecy tokens [y;]; (taken by VarOss-
PropHCTRL-PROPHTOKEN), We acquire the prophecy observation (. 7x = (7 yo, 7 y1))
and the following proposition R.

R = V¢',d'. PE(An.(myo, my1),0") - PC(x,9",d")

Using the remaining parts of > P and the prophecy controls we created, we get > (Qq *
Q1), where Q; is defined as follows for i = 0, 1.

Qi = 3b,0,d. I+i-|r| Vs b; = b; <1 {0ita, = X(dj+1) = PC(y;,9;,d})

Assume that we have retrieved » (Qy * Q). We can reconstruct > P in the follow-
ing way. We open the variables b;, 07, d; inside Q; for i = 0,1. For each i, we turn
the prophecy control on y; (under later) » PC(y;, 9}, d;) owned by » Q; into a prophecy
equalizer » PE(Ax. 7 y;,9]) by PropuCTRL-PROPHEQZ. We then merge the two prophecy
equalizers into > PE(A 7. (7 yo, 7 y1), A7r. (6] 7, 9] 7)) by ProPHEQz-TRANSFORM. By apply-
ing it to R, we get the prophecy control on x, » PC(x, Ax. (9 ,9] 7r),d’), letting d’ be
max{d, d; }. Therefore, separatingly conjoining this with the remaining parts of Q, Q1,
we can reconstruct > P.

Therefore, by the power of FurLLBor-Suspiv, we get the full borrow & (Qo * Q1),
which can be split into &, Q and &¢, Q1 (FuLLBor-Sprit). Combining the full borrows
with the value observers we have created, we finally get the expected unique references.

O

A unique reference to a variant can be subdivided into a unique reference to the
body of the variant.

RFN-SUBDIV-UNQREF-VRNT

ala: &3nq(T0 + T1) Foa.l: &an

Apost, ((0,05)). Iw s.t.inj; w =0v. Vw, s.t. inj; wo = v,. post ((w, wo))

Ti 11

It follows from the following lemma.

RAwW-SUBDIV-UNQREF-VRNT
[1] « &pnq(70 + 1) {A7.(inj; (9 7). x) }a = [alg 2 Mo+ Noopn 3 Y-
(r.rx =injj(ry)) * [[+1] <& t{An.(dmwy)}a = [alq

We take a new prophecy variable y for the new unique reference and resolve the original
prophecy variable x into Az. inj; (7 y).
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Proof of Raw-Susprv-UnoRer-VeNT. Similar to the proof of Raw-Sprit-UngReF-Pair. Note
that we use the injectivity of inj; when we apply PRoPHEQz-TRANSFORM. O

Also, a unique reference to an injection type can be subdivided as follows, in a
similar way to RFN-SUBDIV-UNQREF-VRNT.

WkN-SuBDIV-UNQREF-INJTY
a1 &g in(r f) Foas &g, T

Apost, ((v,05)). Yw s.t. fw=0. Vws s.t. fwo =0s. post ((w, ws))

Note that we can use universal quantification instead of existential quantification in the
part Vw s.t. fw =0.’, unlike Ren-Susp1Iv-UnQREF-VRNT. It follows from the following
lemma.

Raw-SuBDIV-UNQREF-INJTY
[1] < &% in(5, ) QA7 (F 7). 72) }a * [l = Nt Ayops 3 Y-
(max=f(ry) = (1] «&Gqr{Am.(@mry)ta * [alq

Proof of Raw-Susprv-UnQREF-INyTy. Just analogous to the proof of Raw-Susp1v-UNQREF-
VrnT. Note that the function f is injective. O

The rule Wkn-Suspiv-UngQREF-INJTY is useful for modifying a unique reference to a
recursive type.

A unique reference to a unique reference (which we call a double unique reference)
can be dereferenced into a unique reference.

RFN-DEREF-UNQREF-UNQREF
anpi a:&ﬁ‘nq&{fnqr F *a:&ﬁ(,',_'qﬁr N

Apost, (((v,0°), (vs,02))). vg =0° = post ((v,0,))

We handle prophecy values in an interesting way. The current and prophecy values v, v,
of the resulting unique reference are the current values of the current and prophecy
values of the given double unique reference, respectively. We get the postcondition
vg = v° that the prophecy values v°, 7 of the current and prophecy values are equal.
Raw-DEeReF-UNQREF-UNQREF follows from the following lemma.
RAaw-DEREF-UNQREF-UNQREF
[I] <« &3{nq &{fnq T {Aﬂ: ((6 T, T y)> JTX) }d+1 * [(X M ﬁ]q a9)\/|ﬂ+Npmph 3 I/’ Z.
IS s (max=(rzmy)) *
(IS T % X1 Dp, (V] <&l r {Am (67, 7m2)}a * [ar1fly)

Proof of Raw-Derer-UNQREF-UNQREF. The given double unique reference is decomposed
into the value observer VO (Ax. (9 7, & y), d) and the full borrow that can be written as
follows.

&4 (A, 6y, d. TS T # [U] <& T{AL. (8 mmy) Yo *
X(d'+2) » PC(y,0",d"+1))

We freeze the inner variables I, y of the full borrow (FurLBor-Freeze) and split the full
borrow (by FurLBor-Sprit) into the following two.

&2, (30,d". 11« VO (6,d") * PC(x, Am. (8 m, wy), d'+1) * X(d'+2))
&l &by (36,8",d 1+ b+ b <0 {'}g * X(d'+1) » PC(.7.d"))
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We unnest the latter in one logical step (FuLLBor-UnnesT) and then merge it with the

former (FuLLBor-MErGE) to get the full borrow &, P p, where we define P as follows.

P o= 30,0, d. IS «Ubsb«b<r{d'}y = X(d'+2)
VO, (¢',d") = PC(y,0",d") * PC(x, Am.(8' 7, ry), d"+1)

We access the content > P of this full borrow by FuLLBor-Susprv. We can temporarily
take out the points-to token [ +> I,

Assume we have retrieved [+ 1’ and also obtained a cumulative time receipt Y 1. By
agreement of the value observer and prophecy control on x (VALOBs-PROPHCTRL-AGREE),
we know that d is positive. Taking a fresh prophecy variable z, we create a value ob-
server VO,(d,d — 1) and a prophecy control PC(z,9,d — 1). By VaLOBs-PrROPHCTRL-
PRERESOLVE, consuming the value observer and prophecy control of the given dou-
ble unique reference, with help of prophecy tokens [y]; and [z]; (taken by VarOss-
ProPHCTRL-PROPHTOKEN), We obtain the prophecy observation (7. 7 x = (7 z, 7 y)) and
the following proposition R.

R = Vi.,d. PE()ur.(Jrz,ny), 6’) - PC(x,9',d")

From the remaining parts of > P and the created prophecy control PC(z,3,d — 1), we
can take out > Q, where we define Q as follows.

Q = 36,9, d. Ur5b b «r{d'}g * X(d'+1) * PC(z,0',d")

When we get back » Q, we can reconstruct » P in the following way. We open the
variables b, 9’, d’ of Q. We turn the prophecy control on z (under later) > PC(z,¢’,d") of
> Q into the prophecy equalizer » PE(Ax. 7 z, ") (ProPHCTRL-PROPHEQZ) and then turn it
into > PE(Ax. (1 z, T y), Am. (0’ 71, my)) (ProPHEQz-TrANSFORM); applying it to R, we get
the prophecy control on x, »PC(x,0,d + 2). We update the arguments of the value
observer and prophecy control on y into ¢’ and d’ (VALOBs-PrRoPHCTRL-UPDATE). We
bump up the persistent time receipt X(d’+ 1) of Q into X(d’ + 2) required by P by
consuming X 1 (CumuTiME-SWELL-PERSTIME).

Therefore, by the power of FuLLBor-Suspiv, we get the full borrow &Z:?ﬁ Q. Com-
bining it with the value observer that we created VO,(d,d — 1), we finally get the ex-

pected unique reference &ﬁ:qﬂ t{An.(0m m2)}q. O

6.3.5 Subtyping on Unique References

We have the following structural subtyping rule on the unique reference type under
the access mode own.

SuBTY-OWN-UNQREF

>(7 T 71 id) (7 C" r1id)  pCa
& v . &b 7 vid

Again, the subtyping assumptions on the target types can be under the later modality.
Proof. From FuriBor-Irr and FurLBor-MoNO-LFT. O

Using the later modality in the assumption of SusTy-OwnN-UnQREF, with Lob induc-
tion (LoB), we can prove subtyping rules (under the access mode own) for recursive
types with self reference under the unique reference type.
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Example 6.4 (Subtyping for Recursion Under Unique References). For example, we can
derive the following subtyping rule on the type mnat,, (defined in Example 5.2), a Peano
number type with self reference under the unique reference type.

aCp PCa

EOWI’]

mnat, mnatg 1 id

Proof. Assume a C ff and f C . We prove both P := mnat, E°*" mnatg 1 id and
Q = mnatg C°" mnat, | id. By Lob induction (L6s), we can also assume >(P A Q),
which entails > P and » Q.

By SuTy-OwnN-UNQREF, we can prove P from » P, > Q and  E «. Similarly we can
prove Q. Therefore, we have proved both P and Q. O

Under the sharing access mode, we have the following more liberated subtyping
rule on the unique reference type.

SUBTY-SHR-UNQREF
> (7 cshr(anf) f) adCa

&g T cshr(®) &ﬁ’;q T 1 AM0,05).(f o, gus)

We can modify the prophecy part v, using any function g, which follows from Dep-
Construct (see the model of the unique reference in §5.3).

Also, a unique reference can be transformed into a shared reference under the shar-
ing access mode.

SUBTY-SHR-UNQREF-SHRREF
h M
&fnqr Cshr(@) &:‘hrﬁf I A(v,0,).0

Combining this with Ren-DErer-SHRREF-SHRREF, We can derive the following derefer-
ence rule.

RFN-DEREF-SHRREF-UNQREF
P E«a

B a: &g‘hr&“, T b o*a: &s‘h'_'ra,r 11 Apost, ((v,05)). post (v)

unq

6.3.6 Manipulating Vectors via Unique References

Now we introduce refined typing rules for combination of the vector type vec 7 (§5.2)
and the unique reference type &, 7.

A function that takes a unique reference to a vector, updates the vector, and just re-
leases the unique reference can be verified using Raw-UnQREF-PLNREF and Raw-UNQREF-
Rerease. Although we need to work on the model of the vector type, we need no other
rules on unique references.

For example, we can introduce the following function pop!.. that takes a unique
reference to a vector a and moves out the last element from the vector making an new
box pointer.

popy.. = fn(a) { let b = alloc|z] in
letl=%(a.2)—1in a2« ;b <_>|kr| (xa).(Ix|z]); b }

This function satisfies the following specification.

RFN-PoP-VEC
POpyec : V. fn(&iyg
Apost, ((v,05)). o', 0" s.t. 0" # [0”] = 0. v, =0" = post (v")

vecT) - box 7 |
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Note that the precondition requires that the vector is non-empty. In order to prove this
specification, we simply take out a full plain reference from the input unique reference
by Raw-UnoRer-PLNREF, verify the operations based on the model of the type, and then
resolve the prophecy value by RAw-UNQREF-RELEASE.

Also, we can introduce the following function push{,. that takes a unique reference
to a vector a and an ownership b and pushes the target object of b to the end of the
vector.

push!.. = fn(a,b) { let ¢ = %(a.1) in let [ = %x(a.2) in

vec
*

if c=1 {leta’ =alloc((c+1)x]|z|)ind “ex|]

(xa).(Ix |t|) <7, b; freeb; a.2 « [ +1 }

Izl

xq; a < a’; a.1<—c+1};

If we have no room in the capacity ¢ = [, we increment the capacity size and reallocate
the memory block. We move the target object to the end address of the vector, free
the memory block of b, and increment the length of the vector. The function pushy,,
satisfies the following specification.

RFN-PusH-VEC
push! : Va. fn(&5,, vect, box ) 1 Apost, ((v,0,),0"). vo = v + [0"] = post ()

vec * unq

Again, the rules we need about the unique reference are just Raw-UngQREr-PLNREF and
Raw-UnoQREF-ReLEASE, although we need to work on the big expression of push!,. and
the model of the vector type.

We can also subdivide a unique reference to a vector into unique references to each
element of the vector, which requires some new lemma on unique references. We can
introduce the following lemma for that subdivision.

Raw-SprLIT-UNQREF-VEC
e -
[« &ioqvect{Ax.([0 7], 7 x) }ar1 * [alg BNt Nyopn 315 T-
IS« (rax=[7y]) *
(Lo X1 Dp % ([V+id]e]] « &gt {AnGimmyi)ta) * [alg)

Proof. Similar to Raw-DEREF-UNQREF-BoxPTR and Raw-SpLiT-UNQREF-PAIR. ]

Combining Raw-SprLiT-UNQREF-VEC and Raw-UNQREF-RELEASE, we can prove the fol-
lowing lemma for taking out of a unique reference to a vector a unique reference to a
specific element of the vector. The prophecy variables of the remaining unique refer-
ences are resolved.

Raw-VEc-IDX-UNQREF

0 = dg,..., 001 0<i<n ﬂE&ﬁ’nqveCT

[ < &g vecr{/lﬂ.([zﬁr,ﬁx])}dﬂ s [alg = MMy 31 AR

(Lm0 + X1 kg .
(m.ax=[onl{icny}) « [U+ir] < &g T{AT.(Gi . ) ba * [alg)

Note that we can obtain f C a out of § T &, vec 7 in two logical steps. This lemma
leads to the following refined typing rule for the function idx{,. (defined in §6.2.5).

RFN-IDX-VEC-UNQREF
idx(ec 1 Va. fn(& g vec 7, int) — &g 7 |

Apost, ((0,05),1). 0<i<leno A Yw,. vo=0{i < w.} = post ((v[i],ws))

The precondition ensures that the index i is within the bound of the current list v (0 <
i < leno). We take a prophecy value w, for the newly taken unique reference to the
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i-th element. The new unique reference has the value (v[i], w,). We set the prophecy
value v, on the vector to the current value v with the i-th element updated to ws.

We can also write a following higher-order function that inputs a reference a to a
vector and a function f and calls f on a reference to each element of the vector.

iterl,. = fn(a, f) {Iet a =x*ainfori«< 0. %(a.2) {f(a'.(ix I7])) } }

Using Raw-SpLiT-UNQREF-VEC and Raw-UNQREF-RELEASE, we can prove the following re-
fined typing rule on this function.

RFN-ITER-VEC-UNQREF
iterje.: Va. fn(&p,q vec s, fn(&g,q 7)) 1 Apost, ((v,0,), pre).

vec * q

lenv, = lenv = foldr (Aw, post’, (()). pre post’ (w) ) (zip v v.) post (())

By Raw-SpLiT-UNQREF-VEC, we get the postcondition len v, = len v and have the unique
references (v[i],v,[i]) (for 0 < i < lenv). In order to compose the predicate transform-
ers on the unique reference, we use here foldr: (T ->U —U) — ListT - U — U and
zip: List T — List T — List(T X T), which are defined as follows.

foldr fnila := a foldr f (v::w)a = fo(foldr fwa)

zipnilw = ziponil := nil zip(v =0 ) (waw') = (v,w) zzipo'w’

6.4 Examples of Verification by the Refined Type System

In this section, we verify some Rust programs using the refined typing rules introduced
in the previous sections, §6.1, §6.2 and §6.3.

Example 6.5 (Dynamic Decision of the Address of a Unique Reference). The verifica-
tion problem Example 1.9 verified by RustHorn can also be verified in our refined type
system.

The function take_max can be formalized as the following function take_max.

take_max := fn(a,b) { if xa>=+b{4;a} else {4; b}}

It takes two unique references to an integer a, b and returns the one with the greater
value, releasing the other. The point is that the returned unique reference (a or b)
is determined by a dynamic condition *a > =b. This function satisfies the following
specification.

take_max: VY a. fn(&J,, int, &5, int) = &5, int 1 Apost, ((n, no), (m, mo)).

ung unq unq
(n=m = me=m = post((n,n,))) A (n<m = n,=n = post ((m,m.)))

It follows from Acc-UnoREF-PLNREF, REN-DEREF-PLNREF-CoPY, RFN-INTREL, REN-IF, and
SWKN-UNQREF-RELEASE.
The test function test can be formalized as the following function inc_max.

inccmax = fn(a,b) { leta’ = allocain letb’ =alloch in a’ < a; b’ « b;

let ¢’ = take_max(a’,b’) in ¢’ « ¢’ +1; 4; letr = xa’ # «b" in freea’; freeb’; r }

It allocates two integer values g, b, uniquely borrows the box pointers, increments the
target of the unique reference with the larger value taken by take_max, and checks that
the two integer values have become different. We can verify that this function always
return tt, i.e., the following specification holds.

inc_max: fn(int, int) — bool 1 Apost, (m, n). post (tt)
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The verification goes as follows. By RrN-Arroc, REN-INTRO-LocALLFT, WKN-UNQBOR-
BoxPTR, RFEN-FN-CALL, SWKN-UNQREF-RELEASE, SWKN-END-LocaLLFT-RECLAIM, and RFN-
FreE, we first obtain the following predicate transformer.

Apost,(n,m). ¥Yno,ms. (n>m = me=m = no=n+1= post(n, # m,)) A

(n<m=n.=n= me=m+1 = post (n, # m,))

Now we can easily check that this is equivalent to Apost, (m, n). post (tt).

Example 6.6 (Update of a List via a Unique Reference). The verification problem Exam-
ple 1.10 verified by RustHorn can also be verified in our refined type system.
First, the function sum can be formalized as the following function sumjs.

sumyst = fnself(a) { case *a of {
0—>0, 1— leta’ =alin=a" +self(x(a’.1))

I3

It satisfies the following specification using the function sum: ListZ — Z.
sumjis : V. fn(&3, listint) — int 1 Apost, (v). post (sum o)
We elaborate its proof here.

Proof. We use Rrn-Fn-Rec. We can assume that self is modeled as the predicate trans-
former Apost, (v). post (sumo). The variable a has the type & listint. We know that
the lifetime « is alive during the function call. Let v: List Z the pure value of a. By
SusTy-Ty-INjTy, we transform a into the type & (o + int X box list int) and the value
outyjst v : Unit +Z X List Z. By Acc-SHRREF-PLNREF and ReN-CASE-VRNT-ACCESS, we tem-
porarily access the tag of a.

Let us discuss the case 0. By the effect of Rrn-Case-VrnT-Access, we know v = nil.
Since sum nil = 0 holds and we return 0 here, the postcondition is satisfied.

Let us discuss the case 1. We know that o is of the form n :: w. By Ren-Suspiv-
SHRREF-VRNT, the variable a’ defined as a.1 has the type &% (int X box listint) and the
value (n, w). By SuBTy-SuBDIV-SHRREF-PAIR-L, @’ can be used as a shared reference of
the type &7, int and the value n. By Acc-SurRer-PLNREF and ReN-DEREF-PLNREF-CoPy,
we get an integer of the value n from *a’. By Ren-SuBD1v-SHRREF-PAIR-R and REN-DEREF-
SHRREF-BOXPTR, *(a’.1) is a shared reference the type &Z listint and the value w. By
passing it to self, we get an integer of the value sum w. By Hoare-InTOp, we finally get
the value n + sum w, which is equal to sum(n :: w), i.e., sumo. So the postcondition is
satisfied. O

The function take_some can be formalized as the following function take_some.

take_some := fnself(a) { case *a of {
0 — self(a),
1 - leta’=alinleta” =x(a’.1) in if ndint > 0{4; a’} else {4; self(a”)}

1

We can prove that it satisfies the following specification, which is enough for verifica-
tion of the test function test.
take_some: Y a. fn(&pq listint) — &, int |

Apost, ((0,v5)). YV, n.. (no =n+1 = sumuo, = sumo+1) = post ((n,no))

The predicate transformer means that we get the postcondition n, = n+1 = sumuo, =
sumo + 1 on the result (n, n,).
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Proof. We use Ren-Fn-Rec. We can assume that self satisfies the expected specification.
The variable a has the type &{,q listint. Let (0,0.) be the pure value of a. We update
the type of a into &, (/o +int X box list int) by SusTy-Ty-InjTy and temporarily access
the tag by Acc-UnQRer-PLNREF and RrN-Case-VeNT-Access. In the case 0, we revert the
type of a, and the postcondition is trivially satisfied by the recursive call on self.

Let us discuss the case 1. We know that v has the form n :: v’. By Ren-SuBpIv-
UnQREF-VRNT, the variable a” = a.1 has the type &j,q(int X box listint) and the value
((n,w), (no, ws)) for some no, wo. By RrNn-SpLIT-UNQREF-PAIR-R, we split a’ into two
unique references, (i) a’.1, which has the type &, box list int and the value (w, wo) and
(ii) @', which has the type &{,, int and the value (n,no). Then by Rrn-DEREF-UNQREF-
BoxPtr, we subdivide the former into the variable a”” = (a’.1), which has the type
&{inq listint and the value (w, wo). Now by Ren-Var-Boor, it suffices to verify the then
case and the else case.

In the then case, we release a’” by SWkn-UnQREF-RELEASE and get the postcondition
wo = w. We return a’, which has the value (n,n,). When n, = n + 1 holds, we have
sumo, = sum(ne it Wo) = Ho +sumw, =n+1+sumw =sum(n:=w)+1=sumo+ 1.
Therefore, the postcondition is satisfied.

In the else case, we release a’ by SWkn-UnoRer-ReLEASE and get the postcondition
n, = n. We recursively call self with a”’. Let (m,mg) be the finally returned value.
Assume that m, = m+1 holds. By the assumption on self, we know sum w, = sum w+1.
Therefore, we have sum v, = sum(n, :: Wo) = no + sSuUMmw, = n+sumw + 1 = sum(n ::

w) + 1 = sumo + 1. Therefore, the postcondition is satisfied. O

The test function test can be formalized as the following function test_take_some
(we omit the structural deallocation of the list).

test_take_some := fn(a) { let n = sumjist(a) in

let b = take_some(a) in b < b +1; 4; sumjs(a) =n+1 }
It satisfies the following specification.
test_take_some : box listint — bool 1 Apost, (v). post (tt)

It can be proved using the specifications on sumj;s and take_some, as well as Wkn-
UNQBOR-BoxPTR and SWKN-UNQREF-RELEASE.

Example 6.7 (Splitting a Unique Reference to a List). The following function splits the
unique reference to a list a into a box pointer to a list of unique references to each
element of the list.

split,, = fnself(a) { let b = alloc3 in case *a of {
0— b+« 0;b
1> letd =alin (b« 1; b2« self(x(a’.|7])); b1 <d'); b

I3

We can derive the following specification on this function.

splitgg: ¥ . fn(&gnq list 7) — box list &g 7 1

Apost, ((v,05)). lenv, =lenv = post (zipvv,)

Proof. We use Ren-Fn-Rec. We can assume that self satisfies the expected specification.

After the allocation alloc 3, b is typed box 43 by Ren-ArLoc. We convert the type of
the unique reference a into &, (4o + 7 X boxlist 7) by Wkn-Susp1v-UnoREF-INjTY. We
perform the case operation using RFN-CASE-VRNT-ACCESS.
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Let us discuss the case where the tag is 0. We convert the type of the unique refer-
ence a back to &, list 7 by Wkn-Susprv-UnoRer-InjTy. We know that the current tar-
get value of a is nil by the effect of Ren-CAse-VeNT-AccEss. By Acc-BoxPTr-PLNREF and
SUBTY-SPLIT-INVALID, We can temporarily take out a full plain reference &1 ((41X40) X 42)
out of b. By RFN-STORE-PLNREF-PLNREF-CoPy and WKN-PLNREF-TRIPLE-VRNT, We can store
inj,() to the box pointer b, which is turned into nil by SusTy-Ty-InjTy. Then we release
the unique reference a by SWkn-UnoRer-ReLEAsE, Which resolves the prophecy value
of a into nil. Since len nil = nil and zip nil nil = nil hold, the specification is satisfied in
this case.

Let us discuss the case where the tag is 1. We convert the type of the unique
reference a back to &{,q list 7. We know that the pure value of a is of the form (v ::
w, ). By Raw-SuBp1v-UNQREF-VRNT, the unique reference a.1 named a’ has the type
8ing (T X boxlist 7) and the pure value ((o, w), (vo, Wo)), where w;, has been resolved
into v, :: w,. Inside the parenthesis, we access b by Acc-BoxPTr-PLNREF and SUBTY-SpLIT-
INvALID. By REN-SPLIT-UNQREF-PAIR-R and RrN-DEREF-UNQREF-BoxPTR, we can take out
the unique reference *(a’.|r|), which has the pure value (w, w,). By passing it to self,
which satisfies the expected specification by the assumption, we get the postcondition
len wo = len w and acquire as the returned object a box pointer of the type box list &, 7
and the pure value zip ww,, which is stored to b.2. Now we have len(v, = wo) =
1+lenw, =1+ lenw = len(v :: w). We still have a unique reference a’ of the type
&{inq T and the pure value (v, v,), which is stored to b.1. By WkN-PLNREF-TRIPLE-VRNT, b

finally has the type boxlist &, 7 and the pure value (v, 0o) :: zip w wo, which is equal
to zip (v::w) (0o :: Wo). So in this case the specification is satisfied, which concludes the

proof. O

Example 6.8 (Iterative Update of Vector by Increment). The following function incr
increments the target integer of the unique reference a and then release a.

incr == fn(a){a<=xa+1; 4}

It satisfies the following specification, which follows from the specification of Exam-
ple 6.3.
incr: Va. fn(&,, int) 1 Apost,((n,ns)). no =n+1 = post ()

ung

Combining this and Ren-ITER-VEC-UNQREF, we can derive the following specifica-
tion.

a1 a: &g int F iterint

(a,incr) 11 Apost, ((v,05)). vo = map (An.n+1)v = post ()

6.5 Related Work

RustHorn Asexplained in §1.3, the idea of using prophecy for modeling unique refer-
ences comes from RustHorn (Matsushita et al., 2020a,b). They also presented the proof
of soundness and completeness of the prophecy-based reduction from Rust programs to
CHCs.

As a basis for the soundness and completeness proof, they made a core calculus of
Rust dubbed Calculus of Ownership and Reference (COR), which models some basic
features of Rust. In COR, a function consists of a set of very simple statements, each of
which is associated with a program point and finally either jumps to another program
point or returns from the function. Because of this design of COR, their translation
of COR programs into CHCs is rather simple; a statement of each program point in a
program is translated into one CHC (or two CHCs, for conditional branching).
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As explained in § 3.1, their soundness and completeness proof is based on con-
struction of bisimulation between the execution on the COR side and some deduction
algorithm (called SLDC resolution) on the CHC side. On this construction, they asso-
ciate each object in COR with a multiset of ownership tokens on memory cells of the
heap memory and manage the safety invariant on the multiset of ownership tokens
over all the objects at each program point, which has a flavor of separation logic but
is performed rather in an ad-hoc way. A prophecy variable of each unique reference
is represented as syntactic logic variables in CHCs, which can later be specialized in
the deduction algorithm. Their proof depends heavily on syntactic structures, which
requires careful design of the calculus COR, the reduction from COR to CHCs, and the
deduction on CHCs. Because of the syntactic nature, it is unclear how we can extend
their proof to other features and libraries of Rust, although they conjectured that their
prophecy-based approach is applicable to a wide class of features and libraries.

Unlike RustHorn, the functional-correctness proof of our thesis is highly extensible,
thanks to the power of the higher-order separation logic Iris and the lifetime logic. We
support function types, concurrency and vector types, which are not supported by the
formalization of RustHorn. Also, we can flexibly add new typing rules and libraries,
whose correctness can be checked separately.

Still, for the logic model we can make using the refined type system we give the
proof of soundness (with the adequacy theorems Theorem 6.1 and Theorem 4.1) but not
the proof of completeness, whereas RustHorn proves both soundness and completeness
of the reduction. We believe that we can in theory prove completeness of our logic
model by appropriately restricting the range of programs, in a way that enforces res-
olution of the prophecy variable of every unique reference. Still, in order to attain an
extensible proof of completeness of the logic model, we probably need to design a new
program logic.

RustBelt Our semantic approach to program verification comes from RustBelt (Jung
et al., 2018a). RustBelt verified safety of the core type system and some basic libraries of
Rust, but it did not verify functional correctness. In particular, RustBelt models unique
reference as a kind of invariant saying that some object of the type is stored at the target
address and does not track precise information about the object.

We extended their approach for verification of functional correctness of basic opera-
tions and libraries in Rust using the prophecy-based reduction of RustHorn. We refined
semantic types with pure values parametrized over 7, the assignment on prophecy
variables, in order to handle prophecy information.

Still, the verification platform of this thesis does not support libraries with interior
mutability. RustBelt verified safety of various libraries with interior mutability, includ-
ing Cell, RefCell, Mutex and RwLock, using the power of invariants provided by Iris.
We can rather easily incorporate their safety proofs into RustHornBelt. However, in
order to verify more precise information about functional correctness, we need more
machinery. This point is discussed more in depth in Chapter 7.

Semantic Soundness Proof There are some existing studies on semantic soundness
proof (i.e., soundness proof based on logical relations) for a substructural type sys-
tem, including those by Morrisett et al. (2005); Ahmed et al. (2005); Krishnaswami et al.
(2012); Jung et al. (2018a); Dang et al. (2020), although semantic approaches remain
rather rare compared to syntactic approaches. However, we are not aware of any exist-
ing study that presents semantic soundness proof for a substructural type system that
takes into account functional correctness, not only memory and thread safety.
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Other Studies on Verification of Rust Programs There are a number of studies
on automated low-level verification of Rust programs. Toman et al. (2015) developed
a bounded model checker crusT for automatically detecting violation of Rust’s own-
ership invariants by a Rust library with unsafe code within some bounds. The tool ex-
haustively generates tests on client use of a Rust library, imposing some upper bound
on the number of library method calls, and passes the tests to SMBC, an existing SMT-
based bounded model checker for the C programming language. They successfully re-
discovered some real-world bugs of the standard Rust library that had been fixed at that
time but been missed for a long time. Lindner et al. (2018) performed automated verifi-
cation on Rust using symbolic execution in KLEE on the LLVM bitcode extracted from
a Rust program. They particularly focused on the property that the program does not
cause abortion, for example by out-of-bounds access or division by zero. Baranowski
et al. (2018) performed automated verification on Rust programs using the SMACK ver-
ifier. In order to reuse SMACK’s existing verification tools for C, they modeled common
Rust libraries as special C code tailored to SMACK.

There are also a number of existing studies on verification of Rust programs that
exploit the guarantees by Rust’s ownership principle. Ullrich (2016) developed a tool
for automatically translating Rust programs of some subset into the purely functional
language of the Lean Theorem Prover and verified functional correctness of some Rust
programs in Lean using that translation. The basic idea of his translation is to model
a Rust function that inputs and consumes a unique reference (e.g., Vec: :push) as a
function that inputs the target value of the unique reference and outputs the new target
value of the unique reference. The translation also supports one-to-one subdivision
of unique references like Vec: :index_mut through functional lenses. However, the
translation still cannot handle various common usages of unique references, including
split of a unique reference (e.g., &mut (T, U) into &mut T and &mut U), unlike the
prophecy-based approach of RustHorn and RustHornBelt. Hahn (2016) and Astrauskas
et al. (2019) performed semi-automated verification of Rust programs with annotations
for verification on top of Viper (Miiller et al., 2016), a verification platform that employs
a separation logic with fractional permission. In particular, Astrauskas et al. (2019)
supported one-to-one subdivision of unique references like Vec: : index_mut using an
assertion called a pledge, which is modeled in Viper’s separation logic using a magic
wand. Also, Viper’s separation logic is much simpler than Iris and can possibly be more
suited for automation. Still, their encoding does not support general use cases of unique
references, including split of a unique reference, unlike RustHorn and RustHornBelt.
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Chapter 7

Conclusion and Future Work

We proposed a novel extensible logical foundation to specify and verify functional cor-
rectness of Rust programs, using a prophecy-based clean logic model in the style of
RustHorn and taking a semantic approach in Iris in the style of RustBelt, under the
project name RustHornBelt. We designed a new type system with a logic model for
Rust, which is highly flexible and supports various features that were not supported by
RustHorn. As a basis for that, we also presented a new flexible platform of prophecy
in Iris, which manages information about prophecy only in the ghost state and allows
an operation that we call dependent resolution. We also presented a new technique for
spending many logical steps at a time in Iris.

We believe that this work serves as a significant step for extensible and scalable
verification of Rust programs, but we still have a lot of work to do in this direction.

Mechanization in Coq We plan to mechanize the results of this thesis in the Coq
Proof Assistant in the near future. We already have a large size of Coq code that we
can utilize. The separation logic Iris is mechanized in Coq with great support of tactics
and proof modes. The lifetime logic is mechanized on top of the Coq library of Iris.
Also, we can reuse some parts of the implementation of RustBelt. Still, since we handle
information about functional correctness involving prophecy in RustHornBelt, we need
to develop useful lemmas and tactics for verifying typing rules and libraries efficiently.
In particular, it is great if we can verify involved libraries (e.g., Vec and HashMap) in
a scalable way. We can possibly adopt some methods from a recently emerging study
by Sammler et al. (2020b), which works on automated and verification of functional
correctness of C programs with an extensible and reliable foundation built in Coq and
Iris.

Semi-Automated Verification of Rust Programs Although this thesis presents a
logical foundation to give clean logical models to basic operations and libraries of Rust
by the technique of prophecy, we have yet to design and implement a semi-automated
verification platform for Rust programs that can perform scalable verification of Rust
programs using the clean models given by our foundation. We expect that we can
achieve such a scalable verification platform for Rust on top of existing semi-automated
verification platforms for functional programming languages such as F* (Swamy et al.,
2016) and Why?3 (Fillidtre and Paskevich, 2013).

Interior Mutability In the verification platform of this thesis, we omitted support
of libraries with interior mutability like Cell and RefCell. We can prove memory
and thread safety of such libraries using atomic and non-atomic invariants asserting
we have some object of the expect type inside the cell-like object, which is the proof
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technique used by RustBelt.! However, if we further want to prove functional correct-
ness, we need to track more precise information about the value of the inner object of
the cell-like object.

With interior mutability, we need to handle almost general imperative program-
ming, although we have solid memory and thread safety. The situation is similar for
example to verification of OCaml programs with reference cells, where memory safety
is ensured by the type system and the garbage collection.

In principle, we can precisely encode a Rust program using interior mutability by
carrying around a global array which maps the id of each cell-like object to its inner
value in the store-passing style, but this is not very scalable for involved programs. One
idea is to use region types (Fluet et al., 2006) to separate out some groups of cell-like
objects that we manipulate, but we have yet to tailor this technique to Rust.

Concurrency In the verification platform of this thesis, we supported only the struc-
tured concurrent execution e il e’ for concurrency.

To support more features of concurrency, we can use the proof techniques of Rust-
Belt, which verified safety of various features for concurrency in Rust including threads,
channels, mutexes Mutex<T> and read-write locks RwLock<T>. Still, in order to verify
functional correctness of concurrent programs, we need other techniques.

One idea is to use prophecy also for concurrency. For example, when we create a
channel to get a sender and a receiver, we can prophesy the list of values of the objects
that will pass through the channel.? When the sender sends an object, it can resolve the
head of the prophecy list and subdivide the prophecy list into its tail. When the receiver
receives an object, we know the value of the object from the prophesied list. When we
clone the sender, we split the prophecy list in a non-deterministic way. We believe that
we can formalize this prophecy-based encoding of a channel using our formulation
of prophecy (Chapter 3). Still, this encoding is not very precise. For example, in this
encoding, we cannot detect dead locks or discuss interaction between multiple senders.

Another idea is to incorporate the rely-guarantee reasoning (Vafeiadis and Parkin-
son, 2007; Feng et al., 2007) for more fine-grained verification on concurrency, but we
have yet to tailor this to RustHornBelt.

Termination-Sensitive Verification The verification platform of this thesis does
not support termination-sensitive verification. Using time credits (Atkey, 2011; Mével
et al., 2019), we can verify a specific upper bound on the execution time of a program,
which can probably be incorporated into RustHornBelt. However, when a function
takes an unbounded but finite number of physical steps (e.g., repeat a loop n times for
a random natural number n), it is hard to verify its termination in Iris, particularly be-
cause Iris uses finite step indexing. We may be able to overcome this situation by using
recently emerging Transfinite Iris (Spies et al., 2020) instead of Iris for the underlying
separation logic. However, as discussed in §4.3, whether we can use Transfinite Iris for
RustHornBelt remains unclear because a number of good properties of Iris are lost in
Transfinite Iris.

1 To support types like Cell in the presence of concurrency, we need to introduce Rust’s Send and
Sync traits, which manage what kind of object can be passed between thread. RustBelt models these traits
respectively as the condition that the ownership or sharing predicate of the type does not depend on the
thread id.

2 This idea is similar to sequence prophecies used by Jung et al. (2020b).
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