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ABSTRACT

Today, computer software is playing a remarkable role, and improving its quality and ro-
bustness has become vital for the development and safety of society. For this purpose, software
science and engineering have developed mathematically rigorous methods, or formal methods.
Particularly fundamental is general-purpose program logic that can precisely and flexibly verify
programs, i.e., reason about the behavior of software described by programs.

A hard problem in program verification is sound and scalable reasoning about mutable state,
such as data stored in heap memory. The basic tool for this is ownership, the exclusive right to
update mutable state. For each fragment of mutable state, only the computational agent with
its ownership is allowed to update it, so that the latest information can be accurately captured.
Separation logic is a logic that can reason about ownership and verify programs with mutable
state in a modular way, which has been actively and fruitfully studied in this century. Modern
separation logics, going beyond naive ownership, support advanced mechanisms for reasoning
about mutable state under propositional sharing, i.e., sharing among multiple computational
agents based on contracts described by separation logic propositions, such as shared invariants
from Iris by Jung et al. (2015) and Rust-style borrows from RustBelt’s lifetime logic by Jung et
al. (2018). However, to soundly support such mechanisms for propositional sharing, existing
approaches weaken the access to the shared content by the later modality, which is ill-behaved,
and employ step-indexed program logic. This has fundamental problems especially in verifying
liveness properties such as program termination.

In this dissertation, we propose a novel, general framework, Nola, for achieving non-step-
indexed separation logic that supports advanced mechanisms for propositional sharing of mu-
table state such as invariants and borrows. Using our framework, one can verify programs
involving shared mutable state in non-step-indexed program logic that can guarantee liveness
properties, being free from the later modality. Our key idea is to isolate the syntactic data type
for the separation logic propositions to be shared from its semantic interpretation. Our proof
rules for propositional sharing are generalized over the choice of the proposition data type and
its interpretation, which one can freely instantiate for one’s purpose. The condition that the
interpretation of the syntax is well-defined restricts the class of propositions that a mechanism
for propositional sharing can store, which naturally avoids the paradox of later-free invariants.
Still, the framework allows one to freely nest the logical connectives for propositional sharing
to reason about nested shared variable references. Moreover, we have discovered a novel, gen-
eral technique for semantic alteration of the content propositions of the logic connectives for
propositional sharing. We have fully mechanized our framework on top of the Iris separation
logic framework in the Coq Proof Assistant, making it easy to combine it with existing develop-
ments. We have demonstrated the expressivity and verification power of our framework with
non-trivial examples, including verification of strong normalization of functional programs un-
der a hierarchical type system that supports higher-order reference types, and construction of
a general later-free mechanism that refines the approach of RustHornBelt by Matsushita et al.
(2022) to functional verification about borrows with RustHorn-style prophecies.
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Chapter 1

Introduction

First, Section 1.1 presents the general background of this dissertation. Next, Section 1.2
presents the basic approach to mutable state, ownership and separation logic. After that,
Section 1.3 presents the mechanisms for propositional sharing that modern separation
logics support to reason about shared mutable state. Section 1.4 discusses the prob-
lem of the later modality and step-indexing that existing approaches to propositional
sharing suffer from. Finally, Section 1.5 presents our solution to the problem, the Nola
framework. See § 1.5.3 for how this dissertation is organized after this chapter.

1.1 General Background

HIZ 8K

The wise enjoy water

Confucius, the Analects

Today, computer software is playing a remarkable role in our lives. In the cities,
traffic light systems are keeping traffic safe, credit cards are making payments only as
intended, MRI machines in hospitals are working safely, airplanes are flying accident-
free, and so on. With a laptop or smartphone, we are sending messages to friends,
searching directions from home to new places, and filing taxes online, all with privacy
protected. In the last few decades, human life has come to rely increasingly on software,
and this momentum is not about to stop. It has become vital to improve the quality and
robustness of software for the development and safety of society.

Software science and engineering are devoted to this purpose. Compared to the old-
est days when programmers directly typed machine language on punch cards, modern
software development is much more sophisticated, thanks to the achievements of these
fields. Nowadays, programmers can develop complex large-scale software in program-
ming languages with rich abstractions, can ascertain the correctness of programs by
type checking and unit testing, can manage the time evolution of huge code bases by a
version control system, and so forth.

Of special scientific interest are mathematically rigorous techniques for solving
problems in software development, or formal methods. The most widely used formal
methods in modern times are type systems. Types are labels attached to data, describing
its kind and attributes. Automatic checking on the types runs statically, which prevents
many bugs before the programs are executed. Beyond simple types like telling integers
from strings, modern programmers have come to use richer and stronger types, such
as those used in TypeScript and Rust. From a general perspective, programmers are
increasingly turning to formal methods as software grows in size and complexity far
beyond the grasp of a single person.



Particularly fundamental in this direction is the exploration of general-purpose pro-
gram logic that can precisely and flexibly verify programs, i.e., reason about the behav-
ior of software described by programs.

This dissertation aims to build expressive program logic for reasoning about mu-
table state with the power to verify liveness properties, including program termination
and total correctness.

1.1.1 Hoare Logic

Central among program logics is Hoare logic, which was invented over a half-century
ago by Hoare (1969) after the idea of Floyd (1967). Hoare logic and its variants have
been actively studied for a long time and have served as the scientific foundation for
more downstream, practical formal methods, such as type systems and automated ver-
ification platforms.

A key assertion of Hoare logic is the partial Hoare triple {¢} e {¢} € Prop, where
e € Expr is the expression (or program fragment) of interest, ¢ € Prop is called the
precondition and : Val — Prop is called the postcondition. The partial Hoare triple
{gb} e {1//} says that the expression e can be safely executed under the premise ¢ and
whenever e terminates with a return value v € Val, the condition i v is satisfied.

Example: Sum of Odd Numbers Asa warmup example, let us think of the follow-
ing recursive function:

fun oddsum(n) { if n=0 then 0 else 2xn — 1 + oddsum(n —1) } (1.1)

Roughly, the function oddsum(n) adds up the odd numbers from 1 to 2n — 1. You may
expect that its return value is n?.

Indeed, we can verify the following partial Hoare triple assertion in Hoare logic:
Vn. { nez } oddsum(n) { M. v = n? } (1.2)

This assertion means that, for any integer n € Z, whenever the function call oddsum(n)
terminates, its return value is equal to n?. The proof goes by finding the invariant
(post)condition' Av. v = n? on the execution of oddsum(n) for any n € Z. The proof
that this is an invariant goes as follows. For the case n = 0 we are done. Otherwise,
we can assume that the recursive call oddsum(n — 1) returns (n — 1)? by the invariant,
and thus the return value of oddsum(n) is (2n — 1) + (n — 1)? = n?, which satisfies the
invariant. Technically, this kind of reasoning where we can use the proof goal as an
assumption is called coinduction.

Semantics of Hoare Logic Let us also see the semantics of Hoare logic for a better
understanding. The partial Hoare triple {gb} e {lﬁ} is modeled as an entailment:

{otefv} = ¢-pwpe{y} (1.3)

The consequent of the entailment is the (partial) weakest precondition pwp e {l,b} for
the expression e and the postcondition ¢, defined as follows:

pwpe{lﬁ} £, (JueVal st. e=v. Yyo) V

((36,. e <> e/) A Ve/(__, e. pr e/ {lﬁ}) (14)

1 The notion of the invariant here is related to but quite different from the shared invariant mechanism
for shared mutable state we explore in this dissertation (§ 1.3.1).



We write < for the reduction relation on expressions (and « for its inverse). The
first disjunct says that the expression has already been reduced to a value v € Val and
satisfies the postcondition . The second disjunct says that the expression is reducible
(i.e., the execution is not stuck) and, for any expression e’ that e can reduce to, the
weakest precondition pwp e’ {l//} coinductively holds. Here, the definition uses the
greatest fixed point (marked by £,) to model the coinductive reasoning of the partial
Hoare triple.

1.1.2 Partial vs. Total Correctness, or Safety vs. Liveness

Problem: Non-Termination A careful reader may have wondered about the case
n < 0. For the case, the execution of oddsum(n) never terminates, with the argument
n decremented an infinite number of times.

Assertions like (1.2) hold because the partial Hoare triple {gb} e {lﬁ} considered
here does not guarantee termination. It only guarantees what holds if the execution
terminates. This type of guarantee is called the partial correctness.

For an extreme example, consider the following variant of oddsum:

fun oddsum’(n) { 2xn — 1 + oddsum’(n—1) }

This function oddsum’ is very similar to oddsum (1.1) but omits the part returning 0
for the case n = 0. As a result, the function never terminates for any n whatsoever.
Nonetheless, we can still prove the following for oddsum’ just like (1.2):

Vn. {neZ} oddsum’(n) { dv. v =n?}.

The proof goes in a similar way to (1.2), by establishing the invariant Av. v = n? for
oddsum’(n). As seen in the examples above, the partial Hoare triple cannot prove the
absence of bugs of non-termination, which can be problematic in practice.

Total Hoare Triple The good news is that Hoare logic can also support the total
Hoare triple [gb] e [lﬂ that guarantees the total correctness. The total correctness means
the conjunction of the termination and the partial correctness. The wording partial vs.
total here can be understood by an analogy with partial vs. total functions. The total
Hoare triple [¢ ] e [/] says that, under the precondition ¢, the execution of e always
terminates with a return value v satisfying the postcondition ¢ v.
Now as we expect, neither Vn. [n € Z] oddsum(n) [AU. v = nz] nor VYn. [n €
Z] oddsum’(n) [/10. v = nz] holds, while we can successfully prove the following in
Hoare logic:
Vn. [n € N] oddsum(n) [/10. 0 =n? ] (1.5)

This assertion means that, for any natural number (i.e., non-negative integer) n € N, the
function call oddsum(n) always terminates with a return value equal to n?. The proof
of (1.5) simply goes by mathematical induction over n € N. Technically, the coinductive
reasoning we used for the partial Hoare triple does not work for the total Hoare triple,
and so we employ inductive reasoning here. As seen in this example, the total Hoare
triple gives stronger guarantees and thus is less likely to overlook bugs than the partial
Hoare triple.

Also, if we introduce a primitive expression ndnat that returns a non-deterministic
natural number, we can prove the following in Hoare logic:

[ T] oddsum(ndnat) [/10. IneN. v =n? ]

The expression oddsum(ndnat) calls the function oddsum with a non-deterministic
natural number as the argument. This total Hoare triple asserts total correctness, saying



that execution of oddsum(ndnat) always terminates with a square number as the return
value, regardless of the non-deterministic choice by ndnat. Remarkably, the number of
program steps that the expression oddsum(ndnat) takes is unbounded, because the
primitive ndnat can return an arbitrarily large natural number.

Semantically, the total Hoare triple [ng] e [lﬁ] is modeled as an entailment ¢ —
twp e [lﬁ] to the total weakest precondition twp e [1//], which is defined as follows:

twpe[(,b] éu (JoeVal st. e=v. Yyo) Vv

(1.6)

((Fe'.e>e) AVe—e twpe [y])
This is quite similar to the definition of the partial weakest precondition pwp e { lﬁ}
(1.4). The only difference is that the definition uses the least fixed point (marked by =)
to model the inductive reasoning of the total Hoare triple.

Safety vs. Liveness Properties From a more general perspective, partial correctness
is classified as a safety property and total correctness is classified as a liveness property.
Formally, they are defined as follows.

« A safety property only refers to the absence of ‘bad’ finite behaviors, i.e., behav-
iors observed from a finite number of execution steps.

« A liveness property can refer to the absence of ‘bad’ infinite behaviors, i.e., be-
haviors observed only from an infinite sequence of execution steps.

For a simple example, program termination is a liveness property (not safety), because
it refers to the absence of any infinite execution.

More roughly speaking, a safety property just states that a ‘bad’ event will never
happen in execution, whereas a liveness property states that a ‘good’ event will even-
tually happen. For example, program termination states that the event of termination
will eventually happen in execution.

Exploring program logic that can prove liveness properties is significant, especially
because bugs may be overlooked if we only consider safety properties as we saw in the
examples of oddsum and oddsum’.

1.2 Ownership and Separation Logic

Awaiper xai pacileve
Divide and rule

Philip IT of Macedon

So far, we have set aside a hard problem: mutable state. After explaining its general
difficulties (§ 1.2.1), we introduce the basic tool for tackling it, ownership (§ 1.2.2), and
then illustrate separation logic, the program logic employing ownership to reason about
mutable state (§ 1.2.3).

1.2.1 Hard Problem: Mutable State

A hard problem in program verification is sound and scalable reasoning about mutable
state, i.e., state that can be updated as the program is executed.

A prime example of mutable state is mutable data or objects stored in heap mem-
ory. Managing and manipulating heap memory in a fine-grained way is often essential



for achieving tolerable time and space efficiency of computation, especially in system
software, or low-level software that other software relies on.

But such mutable state can drastically increase the number of possible situations
that we naively have to take into account, making it difficult to reasoning about the
behaviors of the programs. In fact, programmers often make a mistake in reasoning
about mutable state, especially around heap memory, which sometimes leads to serious
bugs and security problems.

Example: Dangling Pointer by Memory Reallocation To take a glance at the
hardship involving mutable state, consider the following C++ program:

vector<int> v {0, 1, 23}; int* p = &v[0];
v.push_back(3); =*p = 7; printf("%d\n", v[@1); // 7 or @?

Code 1.1: Dangling Pointer by Memory Reallocation

First, we create a vector (or heap-allocated, growable array) of integers v with the initial
elements 0, 1, and 2.> Second, we create the pointer p that has the memory location
(a.k.a. address) of the first element of the vector v. Third, we push a new element 3 to
the end of the vector v. Fourth, we write a new value 7 to the location the pointer p
points to. Finally, we print the first element of the vector v.

One may well expect that this program prints the new value 7 by the effect of the
memory write *p = 7. But in reality, the program prints the old value @. Why? This is
because of memory reallocation performed behind the scenes.

When the vector v is initialized, it allocates the memory block of three memory
cells for its initial elements. The pointer p points to the first element of this memory
block. But when the new element is pushed, the vector v has to reallocate the memory
block to a new larger one, moving the elements to the new memory block. As a result,
the pointer p becomes a dangling pointer, i.e., a pointer that does not point to a valid
object, because the memory block has been deallocated (or freed) by the vector v. The
memory write *p = 7 does not have a valid effect on the vector v, making the program
print 0. What is worse, this even causes undefined behavior, because it is a memory
write to a dangling pointer. This is also an example of use-after-free, i.e., manipulation
of an object that has been deallocated.

Memory Unsafety in the Real World In fact, many of the software vulnerabilities
in the real world are due to memory unsafety. Google’s Project Zero team reported
that about 70% of the zero-day exploit cases that they collected from public sources
had memory-corruption issues as the root cause (Project Zero, 2019). Also, Google’s
Chromium reported that about 70% of their high-severity security bugs are memory
unsafety problems, with about 35% being caused by use-after-free (Chromium Projects,
2023), and Microsoft similarly reported that around 70% of their security bugs are due
to memory safety issues (Microsoft Security Response Center, 2019).” The difficulties
in mutable state are a real threat to the security of software around us.

1.2.2 Ownership

A basic known remedy to the difficulties in mutable state is the idea of ownership, whose
importance has been known for a long time (Dijkstra, 1965; Hogg et al., 1992). The
ownership of mutable state is the exclusive right to mutate (or update) the state, which
cannot be shared.

2 Here we use the initializer list syntax introduced in C++11.
3 Itis an interesting coincidence that all these three different sources show a similar trend that about 70%
of the security issues are due to memory unsafety.



The principle of ownership is as follows: for each mutable state, there may be multi-
ple computational agents that can get access to the state, but only one of them can have
the ownership of the state at a time and thus can mutate the state. Notably, the compu-
tational agent with the ownership can safely have the up-to-date knowledge about the
state because all the mutations on the state are performed by the agent itself. On the
other hand, any other agent gives up such up-to-date knowledge because it does not
know what mutations are performed by the agent with the ownership.

Generally speaking, ownership helps one to safely manage mutable state in a mod-
ular, scalable way.

Managing Ownership Ownership can be managed both dynamically and statically.
A basic, familiar example of dynamic ownership management is the mutex (short for
mutual exclusion) used for concurrent algorithms, proposed by Dijkstra (1965). At each
time in program execution, only one computational agent (or thread) can dynamically
acquire the lock of the mutex to get the ownership of the shared mutable state associated
with the mutex. The mutex prevents the shared mutable state from being mutated by
multiple threads at the same time, which makes concurrent programming safer.

An important approach to static ownership management is ownership type systems,
or type systems that manage ownership. Roughly speaking, an ownership type system
handles static locks’ on objects at compile time to ensure memory and thread safety (no
data race, no use-after-free, etc.) without runtime overhead. Various forms of owner-
ship type systems have been studied for decades (Wadler, 1990; Tofte and Talpin, 1997;
Gay and Aiken, 1998; Clarke et al., 1998; Grossman et al., 2002; Fluet et al., 2006; Clarke
et al., 2013; Bernardy et al., 2018; Arvidsson et al., 2023).

Rust Of particular note is the Rust programming language (Rust Team, 2023; Matsakis
and Klock, 2014), a modern system programming language released in 2015. While Rust
supports low-level memory control like C and C++, it also uses a strong ownership type
system, influenced by Cyclone (Grossman et al., 2002), to provide high-level guarantees
of memory and thread safety.

Despite the somewhat exotic nature of Rust’s ownership type system, its ability
to eliminate real-world bugs has made Rust widely adopted in the software industry.
For example, Google’s Android has recently adopted Rust, with about 21% of the new
native code of Android 13 being written in Rust, drastically reducing the number of
memory safety bugs (Stoep, 2022).

Revisiting the Example in Rust To see how an ownership type system prevents
memory safety bugs, we revisit the previous example Code 1.1.
We first translate the C++ code to Rust:

let mut v = vec![0, 1, 2]; let p = &mut v[0];
v.push(4); *p =7; println!("{3}", v[0]);
Code 1.2: Rust Version of Code 1.1

The code looks quite the same as C++.
But Rust’s compiler rejects this code, before executing the program or even gener-
ating the machine code. It omits an error message like the following:

error[EQ4997: cannot borrow ‘v’ as mutable more than once at a time
| let p = &mut v[0];

| - first mutable borrow occurs here

| v.push(4);

| * second mutable borrow occurs here



| ————-- first borrow later used here
Code 1.3: Error Message for Code 1.2

This is because the static ownership analysis (nicknamed borrow check) of Rust’s com-
piler correctly rejects this dangerous, memory-unsafe program. Let us see how the
ownership analysis goes.

When we first create the vector by let mut v = vec![0, 1, 2], the objectv has
the ownership of the vector. When we take a pointer to the first element by let p =
&mut v[@], we allow the pointer (or mutable reference) p to temporarily get the owner-
ship of the whole vector, which is retained until and used for the memory write *p = 7.
Since the original owner v is expected to recover the ownership after p is deactivated,
this is an example of what is called a mutable borrow in Rust (thus it is referred to as
the ‘first mutable borrow’ above). On the other hand, pushing a new element to the
vector by v.push(4) requires the ownership of the vector since it mutates the vector.
Technically, functions like push get the ownership for mutation by a mutable borrow
(and so this is referred to as the ‘second mutable borrow’ above). But since the mutable
borrow p is still active, this would require two mutable borrows of the vector, or two
computational agents with the ownership of the vector, which breaks the principle of
ownership.

Note that Rust’s ownership type system does accept many memory-safe programs.
For example, consider the following variant of Code 1.2, with the third and fourth state-
ments swapped:

let mut v = vec![0, 1, 2]; let p = &mut v[0];
*p = 7; v.push(4); println!("{}", v[0]);

Now this is memory-safe because the vector is not mutated between the creation of p
and the write to p. Rust does accept this program. Because the mutable borrow to p is
deactivated before the mutation by push, the ownership is not overlapping.

1.2.3 Separation Logic

Separation logic (O’Hearn and Pym, 1999) is a logic for reasoning about ownership,
which can be used for verifying programs with mutable state (Ishtiaq and O'Hearn,
2001; O’Hearn et al., 2001; Reynolds, 2002).*

The core feature of separation logic is a logical connective called the separating
conjunction P * Q, which comes from the ‘multiplicative conjunction’ of linear logic
(Girard, 1987).° Although the logical connective is commutative and associative

PxQ = QP  Px(Q*R) = (P+Q)*R

it is not idempotent
P # PxP

unlike the usual logical conjunction P A Q.

4 Historically, The logic was named ‘the logic of bunched implications’, because it features the ‘bunch’

structure by the separating conjunction * and the separating ‘implication’ . Some people use the term
‘separation logic’ for program logic that is built on the logic of bunched implications (i.e., uses the logic
of bunched implications for its assertion logic). In this dissertation, we use the term ‘separation logic’
for both base and program logic, which seems common nowadays.

This dissertation uses P, Q, R for separation logic propositions, @, ¥ for separation logic predicates, and
¢, ¢ for pure propositions or predicates in the basic logic.



Intuitively, a proposition P € iProp in separation logic® asserts the ownerhip of
some fragment of mutable state and some up-to-date knowledge about it. The separating
conjunction P * Q asserts the ownership and knowledge of two disjoint fragments of
mutable state respectively owned by P and Q.

Separation logic has proved exceptionally useful for reasoning about mutable state
and has been an active and fruitful subject of research (Brookes and O’Hearn, 2016;
O’Hearn, 2019). In particular, the inventors of concurrent separation logic (O Hearn,
2004; Brookes, 2004), separation logic applied to concurrent programs, were awarded
the Godel Prize, the prestigious award in theoretical computer science (European As-
sociation for Theoretical Computer Science, 2016).

Basics: Separation Logic for Heap Memory The most common usage of separa-
tion logic is to reason about mutable state allocated in heap memory.

The key assertion for that is the points-to token ¢ +— v € iProp, which has the
ownership of the memory cell at the location (or memory address) £ € Loc and the
up-to-date knowledge that currently the value v € Val is stored in the memory cell.

Now we build Hoare logic (§ 1.1.1) that uses separation logic for the assertion logic,
employing the Hoare triple {P} e {lI/} for P € iProp and ¥: Val — iProp.” This Hoare
logic can reason about programs that manipulate heap memory.

Under the assertion £ — v, we can safely read (a.k.a. load) from the location £ and
know that the value v is obtained by the read:

{t—o} 1t {1 v"=0*l>0} PHOARE-LOAD

On the other hand, we can safely write (a.k.a. store) any new value w € Val to the
location ¢ as long as we update the assertion £ +— v to £ — w:

{f0—>v} {<w {/1_. t’l—>w} PHOARE-STORE

Also, we have the following useful rule for ignoring the ‘environment’ R that is not
relevant to the execution of the expression e:

{P}e{v}

{P«R}e{Ao. ¥ou = R}

PHOARE-FRAME

You can read this rule from the bottom up: to prove the Hoare triple {P * R } e {Au. Yo
R } it suffices to prove the Hoare triple {P} e {W} that ignores the unchanged ‘envi-
ronment’ R. This rule is called the frame rule, with the ‘environment’ R called the
frame. This is named after the ‘frame problem’ in the context of artificial intelligence
(McCarthy and Hayes, 1981). The frame rule is a key to the modular, scalable reasoning
about mutable state in separation logic, because the rule allows one to reason about
each fragment e of a program focusing only on the relevant parts of mutable state ma-
nipulated by e.
Also, Hoare triples can be modified with entailment:

PPEP {Ple{¥} Vo (YoF Vo)

{P}efr}

The name iProp is originally given to the propositions of the Iris separation logic (Jung et al., 2015,
2018b). Because we use Iris throughout our formulation of the Nola framework, for consistency, we use
by extension the name iProp for the propositions of any kind of separation logic.

We use the metavariables P, Q for propositions in separation logic iProp and @, ¥ for predicates of sep-
aration logic (i.e., functions to iProp) Ay — --- A, — iProp, while we use ¢, { for pure propositions
Prop (or predicates Ay — --- Ap, — Prop) in the base logic.

PHOARE-F




Semantics of Separation Logic We give the semantics to the basic separation logic
and Hoare logic we built above. First, the domain iProp of separation logic propositions
is defined as follows:

iProp 2 Heap — Prop Heap = Loc 5 val (1.7)

The domain Heap represents a heaplet, or fragment of heap memory. Each heaplet
H € Heap owns the memory cells of a finite number of locations dom H and knows
that the value of the memory cell at each location ¢ € dom H is currently H[¢] € Val.
Note that the global state of heap memory is also modeled as an element of Heap. Each
separation logic proposition P € iProp owns some heaplet H € Heap satisfying the
condition P H asserted by P.

The points-to token ¢ — v, the key assertion about heap memory, is modeled as
follows:

t—ov 2 )H. fecdomH A H[{] =v.

It says that the heaplet H of the assertion owns the memory cell at the location ¢ and
knows that the value of the cell is v.
The separating conjunction P % Q € iProp is modeled as follows:

P+Q £ J)H. 3H,H,st H=H;+H, PH, A QH,. (1.8)

The model of the separating conjunction says that the heaplet H of P * Q can be de-
composed into two disjoint heaplets Hy, H, such that P owns H; and Q owns H,. Here,
we define the disjoint union f + g of partial maps f, g as the union f U g that is defined
only if their domains are disjoint dom f N domg = @.

A pure assertion ¢ € Prop like v’ = v can be embedded into iProp simply as 1_. @,
ignoring the heaplet.

The entailment P F Q in separation logic is modeled as follows, using universal
quantification over the heaplet H:

PEQ £ VH PH- QH.
Now we can model the Hoare triple {P} e {lI/} as follows:

{P}e{llf} 2 VR PxR E pwpe{)[v. Yo *R} (1.9)
pwpe{l_[/}H £, (Fueval st e=0v. YoH) V

(1.10)
(3 H'). (e,H) = (¢/,H’)) A V(¢,H) (e,H). pwp e’ {¥} H').

The overall structure is quite analogous to the definition for the stateless setting (1.3)
and (1.4) (§1.1.1). The Hoare triple (1.9) is defined with universal quantification over
the ‘frame’ R to admit the frame rule pHOARE-FRAME. The reduction of expressions now
takes into account the global state of heap memory, having the form (e, H) < (e’, H’).
The predicate pwp e {W} H € Prop (1.10) is defined quite like (1.4) but takes around
the global state of heap memory H in the store-passing style.

Total Hoare Triple in Separation Logic We can also consider the total Hoare triple
[P] e [W] instead of the partial one (§ 1.1.2). The total Hoare triple satisfies the rules
exactly like the partial Hoare triple:

[{’l—>v] ¢ [/10'.0':0 *[|—>U] THOARE-LOAD

[t—ov] tew [A. £ w]| THOARE-STORE



[Ple[7]
[P * R] e [)LU. Yo * R]
PPEP [Ple[¥] Vo (¥oF Vo)
[P]e[?]
The only difference is that the total Hoare triple guarantees the termination and thus

prohibits coinductive reasoning like the partial one. Note that the total Hoare triple
entails the partial one:
[P]e[7]

——————— THOARE-PHOARE
{P}e{v}
The semantics can be constructed in a similar way to the partial setting. The total
Hoare triple can be modeled as

THOARE-FRAME

THOARE-F

[P]e[‘I/] £ VR PxRE twpe[)tv. Yo * R],

just like the partial one (1.9). The total weakest precondition twp e [&V] H € Prop is
modeled just like the partial one (1.10) but using the least fixed point éy instead of the
greatest fixed point £ .

Example: Singly Linked List For a non-trivial example, we verify an iterative mu-
tation of a singly linked list.

First, the separation logic assertion olist, ns € iProp of owning a singly linked list
for integers ns € List Z starting at the location ¢ € Loc is defined as follows:

olist, [] £ ¢ false
oliste (n:ns) £ ¢ true * (£+1) > n * 3. (£+2) — £ = olisty ns
Here, we use the existential quantifier in iProp, which is simply modeled as follows:
Ja.P, £ AH. 3a. P,H

The assertion olist, can be described as follows. First, the location ¢ stores the tag of
the list, being false for the nil case and true for the cons case. For the cons case for
n : ns, the second location ¢ + 1 stores the integer value n and the third location ¢ + 2
stores the location ¢’ of the tail list.

Consider the following recursive function iterincr that increments every element
of a singly linked list:

iterincr(¢) £ if ¢ then (£+1) «!(¢+ 1)+ 1; iterincr(!1(¢ + 2))
We can prove the following total Hoare triple for any ns € List Z:
[O“St[ ns] iterincr(?) [/1_. olisty (map (An.n+1) ns)]

The proof goes simply by induction on the length of ns.

Concurrent Separation Logic Separation logic works well for concurrent programs,
just like for sequential programs (O’Hearn, 2004; Brookes and O’Hearn, 2016). Separa-
tion logic for concurrent programs is sometimes called concurrent separation logic.
For example, if the language has the primitive fork { e } for forking a thread that
executes the expression e, we can add the following Hoare triple rules:
{P}e{a_.T} [P]e[A_.T]

PHOARE-FORK THOARE-FORK

{P} fork{e} {A_. T} [P] fork{e} [A_.T]
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Here we write T € iProp for the pure proposition A_. T. Combining these rules with
the frame rules PHOARE-FRAME, THOARE-FRAME, we can derive the following:

{P}e{r_.T} [P]e[2_.T]
{P*Q} fork{e}{)[_.T*Q} [P*Q] fork{e}[/l_.T*Q]

At the high level, this reasoning is sound thanks to the separating conjunction *
clearly separating the parts P, Q of mutable state to be owned by the two computational
agents, the child thread (owning P) and the parent thread (owning Q). The semantics
for concurrent separation logic is somewhat trickier than the sequential setting, but it
has long been known (Brookes, 2004).

(1.11)

Shared Immutable State by Fractional Ownership Separation logic works per-
fectly when the parts of mutable state owned by different computational agents are
clearly disjoint with respect to the separating conjunction *. But naive separation logic
suffers in the situation where multiple computational agents share some parts of mu-
table state.

For shared immutable state, or state not mutated while shared, the situation is easy.
A standard approach to such immutable sharing is to use fractional ownerhip (Boy-
land, 2003; Bornat et al., 2005), a ‘fictional® form of ownership extended with fractional
quantities for splitting.

For heap memory, we can use the fractional points-to token ¢ RN v, parameterized

1
with a fraction q € Qs.® The original points-to token ¢ o is defined as ¢ — v, using
1 for the full fraction. The fractional points-to token can be split and merged according

to fractions:
q+r q r
t— v = f—0v % {0 H-FRACT

Also, the fraction of the points-to token cannot be more than 1:
qg>1
7 —-OVER1
t—o =1
Two fractional points-to tokens to one location are ensured to observe the exact same
value of the memory cell:

q r ’ ’ q+r
f—>o x>0 FE v=0v % £ >0 IH>-AGREE

: : . q .
We can read from the memory with a fractional points-to token ¢ +— o, using the
following rules that extend PHOARE-LOAD and THOARE-LOAD:

{{’niv} e {0 =0 * t’ngw} PHOARE-LOAD"
[i’liv] ¢ [)Lv’. v =0 % {’Ii)U] THOARE-LOAD"

On the other hand, we cannot write a new value to the memory just by updating
. . q . .
a fractional points-to token ¢ — v of g < 1, because there can exist another points-to

token ¢ + v, which is invalidated by that memory write.
1.3 Propositional Sharing

Sharing is caring

A saying in English

8 We write Qs for the set of positive rational numbers.
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Challenge: Shared Mutable State The real challenge lies in shared mutable state,
i.e., state that can be mutated while shared. Programmers commonly use mechanisms
for shared mutable state.

For a simple example, functional languages such as MyCaml and Standard ML sup-
port a shared mutable reference ref T for a copyable reference to a mutable memory
cell that stores an object of type T.” For a more advanced example, Rust supports a
shared reference to a mutex-guarded object &utex<T>, which can be safely copied and
shared across threads. Any thread can acquire the lock of the mutex via the reference
to temporarily get the ownership of the content object of type T, being able to mutate
the object freely.

How can we reason about such shared mutable state?

At a high level, mutations of shared mutable state across multiple computational
agents generally follow some contract (or protocol) for any kind of correctness.

For example, the shared mutable reference type ref T expresses the contract that
always an object typed T is stored in the memory cell that the reference points to. The
contract for a shared reference to a mutex-guarded object in Rust &utex<T> is trickier:
the guarded object T can be taken out only after the lock is acquired, and any object of
type T should be stored back when the lock is released.'’ The contracts in the examples
above are pretty rich and even parameterized over the type T.

Propositional Sharing In order to express and reason about such rich contracts,
modern separation logics like Iris (Jung et al., 2015, 2018b) have introduced advanced
mechanisms for propositional sharing, i.e., sharing of mutable state among multiple
computational agents based on contracts described by separation logic propositions.'!

Separation logics that support propositional sharing have achieved a great success
in various challenging verification projects (Jung et al., 2018a; Timany et al., 2018; Hin-
richsen et al,, 2020; Dang et al., 2020; Gregersen et al., 2021; Hinrichsen et al., 2022;
Matsushita et al., 2022; Jacobs et al., 2022; Timany et al., 2023). Notable among them
is RustBelt (Jung et al., 2018a). It established a semantic foundation for Rust’s owner-
ship type system and formally proved the memory and thread safety of well-typed Rust
programs for a realistic subset of Rust.

1.3.1 Shared Invariants

A central mechanism for propositional sharing is the (shared) invariant € iProp
(Hobor et al., 2008; Buisse et al., 2011; Svendsen et al., 2013; Svendsen and Birkedal,
2014), whose modern usage was established by the Iris separation logic framework (Jung
et al,, 2015, 2016; Krebbers et al.,, 2017a; Jung et al., 2018b).'? ' It is an assertion that

% To be precise, ML-family languages like MyCaml and Standard ML use (rather exotic) postfix syntax
T ref for type constructors. But we use the prefix syntax ref T here for accessibility and consistency.

10To be precise, Rust’s shared reference type &U is parameterized &' a U with the lifetime '3, the time
period that the reference is valid. The type &'a Mutex<T> also asserts the contract that it acquires the
lock only during the lifetime

11 The term ‘propositional sharing’ was coined by us to emphasize the fact that we are interested in sharing
characterized by separation logic propositions. This concept is related to the terms higher-order ghost state
and second-order ghost state introduced by Jung et al. (2016).

12 Actually, the invariant connective N has the namespace N' € Namespace parameter, but we omit it
for now.

13 This mechanism is sometimes referred to as the ‘impredicative invariant’. However, what the word
‘impredicative’ means here is unclear. Impredicativity usually refers to self-referential definition. But
Jung et al. (2018b, §2.2) say as follows: “Notice that N is just another kind of proposition, and it
can be used anywhere that normal propositions can be used—including the pre- and postconditions of
Hoare triples, and invariants themselves, resulting in nested invariants. The latter property is sometimes
referred to as impredicativity” Using Nola, one can construct an invariant connective invN P € nProp

12



a separation logic proposition P € iProp is maintained as an ‘invariant’, or that the
situation described by P is always kept during the computation.

Proof Rules Notably, the invariant |P|is duplicable with respect to the separating

conjunction *:
= [P] « IINV-DUP

In general, a separation logic proposition P is not duplicable (P # P * P) when it asserts
exclusive ownership. This is the case especially when P directly contains a points-to
token £ — v, e.g., P = (£ > true) V (£ — false). On the other hand, the invariant
is duplicable (11nv-DUP) and thus can be shared among multiple computational agents,
especially among multiple threads (recall (1.11) in § 1.2.3).

To use invariants, Iris introduces the fancy update modality &, a monadic modality
that represents a ‘logical step’ updating the inner state for invariants."* The fancy
update & satisfies the following rules:

_PFO
BPF B0

BE&BP =BP BE-IDEMP (BP) «Q F B(P*xQ) B-FRAME

E-MONO P F 5P B-INTRO

Also, Hoare triples {P } e {111}, [P] e [lI/] are designed so that they absorb the fancy
update &, meaning that the ‘logical step’ of the fancy update & can be performed
before and after any program execution step:

[P]e[7]

M -PHOARE _— -THOARE

Brle(v] Brlelv]
{P} e {Av. E‘Pv} PHOARE-E [P] e [/10. 9‘[’1)]

Pre(v] Plel¥]

An invariant assertion |P| € iProp can be created by storing the separation logic
proposition P € iProp in the fancy update -

P FE IINV-ALLOC

THOARE-B=

Roughly speaking, the fancy update manages an ‘imaginary’ memory of invariants that
stores a proposition P € iProp for each invariant (see (1.18) etc. in § 1.4). The rule 1inv-
arLoc’ ‘allocates’ a new memory cell that stores P to get the invariant [P]. Using this
rule, one can allocate an invariant in Hoare triples as follows, for example:

{[P]« ofe{v}  [[P]+ Qfe[Y]
{P=Q}e{¥} [P+ Qe¥]

Iris has the following rules for accessing the shared content P of an invariant |P|in
Hoare triples:"

{(>P) « Q}e{rv. (>P) x ¥u}
{lP] < Q}e{v}

that can be freely nested and thus seems ‘impredicative’ in this sense. But we do not think such invariants
are impredicative, because Nola’s domain equations (see (1.20), § 1.5) are not self-referential. For clarity,
we avoid using the term ‘impredicative invariant’ in this dissertation.

14 For simplicity, we omit here the mask parameters &,&’ of the fancy update g ¢/, which serve to
prohibit reentrancy to invariants in combination with the namespace N parameter of the invariant

N. See §3.2.2 for the details.

15 We should actually take care of the mask parameter & of Hoare triples, but we omit it here for simplicity.
Also for simplicity, we omit an important side condition that the expression e should be atomic. See
§ 3.1 for the details.

PHOARE-IINV
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[(P) « Q]e[Av. (>P) = ¥o]
[[P] « Q] e[¥]

The rules roughly say that the content P of the invariant |P| can be accessed in the
precondition as long as P is restored in the postcondition. The content P is weakened
by the later modality » P, an ill-behaved modality, and we discuss the problems about
it later in § 1.4. But for now the reader can just ignore it. Iris has the following more
basic rule for accessing the content of an invariant in terms of the fancy update E-:

THOARE-IINV

(>P) * Q FE ((»P) * R)
[Pl+ Q0 EBR

IINV-ACC

Examples Using the invariant, one can express, for example, a shared mutable refer-
ence storing a boolean at the location ¢ € Loc by

¢: ref bool £ ‘({’ — true) V (£ + false) ‘,

meaning that it is always the case that “¢ stores true or false”. Although this invariant
can be shared (1Nv-DUP), it also allows writing any boolean value b € B to the location
¢, because the following can be derived from proARE-1INV and PHOARE-sTORE: ' 17

{‘(f|—>true) v (foalse)‘} ?eb {A_.T }

Also, the invariant ensures that we can always read a boolean value from the location
£, because the following can be derived from PHOARE-1INV and PHOARE-LOAD:

{‘([I—) true) V (£ > false)‘} 14 {)LU. v = true V v = false }

A reference to a boolean reference can be expressed in a similar way:

¢:ref (ref bool) £ |30, (¢ )« |(f > true) v (£ — false)||  (1.12)

The key to expressing such nested reference types is the ability to nest the invariant
connective [—]. We can freely copy the inner reference ¢’ from this nested reference:

{ (¢: ref (ref bool)) } e { Av. A st.o=1". >‘({” - true) V (£ false)‘}
(1.13)
Also, we can freely mutate the inner reference of this nested reference to any location
" satisfying the invariant ¢’ : ref bool:

{ (¢: ref (ref bool)) ‘(l’" — true) V (£ - faIse)‘} et { AT } (1.14)

Note that the operations like (1.13) and (1.14) are not supported by the following variant
¢ : ref (ownref bool) of (1.12), which removes the invariant connective for the inner
reference and thus does not nest invariants:

¢: ref (ownref bool) = ’ 3. (L ) = ((£ - true) v (¢ - false) ) ‘

16 We assume a simple memory model where the load and store operations are atomic.

17 We can ignore the later modality » put on the content (£ > true) V (£ > false), because the content is
classified as a timeless proposition (explained later in § 2.1.2). Simple propositions such as the points-to
token ¢ > v and the disjunction of timeless propositions are timeless.

14



For a more interesting example, we model a shared reference to a mutex-guarded
object &Mutex<T> in Rust.'® We can model the type refmutex T for such a reference as
follows:

£: refmutexT £ ’ (¢ false = T(£+1)) V £ true ‘ (1.15)

Here, we model the type T as the separation logic predicate T: Loc — iProp. The body
of the invariant is the disjunction of two cases, unlocked or locked. When the mutex
is unlocked, the tag at ¢ is set to false and the object T is stored at the next location
£ + 1. When the mutex is locked, the tag is set to true. A thread can try to acquire the
lock with compare-and-swap cas, and when it succeeds, the ownership of the object T
is transferred to the thread:

{ ¢: refmutex T } cas(#, false, true) { Av. v =false V (v =true = »T(£+1)) }.

Here, the compare-and-swap cas(f, v, w) is an atomic primitive operation that checks if
the current value stored at the location ¢ is v, updates the value at ¢ to w only if the
check succeeds, and returns whether the check has succeeded and the update has been
performed. This operation satisfies the following Hoare triple rules:

{ -0 } cas(f,v, w) { Au. u=true * £ —» w } PHOARE-CAS-TRUE
v #v

{(|—>U’ } cas(f,0, w) {)Lu. u = false = f|—>v}

PHOARE-CAS-FALSE

The thread can release the lock by storing back the ownership of the object T and
setting the tag to false:

{{’: refmutex T * »T(£+1) } ? « false {)L_.T }

Rust-Style Borrows Another key mechanism for propositional sharing is Rust-style
borrows.

The Rust programming language employs a powerful ownership type system, as in-
troduced in §1.2.2. A key feature of Rust is the borrowing machinery. In Rust, the
ownership of an object of the type T can be temporarily borrowed to create a mutable
reference of the type &'a mut T, which can freely update the borrowed object dur-
ing the time period of the lifetime 'a. Various flexible operations are supported for
borrowing, including subdivision and reborrowing. Rust’s borrowing machinery can be
understood as a form of sharing between the borrowers and the lender, under a contract
described by ownership types T.

RustBelt’s lifetime logic (Jung et al., 2018a, § 5) semantically modeled Rust-style bor-
rows in the Iris separation logic as an advanced form of propositional sharing, which can
be roughly seen as an advanced version of Iris’s invariant mechanism. In particular, it
introduces an Iris proposition called full borrow &, P € iProp, which is roughly an
advanced version of Iris’s invariant | P| that can model Rust’s mutable reference type
&'a mut T. Using the lifetime logic, RustBelt (Jung et al., 2018a) established a seman-
tic foundation for Rust’s ownership type system, formally verifying the memory and
thread safety of well-typed Rust programs for a realistic subset of Rust. RustBelt’s life-
time logic has also been used by other research work (Dang et al., 2020; Yanovski et al.,
2021; Matsushita et al., 2022). Still, the lifetime logic also suffers from the later modality
> in accessing the borrowed content, just like Iris’s invariant mechanism.

We explain Rust’s borrows and RustBelt’s lifetime logic in more detail later in § 6.1.

18 For simplicity, we think just of the case where the lifetime 'a of the reference &' a Mutex<T> is static
, i.e., lasts forever in the program execution. By introducing Rust-style borrows, we can model
a general situation where the lifetime may not be static. See also §6.3.3.
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1.4 Problem: Later Modality and Step-Indexing

Necessity is the mother of invention

A saying in English

Later Modality Existing approaches to propositional sharing presented in the previ-
ous section § 1.3 suffered from the later modality ». In these approaches, access to con-
tents under propositional sharing is allowed only under this modality > (recall PHOARE-
1INV, THOARE-IINV and IINV-AcC in § 1.3.1).

First, the later modality » slightly weakens a proposition:

P E»P >P K P.

Also, the modality is ill-behaved, in that it is not idempotent and does not commute
with the fancy update modality &

>>P # »P >=P F 5»>P =sP F »=P.

In particular, connectives for propositional sharing such as the invariant|P|lose the
power to access the shared content when put under the later modality ».!” One comes
across such connectives under the later modality when these connectives are nested,
which is essential to express especially nested reference types, as we saw in the example
of ref (ref bool) (1.12) (§1.3.1).

This calls for the ability to strip off the later modality » in program verification.

Paradox of a naive later-free invariant One might expect the following naive rule,
a variant of THOARE-TINV without the later modality to hold instead:

[P * Q]e[/lv. P x II/U]

[[P] = O] e [¥]

However, this naive rule—where the shared content P can be an arbitrary separation
logic proposition—causes a paradox, wrongly proving a non-terminating program to
terminate.

As a background, it is well known that higher-order references can cause non-
termination, by the following folklore construction known as Landin’s knot (written
in OCaml):

THOARE-IINV-NAIVE 9

let 1 : ref (unit -> unit) = ref (fun _ -> ()) in
1 := (fun _ > 11 O)); 110
Code 1.4: Landin’s knot

We create a shared mutable reference to a closure 1l : ref (unit -> unit), with a be-
nign initial value fun _ -> (). Then we update the reference’s content into a closure
that calls the closure stored in the reference 1 itself. Finally, we call the closure stored
in the reference 1, which causes an infinite loop.

Now let us consider the following expression landin corresponding to Code 1.4
expressed in the target language of our program logic:

landin = let ¢ :=ref (fun(){}) in £efun(){1e(0}; () (1.16)

19 The reason for this is described later in §3.1.3.
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The naive rule THOARE-TINV-NAIVE allows us to wrongly prove that landin terminates,
i.e., prove the following:
[T] landin [T] (1.17)

First, when the reference { is initialized with the trivial function fun () { }, we can create
the following invariant J:

J &2 |3f e f|T]FO[T] |

We can (wrongly) verify the safety [ J ] teg [T] of storing the new function g =
fun(){!¢() } by applying the naive rule THOARE-TINV-NAIVE. Here, the premise of the
rule is satisfied by proving [ J ] g() [T], by applying THOARE-IINV-NAIVE to (wrongly)
prove [ J ] 12() [T] .Y Finally, the last function call !¢() has been proved to terminate,
which is a contradiction.

The rule with the later modality > avoids this paradox, because the later modality
> weakens the total Hoare triple [T] 10 [T] inside the invariant J, which correctly
stops the assertion [ J ] () [T] from being proved.

This paradox for the total Hoare triple is natural but seems new in the literature.
There is also a related known paradox found by Krebbers et al. (2017a, § 5), which is
about the fancy update 5. We discuss and analyze these paradoxes later in § 3.4.

Step-Indexing A standard remedy to this is to employ step-indexing (Nakano, 2000;
Appel and McAllester, 2001; Birkedal et al., 2012) in program logic, or let each execution
step of the program strip off one later modality.”' Step-indexing admits the following
Hoare triple rule for stripping one later modality > off of the precondition for each
(pure) reduction step e < e’:

e— e {P}e’{qf}
{rP}e{v}

In terms of the weakest precondition, we have the following rule:

STEP-PHOARE

e—¢e P E pwpe’{‘lf}
>P F pwpe{‘I/}

STEP-PWP

Such elimination of the later modality is admissible because, roughly speaking, the
weakest precondition is defined like the following (for simplicity, we ignore the state
mutation and the stuckness check altogether):

pwpe{¥} isroughly (Juste=v.Po) VvV (Ve'—e. »pwpe {¥})

Each recursive occurrence of pwp after a reduction e’ «— e is guarded by the later
modality >, making the rules like sTEP-PHOARE and sTEP-PwP admissible.

20 Technically, this reasoning should work because the invariant | P is persistent and the Hoare triple is
defined via the persistence modality O and the weakest precondition: [P] e [lI/] £ 0(P->twpe [W])
In particular, we can get [T] g() [T] from the persistent premises [ J ] g() [T] and J.

21 We use the term indexing for the act of stratifying the semantics of the (base) logic by indices (typically
natural numbers), whose increase is expressed by the later modality >. On the other hand, we use the
term step-indexing for a design of program semantics such that execution steps are associated with the
indices of the base logic. Some people (including the Iris community) use the term step-indexing for
both, but we distinguish the two for clarity.
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Step-Indexing Blocks Liveness Verification However, there are fundamental dif-
ficulties in using step-indexed program logic for verifying liveness properties, including
termination and total correctness (§ 1.1.2). This problem is well-known. For example,
Géher et al. (2022, § 1.1) say as follows (citations reindexed):

However, Iris’s use of step-indexing (Appel and McAllester, 2001) means
that Iris-based approaches like ReLoC (Frumin et al., 2018) do not support
reasoning about liveness properties such as termination preservation.

Gaher et al. (2022) built Simuliris, a separation logic framework built on Iris. Simuliris
provides a relational program logic that targets fair-termination-sensitive contextual
refinement, which is a liveness property. Because step-indexing blocks reasoning about
liveness properties as the quote says, Simuliris is not step-indexed. In turn, Simuliris
gives up supporting the later-requiring mechanisms for propositional sharing, such as
Iris’s invariants.

The difficulties with liveness properties can be observed via the following Léb in-
duction rule that holds for the later modality:

>P E P

TEp W

It says that, when P can be proved assuming > P, P holds without any assumption.
Semantically, this rule can be proved by induction over the internal indices for the
later modality ».

At the high level, the rule admits coinductive reasoning under the weakening by
the later modality ». It thus enables coinductive reasoning about loops and recursions
in programs for program logic with the ability to eliminate the later modality. But this
power is a double-edged sword. It generally makes the program logic ensure only safety
properties but not liveness properties.

We can actually prove a paradox for total program logic with the ability to elim-
inate the later modality ». First, assume toward contradiction that the total weakest
precondition twp e [‘I/] admits the following later-eliminating rule like sTEp-pPwP:

e—e Pthwpe'[lI/]
>P F twpe[‘I/]

STEP-TWP?

Also, suppose a loop expression loop satisfying loop < loop. Then combining sTEP-
TwP with Lob induction 16B, we can prove the following:

loop < loop twp loop [/1_. J_] E twp loop [)L_. J_]

STEP-TWP
> twp loop [/1_. J_] E twp loop [/1_. L] o

T F twp loop [/1_.J_]

This means that the execution of loop terminates with the postcondition L, which is
clearly a contradiction. Indeed, the total weakest precondition twp e [‘I/] in Iris is de-
fined in a non-step-indexed way with the least fixed point (like (1.6)).

Problems in Safety Verification The later modality > can be problematic even in
safety verification.

For example, in order to traverse a nested data structure modeled with k-fold nest-
ing of later-requiring propositional sharing, one should eliminate k laters »¥, or even
worse, k laters interleaved with the fancy update (> £)k. It is often the case that we

want to perform such a traversal in a logical step, without performing any physical step
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of the program execution. Rules like sTEP-PHOARE, stripping one later for one program
step, are not enough for this purpose.

Various workarounds have been proposed to tackle such problems with the later
modality (see §9.3 for details), but they are often costly and ad hoc. We would be
better off if we did not need the later modality » for propositional sharing.

Later Modality from Indexed Semantics Existing approaches suffered from the
later modality » for the invariant mechanism because they used indexed semantics of
separation logic to model invariants. We explain the reason for this.

Naively, to manage invariants [P}, we introduce an imaginary ‘memory’ of invari-
ants InvMem that maps each ‘invariant name’ 1 € InvName to a separation logic propo-
sition P € iProp, extending the traditional model of separation logic propositions that
just considers heap memory (1.7) (§ 1.2.3):

iProp =, Heap x InvMem — Prop InvMem =, InvName o iProp  (1.18)

Unfortunately, this definition is invalid. The domain equations of (1.18) are not solvable,
because they have circular dependencies between the separation logic propositions iProp
and the invariant memory /nvMem.

Existing approaches like Iris solve this by indexing the semantics over some well-
ordered set I, which is typically the set of natural numbers 0, 1,2,... € N. The domain
equations for iProp and InvMem are modified as follows:

iProp = Heap x InvMem = % InvMem 2 InvName 2 » iProp (1.19)

o 7 — ti . . ST .
An indexed proposition ¢ € Prop 2 1 = Prop is a predicate over indices I that is
antitone, i.e., becomes more refined as the index increases.”” The indexed propositions
Prop support the later modality

bd L A Vj<id],

which intuitively means that <;5~ will hold in the ‘next’ index. The sets like InvName
and iProp are indexed. An indexed set A is a set equipped with an indexed equality (=):
AXA — 1%}), whose limit Vi. (a = a’) i agrees with the genuine equality a = a’.’
The later constructor » on an indexed set weakens the indexed equality = by the later
modality ». Functions between indexed sets are required to be non-expansive (denoted
as E>), i.e,, respect the indexed equality =.

The ‘indexed’ domain equations of (1.19) are solvable, thanks to the guard of the
later constructor » (America and Rutten, 1989; Birkedal et al., 2010). At the same time,
this later constructor » is the exact source of the later modality > the invariant mech-
anism suffers from in access rules like 11nv-acc.

1.5 Our Solution: Nola

The day providential to itself. The hour. There is no later.

Cormac McCarthy, The Road

This dissertation proposes a novel general framework, Nola,’* providing separa-
tion logic with advanced mechanisms for propositional sharing such as invariants and
borrows without requiring the later modality > in access.

22 In this dissertation, we use tilde to mark indexed things.
23 The indexed set is also known as the ordered family of equivalence relations (OFE).
24 The name of our framework, Nola, has two origins. One is short for ‘No later’, since the framework
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Our Key Idea Recall the observation about the semantics of separation logic pre-
sented just above. The later modality in existing approaches comes from the circular
domain equations (1.18) between the separation logic propositions iProp and the re-
sources for propositional sharing like InvMem.

Our key idea is that we do not need to directly use iProp in the resources like
InvMem. Instead, we use a syntactic data type nProp of propositions for propositional
sharing and separately build the semantic interpretation [ |: nProp — iProp, interpret-
ing each syntactic proposition P € nProp into a semantic proposition [P] € iProp. For
example, we can build the model of separation logic with invariants as follows, without
indexing the semantics:

InvMem 2 InvName 2 nProp (1.20)
1.20
iProp 2 Heap X InvMem — Prop [ 1: nProp — iProp

This semantics provides a new logic connective for an invariant invP € iProp that
takes syntactic data for a proposition P € nProp instead of a semantic proposition P €
iProp. The proof rules for using the invariant depend on the interpretation [ ]| of the
syntactic propositions nProp. In particular, we have developed later-free versions of
shared invariants by Iris (Jung et al., 2015) and Rust-style borrows by RustBelt’s lifetime
logic (Jung et al., 2018a; Jung, 2020).

For example, Nola provides the following later-free proof rules for accessing an
invariant, improving on the original rules THOARE-IINV and 1INV-ACC:

[[P] * Q] e[Av. [P] * w0l
[invP * Q]e[llf]’
[P] = Q F&’ ([P] * R)
invP + Q FB’ R

THOARE-INV

INV-ACC

We get the semantic interpretation [P] € iProp of the syntactic proposition P € nProp
of the invariant, instead of » P in the original rules THOARE-1INV and 1NV-acc. Here, we
use a new total Hoare triple [P] e [‘I’] " and a new fancy update B’ for Nola’s invariants.

Power of Parameterization Our framework supports a generalized setting, in that
the mechanisms for propositional sharing are parameterized over the choice of the syn-
tactic data type for propositions nProp and its interpretation [ |: nProp — iProp. This
parameterization has the following advantages.

From a practical viewpoint, the parameterization brings customizability and exten-
sibility. The propositions one wants to store in mechanisms for propositional sharing,
such as invariants and borrows, depend on the goal of verification. Thanks to the pa-
rameterization, one can freely instantiate the parameters nProp and [ | according to
one’s verification purpose. When one wants to support a new class of propositions to
be stored, one just needs to extend nProp and [ ] with that class.

From a theoretical viewpoint, the parameterization clarifies which logical connec-
tives can be safely stored in the mechanisms for propositional sharing and which logical
connectives are problematic. In particular, we show that arbitrarily nesting of the in-
variant connective admits later-free proof rules, which is a new achievement (see § 9.1

makes the later modality unnecessary. The other is ‘NOLA’, a nickname for New Orleans, Louisiana.
This city was the site of ACM POPL 2020, the last top PL conference held before the COVID pandemic. I
attended the conference during my first year as a master’s student and had a great time interacting with
many fascinating people, having delicious seafood, listening to a street jazz band, and so on. I named
the framework after the city’s nickname partly out of nostalgia for the days there.
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for comparison with existing work). On the other hand, we observe that (unguarded)
impredicative quantifiers cannot be directly stored in the mechanisms for propositional
sharing. We analyze the source of the paradox of Landin’s knot (1.17) (§ 1.4) and the
known paradox by Krebbers et al. (2017a, §5) (explained in §3.4.1) as a Hoare triple
[P] e [¥] or fancy update E stored in an invariant, which internally uses an impred-
icative quantifier (see § 3.4.2 for details).

Semantic Alteration The logic connectives for propositional sharing like inv P are
naively based on the syntactic agreement of propositions nProp. But we often want to
alter the content propositions P of these connectives in a semantic way. A traditional
approach tackled this by constructing a predicate for alteration syntactically, consid-
ering all the wanted proof rules upfront. But that is not quite acceptable. Remarkably,
we have found a novel, general construction of such a predicate one can obtain for free
once one builds semantics. The key idea is to parameterize the semantics of propositions
[ ]: nProp — iProp with an undecided predicate & to be used for alteration.

Origin of Nola’s Core Idea The core idea of Nola, using syntax of separation logic
propositions for propositional sharing, was born through the author’s experience in the
prior work, RustHorn (Matsushita, 2019; Matsushita et al., 2020, 2021) and RustHorn-
Belt (Matsushita, 2021; Matsushita et al., 2022).

RustHorn proposed a new verification method for Rust programs, with a novel idea
of using prophecies to model Rust’s mutable borrows, and formally proved the correct-
ness of the method for a small core of Rust (see § 7.1.1 for details). The proof naturally
took advantage of the syntactic nature of Rust’s type system and did not require the
later modality at all.

Later, RustHornBelt extended RustBelt (Jung et al., 2018a) to get a modular, ex-
tensible proof of RustHorn’s method for a large subset of Rust, including APIs such
as Vec and Mutex, by semantically modeling Rust’s ownership types and RustHorn-
style functional specifications in the separation logic Iris (see § 7.1.2 for details). How-
ever, RustHornBelt’s proof suffered from the later modality for invariants and borrows,
which posed fundamental difficulties in supporting liveness properties.

The author was unsatisfied with the later modality in RustHornBelt’s proof, which
was not present in RustHorn’s proof. As a substitute for RustHornBelt’s approach,
the author once considered introducing a highly general ownership type system that
supports low-level verification like separation logic and building a syntactic soundness
proof of the type system, which would naturally avoid the later modality. However,
the author felt that a fully syntactic approach would not be scalable. Later on, after
consideration in this direction, the author came up with the core idea of Nola, i.e., to
use syntax for the separation logic propositions for propositional sharing and still do
low-level verification in semantic separation logic.

1.5.1 Our Contributions

Our contributions can be summarized as follows.

« We propose a novel, general framework, Nola, that provides advanced mecha-
nisms for propositional sharing with later-free proof rules in separation logic.
Its key idea is to isolate the syntactic data type nProp for the separation logic
propositions to be stored from its semantic interpretation [ [: nProp — iProp.
Our proof rules for propositional sharing mechanisms are generalized over the
choice of nProp and [ ].
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For our framework Nola, we have developed later-free versions of propositional
sharing mechanisms for shared invariants by Iris (Jung et al., 2015, 2018b) (§ 3.2)
and Rust-style borrows by RustBelt’s lifetime logic (Jung et al., 2018a) (Chapter 6).

« We have discovered a novel, general technique for semantic alteration of the con-
tent propositions of the logic connectives for propositional sharing (Chapter 4).

« We have demonstrated the power of our Nola framework with non-trivial ex-
amples. We verified the strong normalization under a type system that supports
higher-order reference types (Chapter 5). Also, we constructed a new general
mechanism called prophetic borrows that refines RustHornBelt (Matsushita et al.,
2022)’s approach (Chapter 7).

« We have found a new paradox of later-free invariants, which significantly sim-
plifies the existing one by Krebbers et al. (2017a, § 5), showing that a later-free
invariant leads to a contradiction even in the absence of nested invariants or
impredicative quantifiers (§ 3.4.1).

We also analyze that the real source of the paradox is the fancy update modality
directly stored in the invariant, which is naturally avoided in this framework,
and arbitrarily nesting of invariants is not problematic at all.

+ We have fully mechanized our framework on top of the Iris separation logic
framework in the Coq Proof Assistant (Coq Team, 2023), making it easy to com-
bine it with existing Iris developments. We have also mechanized the case studies
discussed in this dissertation.

1.5.2 Future Applications

Before diving into the technical details, we mention some possible future applications
of our work, Nola.

« By insights from our work, the invariant and borrow can possibly be safely inte-
grated into first-order”” separation-logic-based automated verification platforms
such as VeriFast (Jacobs et al,, 2011) and Viper (Miiller et al., 2016), being free
from the later modality and naturally supporting liveness verification.

« RustHornBelt (Matsushita et al., 2022), a semantic foundation for prophetic func-
tional Rust verifiers such as RustHorn (Matsushita et al., 2020) and Creusot (Denis
et al., 2022), can possibly be rebuilt on Nola to eliminate the need for the later
modality and support liveness verification.

+ Simuliris (Gaher et al., 2022) can possibly be used to verify optimizations un-
der the guarantee of ownership types modeled with Nola’s invariant and bor-
row, especially unifying the approaches of Stacked Borrows (Jung et al., 2020a),
a memory model designed for Rust’s borrows, and RustBelt (Jung et al., 2018a),
a semantic foundation for Rust’s ownership types.

1.5.3 Dissertation Organization

The rest of this dissertation is organized as follows.

« Chapter 2 presents the technical preliminaries on the Iris separation logic frame-
work, introducing Iris’s core features and resource customization.

25 By “first-order’, we roughly mean that Hoare triples etc. are not supported as first-class formulas in the
logic. See § 3.4.2 for limitations in supporting higher-order features.
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Chapter 3 presents an overview of the design principle and usage of our frame-
work, Nola, focusing on the later-free shared invariant mechanism. We present
the interface of our invariant mechanism and show how to use them through
a verification example of iterative mutation of a shared mutable singly linked
list. We also present our new paradox of later-free invariants and discuss the
general expressivity of the framework and how our framework naturally avoids
paradoxes.

Chapter 4 presents a novel, general technique for semantic alteration of the con-
tent propositions of the logical connectives for propositional sharing.

Chapter 5 presents a case study of our framework, verifying strong normaliza-
tion (i.e., termination) of functional programs under a stratified type system that
supports higher-order references.

Chapter 6 presents the later-free Rust-style borrow mechanism of our framework.
The mechanism allows non-step-indexed separation logic to support the features
of RustBelt’s lifetime logic (Jung et al., 2018a), which can model and reason about
Rust-style borrows in a general, semantic way.

Chapter 7 presents the later-free prophetic borrow mechanism of our framework,
built on our borrow mechanism. Our prophetic borrow mechanism abstracts and
refines RustHornBelt (Matsushita et al., 2022)’s reasoning approach to functional
verification about Rust-style borrows with RustHorn-style prophecies.

Chapter 8 reports on our mechanization of the Nola framework in the Coq Proof
Assistant.

Chapter 9 discusses existing work related to this dissertation.

Chapter 10 concludes the dissertation.
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Chapter 2

Technical Preliminaries on Iris

M EIN B
Study below to reach up

Confucius, the Analects

This chapter presents the technical preliminaries on the Iris separation logic frame-
work. Readers can skip it when first reading this dissertation and return to relevant
parts to understand the details. Section 2.1 presents Iris’s core features and Section
2.2 presents resource customization. For a better understanding of Iris, we also rec-
ommend referring to a journal paper (Jung et al., 2018b), a lecture note (Birkedal and
Bizjak, 2023), a high-level introduction (Jung, 2020, PartI), the user reference (Iris Team,
2023a), and the Coq development (Iris Team, 2023b).

2.1 Iris’s Core Features

Now we present Iris’s core features. The set of Iris propositions, i.e., propositions in
the Iris separation logic, is iProp. We write P, Q, R for metavariables of Iris propositions
ranging over iProp.

2.1.1 Basic Features

Entailment The entailment P = Q on Iris propositions P, Q € iProp forms a partial
order:

PE FR PE EP
PRPQ QFR \ ans LFQ 9OFFP

PEP E-
REFL PER P=0

F-ANTISYM
Also, we write F P for the entailment T F P from the truth T € iProp (introduced
just later) to an Iris proposition P € iProp, which is equivalent to T = P.

Intuitionistic Connectives Iris propositions have all the connectives for intuition-
istic predicate logic: the truth T, falsefood L, conjunction P A Q, disjunction P vV Q,
implication P - Q, universal quantification Va € A.P,, and existential quantification
da € A.P,. The domain A of (universal/existential) quantification can be a set of any
universe, including the set of Iris propositions iProp, meaning that quantification on
iProp is impredicative. Iris satisfies all proof rules of intuitionistic predicate logic.' In
particular, the following rules hold:

PE T T-INTRO 1 EP 1-ELIM

! Technically, this is because these logical connectives are modeled based on Kripke semantics of intu-
itionistic predicate logic.
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REP REQ

REPAD A-INTRO PAQ F P A-ELIM PAQ F Q A-ELIMg
PER FR
PFE PV(Q V-INTRO, Q F PVQ V-INTROg P\/Q—lgR V-ELIM
RAPE
RAPFQ —-INTRO (P->Q) APEQ --ELIM
REP-Q
YacA. (Q E P,) ap €A
V-INTRO V-ELIM
Q FVaeAPp, (Vae A.P,) E P,
ag €A YaeA. (P, F Q)
F-INTRO F-ELm
P,y F Jac AP, (Jae A.P,) EQ

Pure-Proposition Embedding Any pure proposition ¢ € Prop can be embedded
into an Iris proposition "¢ ' € iProp. Intuitionistic connectives commute with pure-
proposition embedding:
"T'=T PURE-T "1'= 1 PURE-L
TOAYT = T¢TATYT  PURE-A ToVYTl="¢TVIYT PURE-V
r¢_>¢1 = l_¢—|_> ’_lp—l PURE-—

"Vae A ¢, =Vaec A ¢, PURE-Y MaecA ¢, =JacA"¢,"' PpPURE-3

We usually omit " - and just write ¢ for "¢ in Iris propositions.

Separating Conjunction The key logical connective in Iris is the separating conjunc-
tion P Q. It asserts the ownership and knowledge of two disjoint fragments of mutable
state respectively owned by P and Q. The logical connective is monotone, commutative,
associative, and unital by the truth T:

PEP QE(Q
P+QF P xQ
P+xQ = Q%P =*coMM (PxQ)*R =P+ (Q=*R) =x-AssoC

*-MONO

PxT =P *-UNIT

The Iris separation logic is affine in the sense that it satisfies the following rule for
eliminating the separating conjunction, or technically left weakening (by #-UN1T):

P+«Q F P #ELIM

The affineness means that any fragment of ownership can be leaked at any time. Iris
adopts this design especially because Iris’s invariant mechanism makes it impossible
to ensure the absence of ownership leaks (Jung, 2020, § 6.2). We should substantially
modify the logic and the design of the invariant mechanism to ensure the absence of
ownership leaks (Bizjak et al., 2019).

Also note that the separating conjunction can be weakened into the usual conjunc-
tion (by *-ELIM):

P+xQFEPAQ =*A

Separating Implication The separating implication (a.k.a. magic wand) P - Q is to
the separating conjunction * what the usual implication — is to the usual conjunction
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A. More formally, the separating implication - is the right adjoint of the separating
conjunction *, satisfying the following rules analogous to —»-INTRO and —-ELIM:

R«xPF Q

In other words, the separating implication P — Q is the weakest of the propositions R
satisfying the property R+ P F Q, i.e., what can turn into Q when separately conjoined
with P. Roughly speaking, P - Q is something like “Q minus P”.

The separating implication — is weaker than the usual implication - by #-A:

P>QFPxQ --—=

The existence of the separating implication makes the separating conjunction pre-
serve the existential quantification, which is an instance of the ‘left adjoints preserve
colimits’ rule well-known in category theory:

P+x3JaceAQ, = JacA. PxQ, =3

Persistence Modality Iris has the persistence modality O P, which roughly means
that the assertion P holds without any exclusive ownership. The key rule is the follow-
ing, strengthening the usual conjunction A into the separating conjunction * when one
conjunct is under the persistence modality O:

OPAQ =0P=*Q 0O-A-*

This roughly means that the ownership owned by a proposition under the persistence
modality OP is disjoint from any kind of ownership. Also, the persistence modality
forms a comonad, satisfying the following rules:

PEQ

———=—  [-MONO OP FE P O-ELIM OP = OOP O-IDEMP
oP F OQ

The persistence modality commutes with the conjunction A, disjunction V, univer-
sal quantification V, existential quantification 3, pure-proposition embedding " -, and
separating conjunction *:

OPAOQ =0O(PAQ) O-A OPvQ) =0PvOQ O-V
Yae A.OP, = 0O(Vae A.P;,) O-VY O(Jae€ A.P,)) = Jac A. OP, 0O-3
O7¢' ="¢' [O-PURE OP+«0Q = O(P+Q) O-*

Also, under the persistence modality 0, the usual conjunction A coincide with the sep-
arating conjunction * and the separating implication — coincide with the usual impli-
cation —:

OPAQ) =0O(P+*Q) IN-O-A-* OP—=Q) =0FP->Q) IN-O-——

Parsistent Propositions We say a proposition P is persitent if it is equal to O P, i.e.,
if we can introduce the persistence modality O on P:

Pispersistent = P = 0P

It roughly means that the assertion P holds without any exclusive ownership.
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The usual conjunction A coincides with the separating conjunction * when one
conjunct is persistent by [O-A-x:

P is persistent

———————  PERSIST-A-*
PAQ =PxQ

There are several consequences of PERSIST-A-+. We can duplicate a persistent proposi-
tion P into P * P. Entailment can retain the premise when the conclusion is persistent.
The separating implication — coincides with the usual implication - when the input
is persistent.

P is persistent PEQ Qispersistent

PERSIST-DUP PERSIST-RETAIN
PEPxP PEPxQ

P is persistent
P+Q=P-0Q

PERSIST-—%-—
Also, we can introduce the persistence modality O on an entailment whose premise
is persistent, by C-moNo:

PFE Q Pispersistent
PEOQ

PERSIST-[J-INTRO

The following rules for finding persistent propositions can be derived:

OP is persistent [O-PERSIST T¢ 'is persistent PURE-PERSIST
P and Q are persistent P and Q are persistent
- - A-PERSIST - - V-PERSIST
P A Q is persistent PV Q is persistent
Va € A. (P, is persistent ) Ya € A. (P, is persistent )
- - V-PERSIST - - J-PERSIST
(Ya € A. P,) is persistent (Ja € A. P,) is persistent

P and Q are persistent

- - *-PERSIST
P % Q is persistent

Basic Update Iris has the basic update modality & P, which roughly means that the
assertion P holds after internal update of the resources. The modality forms a monad:

PE . . . . . .
# E-MONO P EBP B-INTRO BEEP=EP BE-IDEMP

BPEBEQ
Also, the monad B> is strong with respect to the separating conjunction :

(BP) « Q FE B(P*Q) E-FRAME

This can be understood as a primitive variant of the frame rule for the Hoare triple
(PHOARE-FRAME in § 1.2.3).
Also, the basic update modality on a pure proposition can be stripped off:

ET¢7 = "¢7 E-pURE

This property is not satisfied by the fancy update E introduced later in § 3.1.
As explained later in § 2.2.1, the basic update works nicely with the resource owner-
ship propositionio}.

27



2.1.2 Around the Later Modality

Later Modality The later modality » P is an ill-behaved modality and our disserta-
tion is mainly about how to eliminate the need for it, as explained in § 1.4. The later
modality > P originates from indexing of the semantics of the logic. Roughly speaking,
> P means that the assertion P holds in the next index. The later modality is monotone
and weakens a proposition:

PEQ
————=—  >-MONO P E>P b®>-INTRO
>P E > Q
However, it is not idempotent:
>>P # > P

Iris also has the following L6b induction rule, which generalizes LOB introduced in
§1.4:
(>»P) > P = P LOB-GEN

The later modality commutes with the truth, conjunction, disjunction, universal
quantification, inhabited existential quantification, separating conjunction, and persis-
tence modality:

>T =T »-T

CP)A(>Q) =>(PAQ) »-A >(PVQ) = (P)V(-Q) =V

A+ O
YaeA.»P, =>(Nae€ A.P,) »-V S@acAP,) = JacAD >-3
.Py) = .>P,
>(P+Q) =p>pPx>Q b-x >OP = 0OsP »-0

However, it does not commute with the basic update modality £

»EP K BEbP E-PEsBEP

Except-0 Modality The except-0 modality o P is defined as follows:
oP & PvVel
Roughly speaking, it means that P holds for all indices except for the index 0, i.e., the

initial index.
The except-0 modality forms a monad:

PEQ

———=—  ©-MONO P E P ©-INTRO ooP = P ¢-IDEMP
oP E<Q

The except-0 modality is stronger than the later modality. Also, the except-0 modal-
ity is absorbed by the later modality.

P E>P o> o>P = >P ¢->-ABSORB

Timeless Propositions We say a proposition P is timeless if » P is equal to o P:
Pistimeless 2 P =oP

It means in the indexed semantics that P is constant over the indices.
The following rules for finding timeless propositions can be derived:

"¢is timeless PURE-TIMELESS
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P and Q are timeless P and Q are timeless
— A-TIMELESS — V-TIMELESS
P A Q is timeless PV Q is timeless

Q is timeless

— —-TIMELESS
P - Q is timeless

Ya € A. (Pa is timeless) Va € A. (Pa is timeless)

V-TIMELESS J-TIMELESS
(Va € A.P,) is timeless (da € A. P,) is timeless
P and Q are timeless Q is timeless
— *-TIMELESS — —%-TIMELESS
P Q is timeless P - Q is timeless

P is timeless
————  [-TIMELESS
O P is timeless

Unfortunately, the basic update £ P is not timeless even if P is timeless.

Guarded Recursion A mapping f: A — B between indexed sets A, B is said to be
contractive if the indexed equality of inputs weakened by the later modality »(a = a’)
ensures the indexed equality of outputs f a = f a’. The later modality »: iProp — iProp
is a typical example of a contractive mapping. Contractiveness is significant because it
guarantees the existence of a unique fixed point.

Theorem 2.1 (Banach’s Fixed Point Theorem). Any contractive mapping f: A — A
has a unique fixed point rec f € A, satisfying rec f = f (rec f).

Recursion whose self-reference is contractive is called guarded recursion. For a small
but tricky example, the following definition of the proposition lliar € iProp is well-
defined (despite the similarity to the liar’s paradox), because it is guarded recursion
thanks to the guard by the later modality »:

liar £  (>lliar) > L

Actually the proposition lliar thus defined is equal to the falsehood L, because (> L)— L
is equal to L by Lob induction LOB-GEN.

2.2 Resources

Separation logic can reason about ownership. In a traditional setting, separation logic is
just about ownership of heap memory cells, and the separation logic proposition iProp
is modeled as a predicate Heap — Prop over a heaplet Heap = Loc 0 vat (1.7). But in
modern settings, we want to reason about ownership of various kinds of resources, not
just heap memory cells.

In Iris, resources are mathematically modeled as an intricate indexed algebra, nick-
named the camera.” The carrier LA of a camera A is an indexed set (a.k.a. ordered
family of equivalences). Because a camera is rather hard to understand due to indexing,
we instead present here a non-indexed, discrete version of the camera, called the resource
algebra, abbreviated as RA. Any resource algebra A can be seen as a camera. All the
resources for propositional sharing provided by our Nola framework are modeled as a
resource algebra.

We first present a general topic about the resource algebra and the resource own-
ership connective oyﬂ € iProp (§ 2.2.1) and then present various constructions of re-
source algebras (§ 2.2.2). We also discuss the example of the heap resource algebra HEAP
for reasoning about heap memory (§ 2.2.3).

2 The name camera used to be a nickname of CMRA, an acronym for “complete metric resource alge-
bra”. At that time, Iris’s camera required the completeness of the carrier. However, later versions of
Iris dropped the completeness requirement from its camera and still kept the nickname camera for
continuity.
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2.2.1 Resource Algebra and Resource Ownership

Resource Algebra A resource algebra (RA) A consists of the carrier set LA, the
product operation - g: LA X LA — LA, the core operation |—|g: LA — LA,
the validity predicate viz: L AL — Prop, satistying the following rules (we omit the
subscript A and use the metavariable o for an element of LA _):

0-0/ =0 -0 --comm (0-0") 0" =0-(0"-0") --aAssoc
|o| is defined lo| is defined
————— CORE-ABSORB ——————— CORE-IDEMP
ol -0 =0 ol = fo]
lo] is defined . V(0-0") Y
ORE- _— /-
Fo”. lo- 0’| = o] - 0” Vo

The carrier set (a.k.a. underlying set) LA _ is the set of resource representations con-
sidered by the resource algebra A.

The product o - 0’ is a binary operation over resources 0,0’ € LA, which corre-
sponds to the separating conjunction P % Q (see owN---+ shown later). The product is
required to be commutative (--comm) and associative (--Assoc), to make the separating
conjunction * commutative (+-comm) and associative (:-Assoc). Note that the product
of aresource algebra is total, unlike the disjoint union of heaplets H; + H;, we considered
in the semantics of (1.8) (§ 1.2.3). This is because a resource algebra separately has the
validity predicate V.

The core |o| is a partial unary operation over resources o € L A_, which corresponds
to the persistence modality O P (see OWN-CORE-PERSIST shown later). The core |o| of a
resource o is absorbed by o (COrRe-ABsORB). The core operation is idempotent (CORE-
iDEMP). The core |o - 0’| of a product o - 0’ includes the core |o| of an operand o of the
product (CORE-).

The validity predicate v o is a unary predicate over resources o € L A_. A resource
owned by a separation logic proposition P € iProp is always valid (see own- later). If
a product o - 0’ is valid, then an operand o of it is also valid (v-).

We can derive the inclusion relation o <S4 o’ on resources 0,0’ € LA, meaning
that o is a part of o'+

050 2 3ol.o=o0-0)

Here, o’ is either in LA or undefined. The inclusion relation forms a pre-order, i.e., is
reflexive and transitive.

A unital resource algebra is a resource algebra A with the unit resource ez € LA,
satisfying the following rules:

0-£€=0 ¢ le] = ¢ CORE-¢ Ve JV-¢

The unit ¢ is the unit element of the product (--¢). The core of the unit is the unit itself
(corE-¢). The unit is valid (v-¢). A resource algebra is not unital by default because we
want to support the notion of exclusive resources, introduced later.

Resource Update The resource update relation o ~~% O’ between a resource o €
LA and a set of resources O’ C LA is defined as follows:

0o~0 £ Vo} s.t. V(o o}). Jo' € 0'. V(o - o})

Intuitively, it means that when we have a resource o as a part of the ‘global resource

?, we can update that part into a resource o’ in the set O’, without violating the

? 2
00

? . ? . ? . . ? .
3 The product o1 - 0, is defined as 01 - 0, if 0, is defined and as o1 if 0, is not.
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?

validity invariant v of the global resource. Here, o f

represents the frame, either in L A 4
or undefined.

As a special case, we write 0 ~» 4 0" for 0 ~» 4 {0"}.

The resource update corresponds to the basic update modality E> P (see owN-~©
shown later).

We say a resource o € A is exclusive if the following holds:
oisexclusive £ Vo' €L AL -V (0-0)

Intuitively, it means that having the resource o allows no frame. For an exclusive re-
source o0, we can update it into any valid resource o’:

o is exclusive V0o’

; EXCLUS-~~
0~ 0

Component Cameras The separation logic proposition iProp in Iris is parameterized
over the family of component cameras (A;);c; for some index set I.*

Technically, the global camera G for the Iris proposition iProp is defined as follows
given the list of component cameras:

G 2 T[lic; (GhostName I A ).

It is the product of the finite map camera GhostName iy A; to each component camera
Aj;. The product and finite map cameras are defined in a way analogous to the product
and finite map RAs, which are explained later in § 2.2.2. The set GhostName is countably
infinite and its elements y € GhostName are called a ghost name.’

The Iris proposition iProp is semantically modeled as, roughly speaking, a mono-
tone predicate over the valid elements of the global camera G:

iProp is roughly {0 €G | \~/0} =, ﬁ?ojo.

The precise definition is a bit more subtle because a camera’s validity predicate v is
indexed. The monotonicity of iProp means that, for any P € iProp, resource inclusion
o S o’ implies the entailment P o = P o’ on indexed propositions ﬁr‘otp; this monotonic-
ity makes the Iris separation logic affine (+-ELim, § 2.1.1).

Importantly, the component cameras A; can depend on the Iris propositions iProp
under the guard of the later constructor » (like (1.19) in § 1.4). This is essential to Iris’s
existing mechanisms for propositional sharing. For example, Iris’s existing camera for
the invariant 1INv depends on » iProp, as we see in § 3.1.3.

Resource Ownership Iris has the resource ownership connective @]; € iProp for

owning a resource o € A of a component camera A at a ghost name y € GhostName.
Here we think of the case when the component camera A is a resource algebra A.
Iris has the following rules for the resource ownership connective:

CUGY ey T lo| =0
0.0 =10V xi0i" OwN--x — , OWN-CORE-PERSIST
f01" is persistent
. Vo
oV FE Vo owN-V ———————— OWN-ALLOC

& 3y. oY

% In the Coq mechanization of Iris, the index set I is restricted to a finite set.

> The word ‘ghost’ comes from the term ‘ghost state’. The term ‘ghost state’ originally means a program
state that does not appear in the actual execution but is used for verification. By extension, the Iris
community uses the term ‘ghost state’ for any resources of separation logic.
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0o~ 0 0~ 0

For resource ownership, the product - corresponds to the separating conjunction *
(ownN---%). Ownership of a resource that is a core is persistent (OWN-CORE-PERSIST).
Ownership ensures validity (own-v). We can allocate a valid resource into a fresh
ghost name y (ownN-ALLOC). We can update the resource of the ownership connective
with respect to the resource update relation (own-~~“, ownN-~~). Also, when the re-
source algebra A is unital, the ownership of the unit ¢ can be obtained for free:®

FBE Y owN-¢
Also, the resource ownership is timeless for the resource algebra A:

A is a (discrete) resource algebra

o OWN-RA-TIMELESS
{0}’ is timeless

This does not hold for the resource ownership 0};[ of a non-discrete camera A.

2.2.2 Various Constructions of Resource Algebras
Now we present various constructions of resource algebras.
Exclusive RA The exclusive RA Ex A over a set A is defined as follows:
LEXA.120 = exa (acA) | 4 0.0 & 4
|o] is undefined Jo £ o#4

The exclusive token ex a exclusively owns an element a € A. We also have the invalidity
4, returned by any product. The exclusive resource ex a is exclusive. So by ExcLUS-~,
we can freely update the content of the exclusive resource: exa ~~ exa’.

Agreement RA The agreement RA AG A over a set A is defined as follows:’

LAGAL 20 = aga (acA) | 4

;oA aga a=d A A
aga - aga = 0-4 & 4.0 2
& & 4 otherwise ¢ : :
o] =0 Jo & o#4

We have the agreement witness ag a, which is idempotent. We also have the invalidity
4, returned by the product of inconsistent witnesses. Agreement witnesses aga and
ag a’ can validly coexist only if a = @’ holds.

Unit RA The unit RA UNIT is an defined as follows:
LUNITS £ 7 0-0 =0 101 £ 0 VO £ T

It is unital with the unit eyyr = ().

 One may well expect a stronger rule £ 237, The basic update E> is required here due to Iris’s technical
y p g £l P q
problems in avoiding axioms.
7 The actual agreement RA in Iris is unital, but we omit the unit for simplicity.
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Fraction RA The fraction RA FrAC is defined as follows:
LFrRACL 2 Qs q-r £ q+r |q| is undefined Vg = g<1
The full fraction 1 is exclusive.

Discardable Fraction RA The discardable fraction RA DFRAC is roughly the fraction
RA Frac with the power to discard a fraction. Formally, it is defined as follows:

LDFRACID 0 == ¢q (qeQs0) | X | g+ % qg-r 2 g+r
ok 2ok q-* & kg = (q+%) - x = K- (g+*) = g+x
g-(r+%) £ (q+%) -1 L (g+x) - (r+%) 2 (g+r)+%*
|g| is undefined x| £ |g+x| & %
A A

Vg £ g<1 Vx = T V(g + %) g<1

The discard witness x persistently observes a discard of a fraction. The resource q + %
is a combination of a fraction q and a discard witness *. The existence of the discard
witness x ensures that the global fraction is less than 1 (by v/(q+%) £ g < 1). The full
fraction 1 is exclusive, just like in Frac.

The discardable fraction RA satisfies the following resource update rules:

g ~» * DFRAC-DISCARD * ~{q]| ¢ € Qs9} DFRAC-RESTORE

We can always discard a fraction g to get a discard witness * (DFRAC-DISCARD). Con-
versely, we can restore a fraction g out of a discard witness * (DFRAC-RESTORE).

Powerset RA The powerset RA Pow A over a set A is defined as follows:

LPOWAL> S, == S (SePowA) | 4

SUS SNS =9

S8 A& , Se-4 & 4.8, 2 4
4 otherwise
1S.] £ o VS, & S #14

This RA is unital with the unit ¢ = @. This RA equips the subsets of A with the disjoint
union, using the invalidity 4 for the union of overlapping sets.
Similarly, we define the finite powerset RA FINPow A over a set A by setting

LFINPOW AL 3 S, == S (SePowg,A) | 4,

restricting S to finite subsets of A, and setting other operations just like in Pow A.

Sum RA The sum RA A +; B of RAs A, B is defined as follows:®
LA+, Ba30, == inloy (o €A | inroy (02€.8.) | 4
inlo; - inlo] = inl(o; % 0}) inro, - inro), = inr(oy-g 0})
inlo; - inro, £ inro, - inlo; £ 4 - 04 £ o, -4 £ 4
linlog| £ inl’ Jos| linroo| £ int’Joo| s 141 = 4

\/il’]]Ol £ \/j{Ol /inr02 £ \/302 \/é £ 1

In this RA, we have a resource inlo; from the RA A and a resource inr o, from the RA
8. Combining resources from different RAs results in the invalidity ;. The injection
inlo/inr o is exclusive if o is exclusive.

8 The partial injection inl’ o’ /int’ 0’ is defined only if o’ is defined.
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Product RA The product RA A X B of RAs A, B is defined component-wise as fol-

lows:’

LAXBL & LALX LB (01,02) - (0},05) = (015 0}, 025 0p)
?
|(01,02)| £ (lo1] s, loz2l8) V(01,03) £ Vigoi A Vo

When both A and B are unital, the product A X B is also unital with the unit (¢4, £g).
A resource update over the product RA can be built up component-wise:

01 € Oi 02 ~ € Oé
(01,02) ~ € O; X Oé

Finite Map RA  The finite map RA 1 ™ A of an index set I that is infinite and an RA
A is defined point-wise as follows: '’

Llﬂl‘ﬂ_lé[g\_ﬂ_: (f-g)iéfi~?gi
Ifli = |fil Vf % Viedomf. /(fi)

The finite map RA is unital, with the empty finite map & being the unit & , 2 9.
The finite map RA satisfies the following resource update rules:

\/g(o fin

- - —-ALLOC
g~€{i=o|iel}
Viedomf. fi~*<O; fin

f~€{g | domg=domf A Viedomf.giecO]}

We write [i := x] for a singleton finite map that only maps i to x. We can allocate
a singleton map [i := o] of a valid resource o for some index i € I, thanks to the
infiniteness of I and the domain finiteness of the global resource (g—ALLOC). Also, we
can update a finite map point-wise (ﬁ-we).

Option RA  The option RA OPTION (A over a resource algebra A is defined as follows:

A .
LOPTION AL = Option A
A ’ A A
someo - someo’ = some(o -7 0") 04 * hone = none - 0, = O

some |o|# |o|# is defined

I

some o] [none| £ none

none otherwise

v(someo) £ Vzo Jnone & T

It is also unital by the unit ¢ = none. The option RA OpTION A can be understood as
an extension of A with the unit none.

9 The partial pair (og, 02)? is defined only if both o; and og are defined.
10 The partial product 05 2 0; is defined as oi . 0; if both O'i? and o; are defined, as 0; if OZ is defined and
g is not, as og if o; is defined and oi is not, and is undefined otherwise. The core |0’ is defined only if

o’ and |o?| are defined.

(o]
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Authoritative RA The authoritative RA AUTH A over a unital resource algebra A
is defined as follows:

LAUTHAL 2 LAute A Avte’ A 2 OpTioN(EXLAL) X A
’ A ’ A A
0x 0y, = O« "Aute’ A Oy lo«] = |oslavrw @ v/(none, Of) = Va of

v (some oy, 05) £ Jo, st 0p =exoq. VA 0a A of S 0q

It is also unital by the unit eayryy #. In the authoritative RA, we have the authoritative
token @0 2 (some(exo),¢) and the fragment token oo £ (none, o), satisfying the

following properties:

o0 00 = o(o-o/) og = ¢ [oo| = olo|
-~V (o0 - 00" V(00) & Vzo

V(eog - 00f) = Vaogs A of Sqo, V-e-0

When we have both an authoritative token e o, and a fragment token o o, the fragment
oy is ensured to be a part of the resource o, owned by the authoritative token (v/-e-o).

2.2.3 Example: Heap Resource Algebra

The heap resource algebra HEAP for reasoning about heap memory can be defined as
follows: .
Hear 2  AvutH (Loc = Frac X A Val)

. L. . fi .
It is an authoritative RA over the finite map RA = from locations Loc to values under
fractional ownership FRac X Ag Val.
To use the heap RA, we add it to the component cameras of Iris, which enables

using the resource ownership @]{{E p Over the heap RA Heap (§2.2.1).

The fractional points-to token ¢ +5 v is modeled as follows:
t N v

It owns a fragment resource o of a singleton map from ¢ € Loc to (g, agv), observing
the value v € Val with fractional ownership ¢ € Q. Here, we assume that a ghost
name yigpap € GhostName has been globally taken (by the rule HEAP-INIT introduced

later). We just write ¢ — o for the full points-to token ¢ 0.
The exclusive heap token heap H for a heap H € Heap = Loc ™ Val is modeled as
follows:'!

****************************************

heapH = ie(map (lov.(l,ago)) H):

It owns an authoritative resource o of a finite map corresponding to the heap H that
has a full-ownership resource (1, ag (H £)) observing the value H ¢ over the locations
¢ € domH.

We take the global ghost name ygyp4p by the following rule:

F 5 (3 Yaear € GhostName. heap @) HEAP-INIT

After a basic update B, we get yuear € GhostName with the exclusive heap token
heap @ initialized with the empty heap state @. We can prove this using own-aLLOC.

' The map function map f as for a function f: X — A and a finite map as: X 2 B returns the finite map
bs: X 2 B such that dom bs = dom as and bs x = f (asx) for all x € domas.
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We can prove the following rules for memory allocation, read and write:

heapH F B (3¢€ Loc. heap H{f =0} * £+ 0v) HEAP-ALLOC
heapH * f—>ov F H{=0v HEAP-READ

heapH % £+ 0 F B (heap H{f:= w} % £+ w) HEAP-WRITE

Here, we write H{¢ = v} for H with the value at the location ¢ updated to 0. These
rules hold thanks to own-~~¢ and the relationship between the authoritative resource
e and the fragment resource o. We can use these rules to model Hoare triple rules for
memory allocation, read and write (THOARE-ALLOC, THOARE-LOAD and THOARE-STORE
in §3.3.2).

We can also prove the following rules on the fractional points-to token, similar to
those presented in § 1.2.3:

q+r q r
t—>ov = {0 % {0 F-FRACT
>1 q r
qq— F>-OVER] t—o* >0 F v=0 r>-AGREE
t—ov =1
The rule —>-FrRACT can be proved using own---%. The rules —-0vER] and +—-AGREE

can be proved using ownN-.
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Chapter 3

Overview of Our Framework

Seeing is believing

A saying in English

This chapter presents an overview of the design principle and usage of our frame-
work, Nola, focusing on the later-free shared invariant mechanism.

This chapter is organized as follows. Section 3.1 reviews the invariants of Iris. Sec-
tion 3.2 presents Nola’s later-free invariant mechanism. Section 3.3 shows how to use
them through a verification example of iterative mutation of a shared mutable singly
linked list. Section 3.4 presents our new paradox of later-free invariants and discusses
how our framework naturally avoids paradoxes and the general expressivity of our
framework.

3.1 Preliminaries on Iris’s Invariants

Subsection 3.1.1 explains the fancy update s g/ P, a core modality for using Iris’s in-
variants, and Iris’s Hoare triples, which are modeled using the fancy update. Subsection
3.1.2 explains Iris’s invariant mechanism. Subsection 3.1.3 presents the model for Iris’s
invariant mechanism.

3.1.1 Fancy Update and Hoare Triples

Fancy Update A core logical connective for using Iris’s invariants is the fancy update
modality g s." Roughly speaking, the fancy update is the basic update modality
E> (§2.1.1) enriched with the internal ‘memory’ for invariants. The fancy update is
parameterized by the masks &, &’ C InvName (omitted in § 1.3.1), representing the set
of available ‘invariant names’ before and after the update, respectively. We introduce
the shorthand B g £ B¢ for the case the mask is unchanged. We usually use this
mask-unchanging fancy update 5 g of the more general mask-changing one g5 &.
The fancy update forms an (indexed) monad:

PEO
eBe P F e Q

sBe eBe P F gB&gr P E-TRANS

E-MONO P F BgP B-INTRO

Also, the monad is strong with respect to the separating conjunction , i.e., satisfies the
following frame rule:

(eBeP) xQ F g2e(P*Q) E-FRAME

1 We do not use the standard notation where masks are written as superscripts for a mask-changing fancy
update, because we want to write the custom world satisfaction W as the superscript in the extended
fancy update 8!32/,, which the Nola framework introduces (§ 3.2.1).
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The fancy update also satisfies the frame rule on masks:
e P F ge7Bs 157 P B-MASK-FRAME

From this rule, we can derive the following monotonicity on the mask:

Ecé&

- = - -C
SoP F Bo P E-MASK-C

The basic update E> can turn into the fancy update Eg:
EPEBgP BB
Also, the fancy update absorbs the except-0 modality:
cgBeg P = gBg P oE eBegoP = gBg P B-o

Unfortunately, the fancy update over a pure predicate & g "¢ 'is not equal to "¢,
unlike the basic update & "¢ ' (=-puUrk). Still, the fancy update satisfies the following
weaker rule:

Qx*(Q «Bg¢7) EBg ("¢ * Q) B-PURE-KEEP

Usually, by applying Q to Q - B¢ P, we get only P after the fancy update ¢, but
this rule &-PUrE-KEEP lets us keep Q as well when P is a pure proposition "¢ .

Hoare Triples Iris’s Hoare triples {P} e {lI/} & [P] e [lI/] & are parameterized with
the mask &, because they are modeled with the fancy update & g (see (3.5) and (3.6) in
§ 3.1.3 for more details).

Thanks to that, the Hoare triples absorb the fancy update:”

(Phefvly . [rlelv],
{PePte{v}, [FePlel¥],

{P} e {/10. = 11/0}8 HOARE [P] e [/10. =4 11/0]
{Pye{v}, [P]elv],

This intuitively means that the fancy update can be performed before and after any
computation step.
Also, the Hoare triples are monotone over the mask:

= -THOARE

&

THOARE-E

Ple{v}, &cé& Ple[v], &cé&
tPhel?l PHOARE-MASK-C [Plelv] THOARE-MASK-C

{Ple{v}e [Plelv]e

Iris’s Hoare triples also satisfy the usual rules discussed in § 1.2.3. For example, they
satisfy the following frame rules:

{P}e{7},

{P * R}e{ﬂv. Yo x R}8

[Plel?],
[P * R]e[dv. Wo * R,

PHOARE-FRAME

THOARE-FRAME

2 The Hoare triples are actually persistent Iris propositions in iProp instead of pure propositions in Prop.
So rules with Hoare triple hypotheses are interpreted as an entailment = between Iris propositions. For
example, the rule =-PHOARE is interpreted as {P} e {‘I’}S E {95 P} e {W}S.
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Also, the total Hoare triple entails the partial one:

[Ple[7]e
{P}e{v},

This language has the following rules for memory allocation, read and write:*

THOARE-PHOARE

[T] refo [Aw. dtelocst.w=~f. >0 ]Q THOARE-ALLOC

[t’liw] e [Aw. w=0 *t’niw]g THOARE-LOAD

[{’r—>0] {ew [)L_.{Hw]z THOARE-STORE

3.1.2 Iris’s Invariants

s . . N . . . . .
Iris’s invariant connective € iProp persistently asserts that the situation described
by the separation logic proposition P € iProp always holds, as explained in § 1.3.1.

iy . S . . N .
Importantly, the proposition P stored into Iris’s invariant can be an arbitrary

Iris proposition, which can contain the invariant connective itself E]N, enabling nested
invariants.

The namespace N € Namespace of the invariant connective N (which we omit-
ted in § 1.3.1) represents a set of possible invariant names : € InvName given to the
invariant." The namespace is used for prohibiting reentrancy to invariants, as we will
see later in the invariant access rules (PHOARE-TINV etc.).

Proof Rules Notably, the invariant connective is persistent:

N . .
1s persistent IINV-PERSIST

In particular, the invariant connective is duplicable, since persistence entails duplica-
bility (PERSIST-DUP, § 2.1.1):

N F N * N IINV-DUP
An invariant N can be allocated by storing the shared content > P:

>P F By N IINV-ALLOC

Here, note the use of the fancy update 4.

Iris has the following rules for accessing the shared content P of an invariant N
in the Hoare triples:

{GP) « Q}e{Av. (>P) « Yo}, eisatomic
{[P1" « 0} e{¥} s

[(>P) = Q] e[do. (>P) * o], eis atomic
[P« Qe [¥] .

This dissertation uses Iris’s HeapLang, a simple imperative language with heap memory, for the target
low-level language. To be precise, it uses a slight variant of HeapLang with a primitive ndnat that takes
a non-deterministic natural number.

To be precise, anamespace N € Namespace C Pow InvName is a principal filter T: C InvName generated
from some invariant name i € InvName, where InvName is partially ordered by some prefix relation.
This ensures especially that the set N has an infinite number of elements.

PHOARE-IINV

THOARE-IINV
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The rules roughly say that the shared content P of the invariant N can be accessed
in the precondition as long as P is restored in the postcondition. The content P is
weakened by the later modality » P, which our Nola framework eliminates as explained
in § 3.2. We have the side condition that the expression e is atomic, i.e., takes only one
computational step, for soundness in the presence of multiple threads accessing the
invariant. To prohibit reentrancy to invariants, the Hoare triple is parameterized with
the mask &, the set of ‘available’ invariant names 1 € InvName. Every time we access
an invariant N, its namespace N is consumed from the mask.’

We also have the following more basic rule for accessing the content of an invariant
in terms of the fancy update -

(>P) * Q FEg ((>P) * R)
P+ Q EBpue R

More generally, we have the following rule for accessing the invariant content in terms
of the mask-changing fancy update:

IINV-ACC

Y F o ((>P) = ((»P) = g T)) INV-ACC-CH

By consuming the mask N, we can get the shared content » P and the separating im-
plication (> P) - & 5 T. The separating implication lets us retrieve the mask N by
storing the content > P back. From the rule 11nv-Acc-cH, we can derive the access rules
for the Hoare triples PHOARE-TINV, THOARE-IINV, because the Hoare triples are defined
using the fancy update modality B ¢.

Unfortunately, Iris’s invariant connective N is not timeless (§ 2.1.2), meaning that
alater > put on the connective cannot be freely stripped off. More precisely, an invariant
under the later modality » N does not have the power to access the shared content P.
This is problematic for handling nested invariants since the access to Iris’s invariants
(inv-Acc etc.) is weakened by the later modality ».

Adequacy of Hoare Triples We here mention the adequacy theorems for Iris’s
Hoare triples {P} e {W}a and [P] e [lI/] - Recall that the Hoare triples are modeled
using the fancy update &, which is designed to support Iris’s invariants (see also (3.5)
and (3.6) in § 3.1.3).

Iris has the following adequacy theorem for the partial Hoare triple:

Theorem 3.1 (Adequacy of the Partial Hoare Triple). If

Y YHeaps Yinv- F { T } € {¢ }InvName
holds for a pure postcondition ¢: Val — Prop,
e any execution of the program e never gets stuck, and

e whenever the program e terminates with a value v € Val, the postcondition ¢ v €

Prop holds.

The global mask InvName is chosen for simplicity (recall PHOARE-MASK-C). The
premise is universally quantified over the ghost names ygap, yinv € GhostName (§ 2.2.1)
for the heap and invariant mechanisms. Recall that the ghost name yyp,p for heap is
taken when the exclusive heap token heap H is allocated (see HEAP-INIT, § 2.2.3). The
ghost name y1yy is similarly taken by Iris’s invariant mechanism.

Iris has the following termination adequacy theorem for the total Hoare triple:

5 We write A + B for the disjoint union, i.e., the union A U B defined only if the sets are disjoint ANB = @.
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Theorem 3.2 (Termination Adequacy of the Total Hoare Triple). If

VYHEAP; Yinv- E [T] e [/1_ T]

InvName

holds, then the program e always terminates.

Since the total Hoare triple entails the partial one (THOARE-PHOARE), we can com-
bine Theorem 3.1 and Theorem 3.2 to derive the following adequacy theorem for the
total Hoare triple.

Corollary 3.3 (Adequacy of the Total Hoare Triple). If

V}/HEAPa Yinv. F [T] € [¢]

InvName

holds for a pure postcondition ¢: Val — Prop,
e any execution of the program e never gets stuck, and

e the program e always terminates with a valuev € Val that satisfies the postcondi-
tion ¢ v € Prop.

The adequacy theorem for the partial Hoare triple Theorem 3.1 comes from the
following adequacy theorem for the fancy update & and later » modalities Theorem 3.4.

Theorem 3.4 (Adequacy of the Fancy Update and Later Modalities). If

V)/INV- = (ElnvName >)n ’_¢—I
holds for a pure proposition ¢ € Prop and a natural number n € N, then ¢ holds.

Because the partial Hoare triple targets only a safety property, it can instantiate
the natural number n of Theorem 3.4 using the length of finite execution traces to be
considered.

On the other hand, the adequacy theorem for the total Hoare triple Corollary 3.3
comes from the rule =-pURrE-KEEP for the fancy update & and pure propositions.

3.1.3 Model

We present the model for Iris’s invariant mechanism.

Iris’s Invariant Camera To use Iris’s invariants, we add a camera 1INV to the family
of component cameras for the Iris proposition iProp (§ 2.2.1). The camera is defined as
follows:

iInv - £ AutH ( InvName ™ A (» iProp) ) (3.1)

It is an authoritative camera AUTH over the finite map camera 5 from invariant names
InvName to the agreement camera AcG over later-guarded propositions » iProp.

Importantly, the camera 1INV depends on the Iris proposition iProp, while iProp itself
depends on the component cameras. This circular dependency is valid thanks to the
guard of the later constructor », coming from Iris’s indexed semantics. But this later
constructor » is the exact source of the later modality > we suffer from (§ 1.4).

Note that the camera 1INV corresponds to the ‘invariant memory‘ InvMem of the
rough model (1.19) we showed.
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Iris’s Invariant Connective The invariant connective is modeled as follows:°

fffffffffffffffffffffffffffff

N £  J1e N.io[i:=ag(nextP)] iy (3.2)

It uses the ghost name yy1ny € GhostName for the invariant. Such a ghost name is freshly
taken when a resource is allocated (recall own-arLoc in § 2.2.1). The data constructor
next corresponds to the later constructor » used in 1INv. Due to this next, the agreement
obtained by this token is weakened by the later modality ».

Iris’s World Satisfaction For reasoning about masks & C InvName, Iris adds to the
component cameras the resource algebras Dis, EN for the disabled and enabled invariant
names, defined as follows:

Dis £ FinPow InvName EN £ Pow InvName

Now the world satisfaction Wiinv for Iris’s invariants is defined as follows:

********************

Wiinv £ 3I. leag (nextl)iyﬂNV %k (((>Il) * {t}i};DIISS) v {L}YEN) (3.3)

k
,,,,,,,,,,,,,,,,,,,, 1INV JEN
tedom I

Here, I: InvName -2 iProp manages the global information about the currently allocated
invariants, associating an invariant name 1 € domI C InvName with an Iris proposi-
tion P € iProp. We write ag (nextI) for the finite map map (AP.ag (nextP)) I. The
definition uses the ghost names ypys, yey for the disabled and enabled invariant names.

For each invariant 1, the world satisfaction Wiinv stores either the proposition for
the closed or open state. When the invariant is closed, the world satisfaction stores the
shared content I : under the later modality » and the exclusive witness {l}i);DI: When

the invariant is open, the world satisfaction just stores the exclusive witness {l}é?,
which is taken from the mask & of the fancy update (see (3.4)).

Fancy Update Now the fancy update modality g5 ¢’ P is modeled as follows, using
the world satisfaction Wiinv:

2s P 2 Wiinv « (&1 «Bo (Wiinv « (& 1o + P) (3.4)
This model (3.4) can be understood by analogy with the state monad in functional pro-
gramming, where the world satisfaction Wiinv is the ‘global mutable state’ managed by
the fancy update. The except-0 modality ¢ used in the definition is just for supporting
the rules =>-¢ and o-=.

Why the Later Modality Is Needed The later modality » is needed on the shared
content I in the world satisfaction Wiinv (3.3), by which Iris’s invariants suffer from
later-requiring proof rules like 11Nv-Acc.

The reason for the later modality » in Wiinv can be explained as follows. The re-

source [¢ = ag (next P)] in the invariant N (3.2) observes the agreement between
P and I1 of the world satisfaction Wiinv. But the agreement is weakened by the later
modality as > (P = I'1), due to the next constructor (or » in 1INV). This later-weakened
equality entails (> P) =>(I1) butnot P = 1.

. . L . . N
% To be precise, the latest versions of Iris give to the invariant a more advanced model, namely the
“accessor” that describes the behavior of invariants using mask-changing fancy updates. As shown later
in Chapter 4, we can also support this kind of model in the Nola style.
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Remark 3.5 (Why the Invariant Loses the Power under a Later). The invariant assertion
N under the later modality, >N, does not have the power to access the shared
content P, as mentioned in § 1.4.

First, the invariant assertion N is not timeless because the camera 1INV for Iris’s
invariant mechanism is not discrete (see OWN-RA-TIMELESS, § 2.2.1).

Moreover, the later modality > on the invariant assertion weakens the agreement
between P and I 1 observed by the resource [t := ag (next P)] in the invariant assertion
N (3.2) into >»> (P = I1), instead of » (P = I'1). While this doubly later-weakened
equality >> (P = I1) may still allow taking out the content (getting > P instead of > P),
it does not have the power to restore the content > I : for the world satisfaction Wiinv.

Model of the Hoare triples For a better understanding, we also present the seman-
tics of the Hoare triples.

The partial Hoare triple {P } e {IF} g € iProp is defined as the persistent implica-
tion (P - pwp e {‘I/} s ) from the precondition P to the partial weakest precondition
pwpe{¥} g € iProp. The partial weakest precondition is roughly defined as follows,
omitting the stuckness check and concurrency altogether:

pwpe{‘l/}8 £  roughly (Joe Val st e=v. Bg¥o) Vv

(VH. heapH —~ g5 V(e',H') < (e, H). » 5= g(heap H' = pwp e {¥} ) )
(3.5)
Here heap H € iProp exclusively asserts that the global heap memory state is H € Heap
(§ 2.2.3). Notably, the fancy update & is used in this definition. The frame rule PHOARE-
FRAME comes from the frame rule for the fancy update E-rramE.

Note that this definition (3.5) is step-indexed in that the later modality » guards
the self-reference to pwp after one step of reduction. Thanks to the guard by the later
modality », which is contractive, this is a guarded recursion and the solution to the equa-
tion (3.5) uniquely exists (recall Theorem 2.1, § 2.1.2). This can roughly be understood
as a coinductive definition, like (1.10) in § 1.2.3.

Similarly, the total Hoare triple [P] e [‘I/] g is defined as O(P-twp e [lI/] & ), where
the total weakest precondition pwp e {lI/} g is roughly defined as follows:

twp e [‘P]S éy roughly (3o e Val st. e=v. Bg¥v) V

(VH. heapH — g x V(e',H') < (e,H). s=¢(heapH’ = twp e [W]a ))
(3.6)
Unlike the partial weakest precondition (3.5), the total weakest precondition is defined
by the least fixed point and thus is not step-indexed, having no later modality » inside.

3.2 Nola’s Later-Free Invariants

Now we introduce Nola’s later-free invariant mechanism.

Key Idea First we present our key idea, which we roughly explained in § 1.5.

The source of the later modality » for Iris’s invariant mechanism was that the cam-
era 1INV for the invariant depends on the Iris proposition iProp (3.1) (§3.1.3), while
iProp itself depends on the component cameras including 1INV (§ 2.2.1), as explained by
a rough model (1.19) in § 1.4.

Nola eliminates this circular dependency by replacing 1INv with a new resource al-
gebra INV p.qp, which depends only on a syntactic data type of propositions nProp to
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be shared in the invariant machinery. The resource algebra gives rise to a new invari-
ant token inv"N P, which takes a syntactic proposition P € nProp instead of a semantic
one P € iProp. Separately we supply the semantic interpretation [ |: nProp — iProp of
syntactic propositions P € nProp into semantic Iris propositions [P] € iProp. Nola’s
invariant mechanism works with an extended fancy update aé\g,mv [l
new world satisfaction Winv [ |, which is parameterized over the semantic interpreta-
tion [ | of nProp. In this way, we can provide later-free proof rules.
Roughly speaking, the invariant mechanism of Nola is parameterized with:

enriched with a

« nProp, the syntactic data type of propositions to be shared by the invariant ma-
chinery; and

« [ ]: nProp — iProp, the semantic interpretation of nProp.

But it is vital to understand more precise dependencies between the notions, which we
discuss later.
Subsection 3.2.1 presents the extended fancy update 852/, and the extended Hoare

triples {P} e {‘I/}8 , [P] e [W] & With a custom world satisfaction W. Subsection 3.2.2
presents Nola’s invariant mechanism. Subsection 3.2.3 presents the model for Nola’s
invariant mechanism.

3.2.1 Extended Fancy Update and Hoare Triples

For Nola’s later-free mechanisms for propositional sharing, we newly introduce the
extended fancy update modality 89‘5‘/, P and the extened Hoare triples {P} e {IP}Z

[P] e [II/]‘;JV with a custom world satisfaction W € iProp.

Extended Fancy Update We introduce the extended fancy update modality 892]’ P
with a custom world satisfaction W € iProp, defined as follows:

89‘6/1‘/:}) L2 W xgBg (WxP)

This can be understood by analogy with the state monad, where W is the global muta-
ble state. Recall that the original fancy update gE& g/ P is modeled with the world sat-
isfaction Wiinv (3.4) (§3.1.3). The extended fancy update 89‘3’, adds W to that world
satisfaction. This new modality satisfies the proof rules like the original fancy update
(§3.1), such as the following:
PEQ
w w
sBe P F Bg 0

sEm B, P E gB4, P EW-TRANS

EW-MONO PE ngvP EW-INTRO

(eBP8P)*Q F B (P*Q) BEW-FRAME
sEMP F g oB8, 60 P EW-MASK-FRAME
oaiéfgv,P = SEYSV,P o-Bw SSE‘V’ oP = Sié‘év,P Bw-o
We also have the following rule for expanding the world satisfaction:
W =W W,
sEmPE BUP

The premise W E W x (W - W’) says that W is a part of the world satisfaction W’.
Note that the new modality with W = T agrees with the original fancy update:

EW-EXPAND

SEE’P = s P BwW-T
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Extended Hoare Triples We also introduce extended Hoare triples {P} e {‘F}g

[P] e [‘I/]Ig with a custom world satisfaction W € iProp. They use the extended fancy
update B" instead of B in their definition (recall (3.5) and (3.6)).

The extended Hoare triples absorb the extended fancy update &" like £-pHOARE
etc.:

{P} € {q/}fsv ESW-HOAREW [P] ¢ [lp]‘g E>W-THOAREW
(BYpYe{w}” (Y Ple[v]y
{P}e{ro. EI/SV‘FU}ZZV HOAREW-E>W [Pe o, 92‘/&1’0]? THOAREW-E>W
(Pyefw}” [Plefv]g

We also have the following rules for expanding the world satisfaction of Hoare triples,
like E>W-EXPAND:

W o=WwxWw, {P}e{v}.
{Plefv}y

W, [p]e[v]!
[Ple[v]g

HOAREW-EXPAND

W/

THOAREW-EXPAND

Note that the extended Hoare triples with W = T agree with the original Hoare triples:
{P} e {IP}Z} = {P} e {![/}8 HOAREW-T

[P] e [W]g = [P] e [lI/]S THOAREW-T

Adequacy of Extended Hoare Triples The extended Hoare triples {P} e {W}:;V

[P] e [EV];}V with a custom world satisfaction W satisfy the following adequacy theo-
rems, which extend Theorem 3.1 and Theorem 3.2 in § 3.1.

Theorem 3.6 (Adequacy of the New Partial Hoare Triple). If

V)’HEAP: Yinv. F B InvName (HW- W % {T} € {¢ }leylvName)

holds for a pure postcondition ¢: Val — Prop,
e any execution of the program e never gets stuck, and

» whenever the program e terminates with a value v € Val, the postcondition ¢ v €
Prop holds.

Theorem 3.7 (Termination Adequacy of the New Total Hoare Triple). If

Y YHears Yinve  F B invName (EIW- W« [T] € [A_- T]W )

InvName
holds, then the program e always terminates.

The premise is existentially quantified over the custom world satisfaction W and re-
quires to allocate W outside the target Hoare triple, or before the program e is executed.

3.2.2 Nola’s Later-Free Invariants

Now we are ready to present Nola’s invariant mechanism.
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Proof Rules To begin with, Nola introduces an invariant token invV P e iProp for a
syntactic proposition P € nProp. Importantly, the invariant token inv" P is persistent:

invV P is persistent INV-PERSIST

Nola’s invariant mechanism introduces a world satisfaction Winv [ | € iProp, which
depends on the semantic interpretation [ [: nProp — iProp of syntactic propositions
P € nProp. Nola’s invariants are used with the extended fancy update WV with
this world satisfaction Winv [ ].

We can allocate an invariant inv" P by storing the interpretation [P] of the syntactic
proposition P:

[P] E Bginvm invM¥ P Inv-ALLOC

This is very similar to the rule for Iris’s invariants 1INv-ALLOC, but uses the extended
fancy update &V [ instead of . Also, we store the interpretation [P] of the syn-
tactic proposition P. As a stronger version of inv-aLLoc, we also have the following
rule: _
invV P« [P] E 9‘;“'”“” invV¥ P INV-ALLOC-REC

This means that we can assume the invariant assertion inv" P before we store [P] for
the invariant.

We can get access to the shared content [P] of an invariant invY P with respect to
the extended fancy update & [T as follows:

[P] « @ Fy™ ([P] « R)

. N Winv [ ]
inv*P x« Q FB, " R

INV-ACC

Notably, we have no later modality > here. Note that P € nProp is a syntactic propo-
sition while Q, R € iProp are semantic Iris propositions. More generally, we have the
following access rule for a mask-changing fancy update, just like 11nv-acc-ca:

invVP Négmv[ ! ( [P] = ([P] — QS%WH I'T) ) INV-ACC-CH
The extended Hoare triples with Nola’s world satisfaction W = Winv [ | satisfy the

following later-free access rules on Nola’s invariants, which can be derived from the
access rule over the fancy update iNv-acc-ch:

{[P] + Q}e{ro. [P] « ‘I/U}\gmvu e is atomic
{invNP ) Q}e{lI/}Wi”VH PHOARE-INV
N+&E
[[[P]] * Q] e [}W [P] * ‘FU]\Q/MVH e is atomic

THOARE-I
Winv [ | OARE-INV

[invNP * Q] e [W]N+8

We also have the following rule for initializing the invariant machinery and acquir-
ing the world satisfaction Winv [ |:

FE ( Iy Y[]. Winv[]) winv-aLLoc

It takes a fresh ghost name y € GhostName for Nola’s invariant mechanism. The
invariant token inv"Y P and the world satisfaction Winv [ ] actually implicitly depend
on this ghost name yiyy. The key is the universal quantification over the interpreta-
tion [ ]| here. Thanks to this, we can perform winv-ALLOC to get yny, construct the
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interpretation [ | depending on it, and finally get the world satisfaction by instanti-

ating V[ ]. Winv [ ] with that constructed [ ]. This creation of the world satisfaction

WINV-ALLOC is essential to satisfy the premise of the adequacy theorems Theorem 3.6

and Theorem 3.7 for the extended Hoare triples with a custom world satisfaction.
Also, the new invariant token invN P is timeless:

invV P is timeless INV-TIMELESS

Still, we usually do not care about this fact, because the accesses to Nola’s invariants
(inv-acc ete.) and other mechanisms for propositional sharing are no longer weakened
by the later modality ».

Dependencies Notably, the resource algebra for Nola’s invariants INV,p., and the
invariant token invY P depend only on the syntactic data type nProp, not on the se-
mantic interpretation [ ]. What depends on the semantic interpretation [ | is basically
limited to the extended fancy update gl@?f,mvﬂ ]], or its world satisfaction Winv [ |.

The dependencies between the components from the Nola framework and its user
can be summarized as follows:

Inv nProp .
. Winv [ ]
nProp  — iProp - I -
) proof rules
inv

More precisely, the interactions between the user and the Nola framework can be
described as follows:

1. The user constructs the syntactic data type nProp for propositions to be shared
by the invariant mechanism.

2. The Nola framework provides the resource algebraINV ,p;,p, for the invariant mech-
anism.

3. The user adds INV,prp to the component cameras of the Iris proposition iProp
and takes the ghost name yyy for the invariant mechanism.

4. The Nola framework provides the invariant token invN P € iProp that stores a
syntactic proposition P € nProp.

5. The user defines the semantic interpretation [ ||: nProp — iProp. Importantly, this
can depend on the invariant token inv/.

6. The Nola framework provides the world satisfaction Winv [ | € iProp for the in-
variant mechanism. The Nola framework also provides proof rules for the invari-
ant inv/ that involve the extended fancy update & [T of the world satisfac-
tion Winv [ ].

Remarkably, we get the invariant token inv’V P before we construct the interpreta-
tion [ ]. The token inv" P only knows the syntactic data P and not its interpretation.
The semantic interpretation [ || is considered only by the world satisfaction Winv [ |
of the fancy update WL This is the key to supporting nested invariants, as we see
later in § 3.3.3.

Note that the data type nProp should be constructed independently of iProp. This is
because iProp depends on the component cameras, which include the resource algebra
INV prop that depends on nProp. In particular, we cannot set nProp £, iProp and [P] =,
P. Indeed, that leads to a contradiction by the known paradox of later-free invariants

(§3.4.1).
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3.2.3 Model

We present the model for Nola’s invariant mechanism. The model is fairly close to Iris’s
invariant mechanism.

Invariant Resource Algebra To begin with, the resource algebra INv ,p,,p, for Nola’s
invariants is defined as follows:

INVaprop =  AuTH ( GhostName i A nProp)

This is very similar to the camera 1Inv for Iris’s invariant (3.1) (§ 3.1.3). The only dif-
ference is that the target of the agreement Ag is syntactic propositions nProp. Because
it does not depend on iProp, we do not need the later constructor », which is the key
to supporting later-free proof rules.

Nola’s Invariant Connective The invariant token inv for nProp is modeled as fol-
lows:
inW¥P £ 3JieN.io[i:=agP]

We use the ghost name yyy for Nola’s invariant mechanism, taken by the rule winv-
arroc. This is analogous to Iris’s invariant N (3.2) (§3.1.3).

Nola’s World Satisfaction The world satisfaction Winv [ | for Nola’s invariant is
defined as follows:

TT A g7 eReT o Yy YD T EN
Win[] £ 3T feagiiv . % ([T« v W) 67
This is analogous to Iris’s world satisfaction Wiinv (3.3) (§ 3.1.3). Nola’s world satisfac-
tion is existentially quantified over I: InvName — nProp, a finite map to nProp instead
of iProp. We write ag I for the finite map A1 € dom I. ag (I :). Notably, Nola’s world
satisfaction Winv [ || stores the semantic interpretation [I i] obtained by the parameter
[ ] for each closed invariant, instead of > I 1 in Wiinv. Nola’s world satisfaction Winv [ |
does not need the later modality », because the agreement observed by Nola’s invari-
ant token inv/ is not weakened by the later modality ». As a result, we can provide
later-free proof rules like inv-Acc.
Given the model above, the soundness of the proof rules is straightforward.

Theorem 3.8. The proof rules for Nola’s invariants (e.g., INV-ACC and WINV-ALLOC) are
sound for every nProp and [ |.

Proof. Straightforward. The proof goes like Iris’s later-requiring invariant, except that
we are free from the constructor next. To prove the rule winv-ALLOC, we initialize the
map I inside the world satisfaction Winv [ | to the empty map &, which makes the
interpretation [ | is irrelevant. O

3.3 Example: Linked List Mutation
To see how to use Nola’s invariant mechanism, let us consider a simple example.

3.3.1 Verification Target

We verify termination of iterative mutation of a singly linked list, for an unbounded
number of elements, among unboundedly many threads.
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Basic Iterative Mutation For iterative mutation, we first consider the following re-
cursive function iter s (f):

fun iterg.(£) { if 1c # 0 then (f(£); celc—1; iterz (1(€ + 1)) } (3.8)

The iteration function itery . (£) takes a pointer ¢ to the singly linked list to be mutated,
which changes in the course of recursion. The function is also parameterized by a mu-
tation function f and a pointer to a counter c. Then it checks whether the counter value
Ic stored at ¢ is non-zero. Only in the case the value is zero does the function terminate
immediately. The function mutates the head element at ¢ by calling the mutation func-
tion f. Then it decrements the counter value stored at ¢ by one. Finally, it recursively
calls the function itery on the tail list at !(£ + 1).

In summary, the iteration function iters (f) calls the function f over the first !c
elements of the singly linked list. We want to verify that the iterative mutation iter s . (£)
always terminates, assuming that the mutation by f always terminates.

Here, the function f should not perform invalid memory access for the termination
of iters,(£). In particular, if f can bump up the counter value at c, then the function
iters,.(£) can possibly never terminate. Such constraints can be easily expressed in
separation logic.

With Non-Determinism We also want to perform the iterative mutation for an
unbounded number of elements. We consider the following function iter}d({’):

fun iter}d(t’) { let ¢ := ref ndnat in iters(f) } (3.9

The function first takes a non-deterministic natural number ndnat and allocates a fresh
memory cell ¢ initialized with that number. Then it calls the iterative mutation function
iters . (£) using c as the counter. Notably, the function iter}d(f) can perform mutation

by f unboundedly many times, because ndnat can return any unboundedly large natural
number. Still, we want to verify that this unbounded iterative mutation iter;}d (¢) always
terminates.

With Concurrency Furthermore, we want to perform unbounded iterative muta-
tions concurrently with many threads. We consider the following recursive function
iterforks ¢,/ o():

fun iterforksy, () { if Ic” # 0 then (fork { iter}d({’) }; ¢ 1’ —1; iterforks e () ) }
(3.10)
The function forks threads that perform the unbounded iterative mutation iter}}d(t’),
where the number of forked threads is specified by the counter at ¢’. We want to verify
that this concurrent iterative mutation iterforkss . ,() always terminates, in the sense
that all the threads terminate.
We can even perform that with unboundedly many threads. We consider the fol-
lowing recursive function ite rforks}i():

fun iterforks;li,() { let ¢’ := ref ndnat in iterforksyc ¢() } (3.11)

It calls the function iterforkss () by a counter at ¢’ initialized with an unbounded
natural number ndnat. We want to verify that even iterforks}d(() always terminates.

3.3.2 Problem with Iris’s Invariants

Let us first try to verify the termination of these functions using Iris’s invariants.
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Modeling the Singly Linked List What should be the assertion for the singly linked
list? In order to perform mutation among multiple threads, the singly linked list should
be both sharable and mutable. Also, the singly linked list should be infinite, because the
number of elements to be mutated is unbounded. Infinite singly linked lists can be
constructed from cyclic references, because lists we consider are sharable.

For that, we can consider the following persistent Iris assertion ilist" @ ¢ € iProp
for a shared mutable infinite list of the head location ¢ € Loc, parameterized with the
invariant predicate @: Loc — iProp:

N

N
ilistN ¢ 2 [oe] = |30 € Loc. (¢+1) > ¢ = ilist" & ¢/ (3.12)

For the head, it persistently asserts the invariant N about the head location ¢. For
the tail, it persistently asserts the invariant that £ + 1 always points to a some location
¢’ € Loc satisfying the list predicate ilist"Y & ¢ itself.

Note that the self-reference to ilist" @ in (3.12) is guarded by Iris’s invariant connec-

tive E]N. Technically, the connective E]N is contractive because the next constructor
in its model (3.2) (§ 3.1.3) is contractive. So the equation (3.12) forms guarded recur-
sion and its solution uniquely exists (recall Theorem 2.1, § 2.1.2). This can roughly be
understood as a coinductive definition.

Also note that the infinite list assertion ilist" @ ¢ is an example of unboundedly
nested invariants (in this case, it is even infinitely nested).

For example, we can think of an invariant ® = 3n € Z. ¢ — 3n, stating that a multi-
ple of three is stored at ¢. This invariant is retained by the mutation fun f(¢) { faaf3 }
which adds three to the value stored at £. Indeed, we can prove the following total Hoare
triple for any ¢ and n:

[[Brez.emsn| | faars[2.T], (3.13)

Here, the fetch-and-add faa ¢ n is an atomic operation that adds n to the number stored
at £ and returns the old value, satisfying the following Hoare triple rule:

[t—k| faatn [Av.o=k % £ (k+n) |, THOARE-FAA

Termination Proof Fails The assertion we target for the most basic iterative mu-
tation function iters () (3.8) is the following total Hoare triple entailment for any
natural number n € N:

ve. [[@d™] f@ [2.7T],

[ilistN Dl xco n] iterz..(£) [/1_. c—0 ]N'

(3.14)

We can satisfy the premise with any kind of mutation, e.g., the fetch-and-add of (3.13).

Unfortunately, the entailment (3.14) cannot be proved. Consider the step case n > 0.
We can perform the mutation f(¢) using the premise [ N ] f) [)L_. T] n- We can
also perform the decrement c¢ « !c — 1 by updating the given points-to token ¢ + n. The
problem occurs when we access the tail list !(£ + 1):

[ ilistV @ {’] 1(£+1) [/10. 3¢ € Locst.o=1¢". »( ilistV @ ') ]N (3.15)

We have the later modality » on the tail list ilist" @ ¢, due to the later modality »
in the access rule THOARE-1INV and the non-timelessness of the assertion ilist" @ t,
. . . . N . .
stemming from the non-timelessness of invariants [—]" . Because we are working in
the total Hoare triple, we never have the chance to strip off this later modality », unlike
in the partial Hoare triple (recall the discussions in § 1.4). This later modality > blocks
us from verifying the recursive call iters.(!(¢ + 1)), because we need to obtain the
later-free ilist’ & ¢’.
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3.3.3 Solution: Nola’s Later-Free Invariants

Using Nola’s invariants, we can provide the later-free access rule THOARE-INV and thus
prove a later-free version of (3.14), making the verification work smoothly.

Here we present our solution in a high-level manner. See § 8.3 for how verification
goes in our Coq mechanization of Nola.

First Step: Determine the Syntax nProp For that, we first determine the syntactic
data type nProp. We should consider what propositions we want to store into Nola’s
invariants. For example, informally, the following fragment of Iris propositions can be
sufficient to describe the desired assertions:

P,Q := Ya€ AP, | 3acAP, | PAQ|PVQ|P->0Q| ¢
| PxQ | P+Q | OP | EBP|»P
e o | [P | ilistN @ ¢

One can also add other logical connectives one wishes to use. (There is a limitation,
which we discuss in §3.4.2.) In particular, we can freely add tokens like the points-to

token £ 5 v and N.
We express the above fragment formally as the following data type nProp for syn-
tactic logic formulas:

nProp> P, = V49 | 348 | Pand@ | PorQ | P>Q | ¢
| PxQ | P-xQ | persP | bupdP | I>P (3.16)
q
| £1> 0 | inVN P | ilistN ¢
To distinguish from Iris propositions, we use the typewriter fonts for the syntactic
propositions in nProp. For the universal and existential quantifiers V4 ¢, 34 ¢, we use
higher-order abstract syntax (HOAS), where A is the domain set of the quantification

and ¢ is a function A — nProp. For the universe consistency, the set A here should be
taken from a universe that does not include nProp.”

Second Step: Build the Semantics [ ] Now that we have decided the data type
nProp (3.16), we can add the resource algebra INV ,p,op to the component cameras of the
Iris propositions iProp (and take the ghost name yiyy by winv-arLoc). This provides
the invariant token inv" P € iProp for P € nProp.

Now we can construct the interpretation [ |: nProp — iProp by straightforward
structural induction, interpreting each constructor of nProp as its intended meaning as
Iris propositions:

[Va$] 2 Vae A [#4] [34¢] £ Fac A [é4]
[Pand@] = [P]Af@]  [Por@] = [P]v]e] [P->q] = [P]-[q]
[¢] = ¢
[Pxq] = [P]«[@] [P-+@] = [P]=[q]  [persP] = O[P]
[bupdP] 2 E[P] [>P] £ »[P]

q
[€ 1> o] £ 5o

7 This means that we cannot handle impredicative quantifiers like ¥V P € nProp in this way. We discuss
this problem in §3.4.2.
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[invVP] 2 invNP (3.17)
[ilistN ¢ ¢] £ inVN(8 ) « invM (3¢ (£+1) 1> ¢ x ilistN 6 ¢)  (3.18)

The invariant constructor inv™ P of nProp is interpreted as the invariant token
invV P (3.17). The token depends only on the syntactic proposition P € nProp, not its
interpretation [P] € iProp. Remarkably, we can freely nest the invariant constructor
invNP, i.e., attain nested invariants.

The infinite singly linked list constructor ilist”V & ¢ is interpreted as a proposition
(3.18) that is analogous to (3.12) but uses Nola’s invariant token inv" P instead of Iris’s

N. Here, we introduced the shorthand 3a. P, £ 3(Aa.P,) and ¢ 1> v £ ¢ |—1> 0.
Note that the right-hand side of (3.18) does not contain a recursive call of [ ]. Al-
though the tail list i1list™ & ¢’ ‘recursively’ occurs in the right-hand side, it is referred
to just as a syntactic formula, not as its semantics [ilist"N & ¢']. In a sense, the ‘recur-
sive’ occurrence of ilist” is guarded by the invariant connective inv/.
Also note that the infinite list assertion ilist" & ¢ € nProp thus interpreted can

be regarded as an example of unboundedly nested invariants (or even infinitely nested).

Final Step: Verify with Nola’s Invariants Now that we have the semantics [ |:
nProp — iProp, we can instantiate the world satisfaction Winv [ | of Nola’s invariant
mechanism with the above-given interpretation [ ]: nProp — iProp.

Now we can verify the termination of the iterative mutation iters . (¢) (3.8) without
any difficulty. The following total Hoare triple entailment holds for any natural number

neN:
Winv [ |

N
[[ilistN @ ¢] =« c>n ] iterpo(£) [A_.c— 0]

ve. [invV(s0) | f(o) [2_.T]

Winv[ ] (3.19)

N

The proof of (3.19) simply goes by induction over n € N. The key to success is that we
can prove the following assertion for accessing the tail list at !(£ + 1), using THOARE-
LOAD and THOARE-INV:

Winv [ ]

[[ilist™ & ¢] ] 1(e+1) [Ao. 3¢ € Locst.o=¢". [ilist & ¢]]

(3.20)

Unlike (3.15), we do not suffer from the later modality > on the tail list [ilist™ & ¢'],
thanks to the later-free access rule THOARE-INV.

We can satisfy the premise of (3.19) with any kind of mutation. For example, we
can consider the fetch-and-add like (3.13):

Winv[ ]

[invN(EIn.t’ 1> 3n) | faa¢3 [A_.T]N

Note that we can construct infinite singly linked lists i1ist”™ & ¢ from cyclic ref-
erences, for example:

inN(80) « (t+1) > Y™ [i1istN ¢ 7]
inVN(80) « (L+1) > « iV (B 0) « (+1) >t Een ™ [i1istN ¢ ¢

We can prove them using the recursive allocation rule inv-aLLoC-REC. Also, we can
add an element to an infinite singly linked list:

invN(80) « (£+1) > ¢ « [ilistV ¢ ] EV™I] [i1istV 5 4]
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Based on the termination of iters () (3.19), we can easily verify the termination
of the other functions we considered. First, we can verify the termination of the un-
bounded iterative mutation by the function iter;}d () (3.9):

ve. [invN(g o) ] f(o) [A_'T]\li//inv[[]] »
[[[ilistN(I)f]]] iter;}d([) [A_.T]\xim/“ .

To prove this, we just combine (3.19) with THoARE-ALLOC the following rule for taking
a non-deterministic natural number:

[T] ndnat [)w. dneN. ov=n ]Q THOARE-NDNAT

We can also verify the termination of concurrent iterative mutation by the function
iterforksy,/ »() (3.10), proving the following for any natural number m € N:

ve. [inN(80)] fe) [A_.T]X“,i“” o
. 3.22
[[ilistN @ €] = ¢/ > m ] iterforksp e () [A_. T \)t//'m'“

The proof goes by induction on m € N, using (3.21) and the following rule for forking
a thread (similar to THOARE-FORK in § 1.2.3):

[Ple[A_T]g
[P] fork{e} [/1_.T]8

THOARE-FORK

Finally, we can verify the termination of concurrent iterative mutation among an
unbounded number of threads by the function iterforks}d[() (3.11):

ve. [invV(s0) | f(o) [A_.Tm“”“
[ [ilistN @ ] | iterforks () [A_. 7] W™

The proof goes by combining (3.22) with THOARE-ALLOC and THOARE-NDNAT.

3.4 Paradoxes and Expressivity

As we have seen, Nola’s later-free invariant mechanism is parameterized by nProp, the
syntactic data type of propositions that can be stored into invariants, and its semantics
[ |: nProp — iProp. By enriching nProp and [ |, we can express more Iris proposi-
tions in nProp and get the power to store them in Nola’s invariants. Still, the fact that
the data type nProp and its interpretation [ | are well-defined imposes a limitation on
what can be expressed in nProp. On the other hand, that limitation naturally protects
the later-free invariant mechanism from paradoxes. This section clarifies the limit of
nProp’s expressivity by discussing the paradoxes of later-free invariants (§ 3.4.1) and
the definability of the interpretation [ ] (§ 3.4.2).

3.4.1 Paradoxes of Later-Free Invariants

Old Paradox There is a known paradox of later-free invariants by Krebbers et al.
(20174, §5).

They assume an invariant connective |P| € iProp (P € iProp) that is persistent and
supports the following later-free rules for allocation and access:

P FBg (P *R
P FB&. IINV-ALLOC Q ) IINV-ACC-NOLATER

[P+ Q0 EB. R
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Here they assume two types of masks, empty & and full .° For the fancy update B¢,
they assume the following rules:

PEQ
_ PE BgP BgBEegP = BgP
BeP F BsQ © ©Te © (3.23)

(BeP)*xQ F Bg(PxQ) BysP F B,P
They also assume two tokens {s}",{Fi¥ € iProp satisfying the following rules:
FEBg Jy. sV s-NEW isiY EBg F)Y s-B-F
S Y E L sl [ FE «F) r-pup

Intuitively, the token {S}" exclusively asserts that y is at the ‘start’ state and the token
'F1¥ non-exclusively asserts thaty is at the ‘finished’ state. The state is initially set to the
start state (s-NEw) and can change to the finished state (s-E--r). The state and finished
states do not co-exist (s-F-L). A witness of the finished state can be duplicated (r-pDUP).
Under these assumptions, they prove the following, introducing the falsehood L
under the fancy update &,:
FB.Ll.

This contradicts the adequacy of the fancy update modality Theorem 3.4.
To prove this, they constructed the following invariant:

(s v (IF) = Obig") | where

big? £ 3IP e iProp. O(P L) » |5} v ([F' = OP) |

Unfortunately, this invariant is quite involved. The proposition stored in the invariant
contains an impredicative existential quantifier 3P € iProp, a fancy update modality
=, and an invariant connective E] We argue that the real source of the contradiction
is unclear from this paradox.

New Paradox Remarkably, we can significantly simplify the above paradox. We just
construct the following invariant:

sV voe,.L|

Now the real source of the contradiction is pretty clear: the fancy update modality E.,
stored inside the invariant.
We clarify the statement of our new paradox.

Theorem 3.9 (New Paradox of Later-Free Invariants). Assume that there is a fancy
update modality &g P (& € {2, o}, P € iProp) satisfying the rules of (3.23). Also, assume
that there are two tokens{s}?,iF¥ € iProp satisfying s-NEw, s-5-F, s-F- L and

{F1¥ is persistent F-PERSIST
We define the bad proposition bad” € iProp as follows:
bad¥ £ sV v OB,.L

Finally, assume that an invariant connective € iProp for the bad proposition satis-
fying the following rules:

bad” | is persistent I1INVBAD-PERSIST bad" F &, |bad’| 1Nv-ALLOC’-BAD

8 This amounts to fixing the invariant’s namespace N to the universal namespace InvName and inter-
preting the full mask e as the universal namespace InvName.
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bad" * Q F B4 (bad” * R)
bad’] = 0 = 5. R

Then we can prove the following:

IINV-ACC-NOLATER-BAD

FB. L.

Notably, the invariant connective that the paradox uses is limited to for the
‘bad’ proposition bad” = s v 0O E, 1, which just contains the fancy update E,.
Compared to the original paradox, we slightly strengthen the assumption about the
token [F}", assuming that it is persistent F-PERSIST, not just duplicable r-puP.

High-Level Idea of the New Paradox At the high level, the paradox is analogous
to the following variant of Landin’s knot Code 1.4 (§ 1.4):

let rbad : ref (option (unit -> bot)) = ref None in
rbad := Some (fun _ -> unwrap (!rbad) ());
unwrap (!rbad) ()

Code 3.1: Landin’s knot with ref (option (unit -> bot))

This program Code 3.1 employs a higher-order shared mutable reference rbad : ref
(option (unit -> bot)). Its body type is option (unit -> bot), whose element
is either None or Some f for a closure f : unit -> bot, whose execution is provably
non-terminating due to the empty type bot. The function unwrap unwraps Some a into
a, throwing an exception for None.

The program Code 3.1 goes as follows. First, the reference rbad is created with
the initial value None. Then the value stored in rbad is updated into Some (fun _
-> unwrap (!rbad) ()). This is well-typed, because unwrap (!rbad) has the type
unit -> bot. Finally, we call unwrap (!rbad) (), which causes an infinite loop. This
program is provably non-terminating (by checking that all unwraps succeed), because
the return type of this program is the empty type bot.

Let us connect the paradox to this variant of Landin’s knot Code 3.1. Roughly speak-
ing, the shared invariant connective [—] corresponds to the shared mutable reference
type ref, the fancy update modality &, corresponds to the closure type ->, and the
contradiction L corresponds to the empty type bot. The first{s}" and second disjuncts
0 B L of the bad proposition bad? respectively correspond to None and Some f for
a divergent closure f : unit -> bot. At the high level, the contradiction O &, L is
caused by an infinite loop of logical reasoning, caused by the transitivity of the fancy
update ..

Proof of the New Paradox With this high-level idea in mind, we can prove this new
paradox.

Proof of Theorem 3.9. First, combining s-NEw and 1INV-ALLOC’-BAD, we can prove the
following for creating the invariant for the bad proposition bad!:

E B. (3y. [bad"]) (3.24)

Assuming the invariant , a witness of the finished state [F}" causes a contra-
diction under the fancy update:

«[FY FB,. L (3.25)
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To prove (3.25), we first modify the right-hand side into &+ = L by the transitivity
of the fancy update .. Then we get access to the content bad” with the later-free
invariant access rule IINV-ACC-NOLATER-BAD, turning the goal into the following:

bad” = [F}¥ E By (bad” = B, L1).

We branch on the disjunction bad” £ {s}¥ v O B, L. The first disjunct{s}” is immedi-
ately rejected by s-r- L, thanks to the finished-state witness{F:". For the second disjunct
O B. L, we introduce the empty-mask fancy update 4 and prove the following:

OBeL F bad’ « B4 L (3.26)

Note that the premise O, L is persistent. The first conjunct bad” is constructed by
choosing its second disjunct. The second conjunct &, L follows by eliminating the
persistence modality O ((-ELiv, § 2.1.1).

By the persistence of and {F}", we can introduce the persistence modality O
to the conclusion of (3.25) (PERSIST-[J-INTRO, § 2.1.1):

« T E OB, L (3.27)

Then we can prove a contradiction only assuming the invariant :

FE. L (3.28)

To prove (3.28), again we first modify the right-hand side into &, B, L by the fancy
update’s transitivity. We also modify the left-hand side into # by the per-
sistence and get access to the content bad” with the invariant access rule 1nv-acc-
NOLATER-BAD, turning the goal into the following:

bad" * [bad’] F B, (bad” * B, 1).

Again we branch on the disjunction bad” £ {s}¥ v 0O, L. For the second disjunct
0 B L, the proof is finished by (3.26). For the first disjunctis}?, we first turn this start-
state token into the finished-state witness {[F}’ by s-=-F with an empty-mask fancy
update 5 4. Then out of bad" and [F}¥, we get 0, L by (3.27), which finishes the
proof.

Finally, we can prove the desired contradiction

FBe L
simply by combining (3.24) and (3.28). O

Note that the transitivity of the fancy update &, is the key to this paradox. Iris’s
later-requiring invariant mechanism avoids this paradox because the fancy update un-
der the later modality » &, is not transitive.

3.4.2 Expressivity

The fact that the data type for syntactic propositions nProp and its semantic interpreta-
tion [ ]: nProp — iProp are ‘well-defined’ imposes a limitation on what can be expressed
in nProp. At the same time, that limitation naturally avoids the paradoxes of later-free
invariants like Theorem 3.9 we discussed in § 3.4.1. Our general observation is as fol-
lows: the soundness of Nola-style sharing is ensured by the absence of circularity in
the definitions of nProp and [ ].
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General design of nProp From the perspective of Nola’s invariant, the naive later-
free invariant of THOARE-IINV-NAIVE (§ 1.4) amounts to setting nProp = iProp and
[] = AP. P. But unfortunately, setting nProp = iProp indeed causes circularity because
iProp directly depends on nProp.

On the other hand, we can set nProp anything as long as no circularity occurs.
Sometimes nProp can contain quite semantic components. We already saw that any
pure proposition ¢ € Prop can be added to nProp (3.16). We can go further. For example,
suppose we have a certain basic state State®, consisting of the heap memory state Loc iy
Val etc. Then we can add to nProp any basic SL propositions P* € State* — Prop, i.e.,
predicates over the basic state State®. If the actual global state State for iProp is, say, the
product State® X INv nProp of the basic state and the state for Nola’s invariant, we can
naturally interpret basic SL propositions by [P*] = A(s,_). P*s.

How the Paradox Is Avoided First, let us discuss how the paradox Theorem 3.9 we
showed in § 3.4.2 is avoided by the Nola framework. In order to attain the counterpart
of the bad proposition invariant in Nola, the data type nProp should contain a
bad proposition bad¥ to nProp, which is interpreted [bad’] € iProp as follows:

[bad'] = 5 voeyiil (3.29)

We can define o as the universal set InvName. By creating an invariant inv" bad? €
iProp, we could prove the contradiction = i [,

But fortunately, it is impossible to define the semantic interpretation [ |: nProp —
iProp so that [bad’] is interpreted as above (3.29). The right-hand side of (3.29) con-
tains the extended fancy update iy [ ﬂ, or more specifically Nola’s world satisfaction
Wiinv [ ]. This depends on the interpretation [ |: nProp — iProp over the whole set of
propositions nProp, which includes even the left-hand side itself [bad"]. Because this
introduces a malignant cyclic definition, the equation (3.29) makes the interpretation

[ ] ill-defined.

Fancy Update More specifically, the syntactic data type nProp of propositions cannot
express the extended fancy update modality 852/,"“\/ [ employed for Nola’s invariants.
This is because the modality directly contains Nola’s world satisfaction Wiinv [ ], which
depends on the global interpretation [ ].” If the data type nProp should have a fancy

update constructor gfupdg P interpreted as
[efupdg P] 25 g ¥m Il p], (3.30)

then the interpretation [ ]| would become ill-defined, because the right-hand side de-
pends on [ ], which includes the left-hand side [ gfupdg P].

Hoare Triples For the same reason, nProp cannot express the new Hoare triples
{P}e {‘I/}\gmv ! ]], [P]e [Y/]\gmv [T yith Nola’s world satisfaction Wiinv [ ], which in-
ternally use the extended fancy update SFS\SWH. The constructors phoareg P e ¥
and thoareg P e ¥ € nProp intepreted as follows would make the interpretation [ |
ill-defined:

[hoareg Pe #] 2, {[P]}e{Ao.[#o]}y ™"

® Note that nProp can express the basic update modality E> or the original fancy update g g/ for Iris’s
invariants without any difficulty.
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[thoareg Pe ¥] £, [[P]]e[Ao.[¥ v]]]\gim“.

Notably, the paradox of Landin’s knot (1.17) (§ 1.4) is avoided because the total Hoare
triple cannot be directly expressed in nProp.

Impredicative Quantifiers Also, the syntactic data type nProp of propositions can-
not generally express impredicative quantifiers such as 3X € nProp. Px. For example,
suppose that nProp includes a formula 3X. X -> 1 interpreted as follows:

[3x.x->1] £, 3X e nProp. [X]~ L. (3.31)

Unfortunately, this breaks the well-definedness of [ |, because the right-hand side con-
tains the interpretation [X] of any syntactic propositions X € nProp whatsoever, which
includes the left-hand side [3 X. -X].

We believe that this limitation is fundamental for avoiding paradoxes. A later-free
version of named propositions, another mechanism for storing a proposition (Dodds
et al,, 2016), causes a paradox leading to F B> L, if the named proposition connec-
tive allows an impredicative quantifier to be stored (Jung et al,, 2018b, §3.3). Also,
Nola’s world satisfaction Winv [ ] is constructed by an impredicative quantifier over I:
InvName 2 nProp (see (3.7), §3.2.3 for details):

Winv[] £ 3I. - % 3k (([[Il]]* v )
t€dom I
Generally allowing impredicative quantifiers in nProp would allow constructing the
world satisfaction Winv [ | in nProp, which would lead to our paradox Theorem 3.9
(§3.4.1).

Still, an impredicative quantifier is problematic only when the body of the quantifier
refers to the semantics of the proposition bound by the quantifier. If the body refers only
to the syntactic data of the bounded proposition, then the quantifier can be safely added
to nProp. For example, it is safe to have a constructor 3X. inv X € nProp interpreted
as follows:

[Ax.invMX] £ 3X € nProp. invV X.
This is because the invariant connective inv" X refers only to the syntactic data of
the shared proposition X. In other words, the invariant connective inv" guards the
occurrence of X. Recall the infinite list assertion ilist” é £ in § 3.3.3, where the guard
by inv" made the equation for the interpretation [ilist”] (3.18) not recursive with
respect to [ ].

Later Modality Recovers All Actually, we can recover the fancy update modality
and impredicative quantifiers in general under the guard of the later modality ».

For example, we can safely add to nProp alogical connective I> gfupdg, P, the com-
posite of the later modality 1> and the fancy update modality gfupdg P, interpreted
as follows: _

[> gfupdg P] 2 o oo™l [p] (3.32)

The equation (3.32) is a valid definition, unlike the interpretation of the fancy update
[&fupdg P] (3.30). This is because the occurrence of the global interpretation [ | in
(3.32) is guarded by the later modality », which is a contractive mapping (recall Theo-
rem 2.1, § 2.1.2).

Similarly, we can also safely add the constructor > phoareg P e ¢ for the partial
Hoare triple under the later modality, interpreted as follows:

Winv [

[1> phoareg Pe ¥] £ >{[[Pﬂ}e{/10-[[5’70]]}3
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This is indeed useful, because the later modality on the partial Hoare triple can be
stripped off during execution (recall STEP-PHOARE, § 1.4).

We can safely add the constructor I> thoareg P e ¢ for the total Hoare triple under
the later modality as well, but it is less useful because we have no chance to strip off
the later modality in verifying total Hoare triples (recall discussions in § 1.4).

We can also support general impredicative quantifiers under the later modality. For
example, we can safely add the constructor 1> 3X. X -> 1, interpreted as follows:

A

[>3x.Xx->1] = »3Xe€nProp. [X]- L.

This is valid unlike (3.31), thanks to the guard of the later modality > on the reference
to the interpretation [X].

Nola’s invariant mechanism arguably subsumes Iris’s invariant mechanism in ex-
pressivity, because the data type nProp can effectively express any kind of Iris proposi-
tions » P under the later modality ». While Iris’s invariant mechanism unconditionally
puts the later modality » to all propositions, Nola’s invariant mechanism calls for the
later modality only on ‘problematic’ propositions, such as the fancy update modality and
impredicative quantifiers, which can lead to paradoxes without the later modality.

Another Workaround: Stratification We can also share propositions like the total
Hoare triple by stratifying the separation logic propositions. Such stratification has
long been known (Ahmed et al., 2002).

For example, we can consider two representations of separation logic propositions,
nProp, and nProp,, and let nProp, contain the total Hoare triple thoare® P e ¥ that
supports invariants on nProp,, (but not nProp,). We can enjoy invariants on both nProp,
and nProp; by adding both INv nProp, and INvV nProp; to the global camera G. The
interpretations can be constructed without circularity by constructing [ ]1: nProp, —
iProp after constructing [ Jo: nProp, — iProp:

[thoare’ Pe ¥]; = [[P]i]e[[¥]:] Winv [ Jo

This avoids the paradox of Landin’s knot (1.17) (§ 1.4), because the total Hoare triple
thoare’ P e ¥ in the higher-order invariant over nProp, can access only invariants
over nProp, and not the higher-order invariant itself.

We can naturally consider more levels of stratification to achieve more expressivity.
Nola’s parameterization over nProp and [ | allows for such stratification in general. We
revisit this technique later in § 5.2 for semantically modeling and verifying a stratified
type system § 5.1.
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Chapter 4

Semantic Alteration by Derivability

Bl

The soft can overcome the hard

The Three Strategies

Chapter 4 presents a novel, general technique for semantic alteration of the content
propositions of the logical connectives for propositional sharing (§ 4.1). The key idea
is to parameterize the semantics of propositions [ |: nProp — iProp with an undecided
derivability predicate § to be used for semantic alteration (§ 4.2). Unlike a traditional
approach where such a derivability predicate § should be syntactically constructed up-
front, we have found a general construction of the well-behaved derivability predicate
that one can obtain for free once one builds the parameterized semantics of judgments
(§4.3). Going further, we also present an advanced model of the invariant that allows
even the merger of invariants (§ 4.4).

This chapter focuses on the invariant mechanism presented in § 3.2.2. The applica-
tion of the derivability technique to the borrow machinery is later discussed in § 6.4.

4.1 Goal: Semantic Alteration

The direct model of the invariant connective inv"V P considered so far ((3.17), § 3.3.3)
[in¥P] £ invNP (4.1)

is not satisfactory because the inner formula P cannot be modified in a semantic way.

Examples For a simple example, we expect the following equality to hold
[inv¥(Px Q)] = [inv¥(@ % P)] (4.2)

because the separating conjunction is commutative. But this does not hold for the naive
model (4.1) because the ghost state of Nola’s invariant uses ‘syntactic’ agreement over
nProp, agnostic of its semantics [ |.

We also expect the following entailment to hold

[invN(P x )] E [invV P] (4.3)

because P is a ‘part’ of the situation described by P * §.
We also want semantic alteration to work for nested connectives. For example, we
expect the following equality to hold

[[invN/ inN (PxQ)] = [[invN’ invN(Q * P)J (4.4)

by applying (4.2) to the inner invariant.
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Naive Model How can we support such semantic alteration of the content of an in-
variant? Naively, we want to define the interpretation of the invariant inv" P as fol-
lows:

[inv¥P] 2, 3Fgsto([q] = ([P] = ([P]=[a]))). invNa (4.5)

We existentially quantify the actual syntactic proposition § € nProp used for the inner
syntactic agreement of the invariant. Also, we assert the relationship between the ex-
posed proposition P € nProp and the inner proposition Q. To express the fact that P is
a ‘part’ of @ (recall (4.3)), we use a semantic conversion

[@] = ([P] * ([P] —[@Q])). (4.6)

which splits [@] into [P] and the rest that turns back into [Q]] when combined with
[P]. We put the semantic conversion under the persitence modality O because we want
the proposition [inv" P] to be persistent:

[invY P] is persistent

Note that we consider the separating implication (4.6) under the persistence modality
O instead of the entailment

[@] = [P] = ([P]=[aD

to allow the semantic conversion to dependent on resources.'

If the naive model of (4.5) should work, it would support the expected properties
such as (4.2), (4.3) and (4.4).

But unfortunately, this model does not work as a definition of the interpretation
function [ ]. This is because it has an ill-formed recursive call [Q], where Q is not
necessarily structurally smaller than inv" P. We want to find a good substitute for the
semantic conversion (4.6) that can be used to define the interpretation of the invariant
[inv" P] without causing an invalid recursive call.

4.2 First Step: Parameterization by Derivability

Parameterization by Derivability As the first step, we parameterize our proposi-
tion interpretation [ ]: nProp — iProp by a derivability predicate §: Judg — iProp that
expresses the semantic conversion, where the syntactic data type for judgments Judg
here has the following form:

Judg>J == P»Q (4.7)

A judgment P » @ means that the proposition @ € nProp is semantically a part of the
proposition P € nProp.

The new proposition semantics [ [s: nProp — iProp parameterized with the deriv-
ability predicate § is defined like the following:

[e1>0]s & -0 [P*qls £ [P]s=*[Qs

1 For an interesting example of the power of resource-dependent semantic conversion, we can consider
the following semantic alteration on the borrower connective bor later introduced in § 6.3.2: 2 * S £
# [invN (bor* P)] E [inv/¥ (bor” P)]. This modifies the lifetime of the borrower from o to 3 under

the mutual lifetime inclusion £ between o and .

Also, resource-dependent semantic conversion is the key to the advanced model of the invariant con-
nective (4.21) we present later in § 4.4.
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[[invNP]]5 2 3Qst.08(@oP). imNg (4.8)

A basic token like the points-to token ¢ 1= v simply ignores §. A basic connective
like the separating conjunction * is defined by inheriting § to its subformulas. The
derivability predicate § is used only by the interpretation of the invariant connective
[invN P]s. Unlike (4.5), this new model of the invariant (4.8) uses § (@ % P) for the
semantic conversion, which does not cause an invalid recursive call of [ ]. As a result,
this gives a totally valid definition of the proposition interpretation [ ].

After defining the parameterized proposition interpretation [ |s: nProp — iProp,
we can define the judgment interpretation [ [§: Judg — iProp, again parameterized over
the derivability predicate §: nProp — iProp, as follows:*

[P»Q]f = [Pls ~ ([Q]s* ([Q]s— [P]s) ). (4.9)

Sound Derivability We say a derivability predicate § is sound if it satisfies, for any
P,Q € nProp,
5(Q»P) F [@»P[;.

Suppose we have a derivability predicate §: nProp — iProp that is sound. Then the
enriched invariant [inv" P]s satisfies

[invVPls £ 3@ st.O([@]s = ([P]s* ([P]s = [Q]s))). invV Q.

Combining this and inv-acc, we can derive the following proof rule for accessing an
enriched invariant, setting [ ]| £ [ Jder:

[P] « 0 Ey™ll ([p] « R)

[invNP] + Q F E%iﬁg“ R

inv-acc

Or more generally, we have the following rule like inv-acc-cHh:

[invMP] E Né\gim’“ ([[P] x ([P] @9%"“'“ T)) inv-acc-cH

Generalization We generalize this situation. We build a data type for judgments
Judg. A derivability predicate § is any Iris predicate §: Judg — iProp. We can build the
parameterized judgment interpretation [ |*: (Judg — iProp) — (Judg — iProp), the
interpretation of judgments Judg parameterized over the derivability predicate Judg —
iProp. We say a derivability predicate § is sound if it satisfies, for any judgment J € Judg,

57 E [JI.

Challenge: Build a Useful Sound Derivability The next challenge is to build a
sound derivability predicate der: nProp — iProp that is ‘useful’.

The idealistic situation would be that der is exactly the fixed point of the parame-
terized judgment interpretation [ |*: (Judg — iProp) — (Judg — iProp):

derg £ [J]3.. (4.10)

Unfortunately, this is not possible in general because the occurrence of der in [ J_ is
neither monotone nor guarded. If der were to satisfy (4.10), the proposition interpre-
tation [ ]ger would satisfy the desirable equation (4.5). So we want a derivability pred-
icate der that, roughly speaking, under-approximates the expected semantics AJ. [J]§
as tightly as possible.

2 For a more radical approach, we can also set Judg to nProp itself, setting [ I3 £ []s, and use & (P -

(Q = (Q - P))) instead of § (P » Q) in (4.8).
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In a traditional approach, a ‘useful’ derivability predicate der should be syntacti-
cally constructed, considering all the wanted proof rules upfront. But that is not quite
acceptable. We want to get a useful derivability predicate der for free once we define
the judgment semantics [ |*: (Judg — iProp) — (Judg — iProp). How can we attain
this goal?

First Attempt: Universal Quantification As the first attempt, we can define the
derivability predicate der as follows:

derg £ V. [J]3 (4.11)

Because we do not know ¢ in advance when we define der, we universally quantify a
derivability predicate 6 for the semantics [J]7. By definition, this derivability predicate
der is always sound.

The der defined as (4.11) already behaves quite nicely. It supports semantic alter-
ation like (4.2) and (4.3) for [ ] der, namely:

[invN (P * @)Jder = [InVV(@ * P)aer  [inVY(P * @)]der F [inV" Pllger-
This is because der thus defined satisfies the transitivity
der (P » Q) * der (@ » R) F der (P » R).
and because semantic judgments like the following hold for any é:
F [(P*Q) = (Q*P)]; = [(P* Q) » PJ} (4.12)

The remaining problem is that we cannot use this definition of der to prove semantic
alteration on nested connective like (4.4). This is because alteration on invariants like
[invN(P * Q)]s = [inv™(Q * P)]s does not hold for any derivability predicates &:
Judg — iProp whatsoever. We should update the definition of der (4.11) so that we
appropriately restrict the range of the universally quantified derivability predicate 6.

4.3 Our Key Achievement: General Derivability Construction

General Derivability Construction Remarkably, we have found a novel general
way to construct a well-behaved derivability predicate der, regardless of the choice of
the judgment data type Judg and its interpretation [ ]*. Our construction is as follows.

Definition 4.1 (General Derivability Construction). Given the judgment data type
Judg and its parameterized interpretation [ |*: (Judg — iProp) — (Judg — iProp),
we define the evolution relation between derivability predicates ~~: (Judg — iProp) X
(Judg — iProp) — iProp, the set of good derivability predicates Deriv C (Judg —
iProp), and the best derivability predicate der: Judg — iProp as follows:

§~8 2 O(VJ.8T- (UL AdT)) (4.13)
§€Deriv £, VJ.(V&€Derivst.§~&. [J]}) E §J (4.14)
derJ £, V&€ Derivs.t. der ~ 8. [J]} (4.15)

The domain of universal quantification in der (4.15) is restricted to the set of good
derivability predicates Deriv, improving on the previous definition (4.11). Again, the
idealistic situation would be that Deriv is the singleton set {der}, but generally we
cannot do so before we define der. Instead, we define Deriv as a set of derivability
predicates that behave pretty like der.
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In the definition of der (4.15), the universally quantified derivability predicate & is
associated with der using an evolution relation der ~» §. The definition of Deriv (4.14)
also follows this pattern. The evolution relation § ~» §’ (4.13) persistently asserts that
the former & can be transformed into the judgment semantics by the latter &, [J]3,,
and also into the latter ¢ itself.

A key trick is to use the least fixed point éy for defining both Deriv (4.14) and der
(4.15), carefully designing their definitions so that their self-reference is monotone, i.e.,
in a positive position. In the definition of der (4.15), it is crucial that the ‘association’
der ~» § between the universal quantified derivability predicate § and der is antitone
in der. Also, the definition of Deriv (4.14) should use the entailment F instead of the
equality = for the monotonicity of the self-reference to Deriv.

General Properties The set of good derivability predicates Deriv is designed so that
it contains the best derivability predicate der:
Lemma 4.2. der € Deriv.

Proof. Clear by definition. O

And importantly, we have designed the best derivability predicate der so that it is
sound, extending the idea of (4.11). The proof is a bit tricky, using strong induction.

Theorem 4.3 (Soundness of der). The best derivability predicate der is sound, that is,
der J F [J]3,, holds for any J € Judg.

Proof. By strong induction on the least fixed point structure =, of der (4.15), the goal
der J & [J]7,, reduces to the following:

(vae Deriv. ((AJ. [J]%, A derJ) ~ &) - [[J]]E) F [

First, we instantiate § in the right-hand side with der, using der € Deriv Lemma 4.2.
Then it suffices to supply the premise (1J. [J]7_ A der J) of the separating implication,
which holds by definition. O

We have the following useful proof rules for proving a derivability § J for a good
derivability predicate § € Deriv.

Lemma 4.4 (Utilities for Deriv). We have the following rules:

(V6 € Deriv. [J]§) E V&€ Deriv. §J DERIV-INTRO
(V6 € Deriv. [J']5 = [J]5) E V&€ Deriv. 5J + §J DERIV-MAP
(V6 € Deriv. [J]5[J']5=[J]5) & V&€ Deriv. 6J «8J" ~5J DERIV-MAP,
Proof. DERIV-INTRO holds by the definition of Deriv.
To prove DERIV-MAP, we first apply the universally quantified entailment of Deriv

to § J on the right-hand side, introducing 6’ € Deriv. We also instantiate the universal
quantifier of the left-hand side with §’. Now the goal is reduced to the following:

(1715 = [J]5) = (6~ 8) E 85" = [J].
To prove the right-hand side, we use the premise § ~ §” to turn § J into [J]%, and then

apply the first conjunct to [J]%, to get the goal [J']7,.
The proof of DERIV-MAP, is similar to that of DERIV-MAP. O
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Examples For the judgment data type Judg of (4.7) and the judgment semantics [ ]*
of (4.9) we have specifically considered, we can derive the reflexivity (4.16) and tran-
sitivity (4.17) of any derivability predicate § € Deriv, by applying DERIV-INTRO and
DERIV-MAP; respectively:

E 6(P»P) (4.16)
6(P»Q) * 5(QoR) F 6§(PxnR) (4.17)

Thanks to the reflexivity (4.16), we can turn a direct invariant token inv/ P into the
enriched invariant [invY P]s for any § € Deriv:

invV P E [invV P]s
Combining this with inv-arLoc, we get the following rule for any § € Deriv:
[Pls F 92,““”” Js [invNP]s inv-aLLoc

Thanks to the transitivity (4.17), we can alter the content proposition of the enriched
invariant according to a derivability (P » Q) for any é € Deriv:

08(P»Q) * [invVP]s E [invNQ]s inv-aLTER

Applying DERIV-INTRO to the derivability § (P » @) in the premise of inv-ALTER, we
get the following strategy for proving a semantic alteration of an invariant:

0(V8 € Deriv. [J]5) = [inv™P]s F [inv™ @]s (4.18)

Using (4.18), we can prove semantic alteration like (4.2) and (4.3) for the semantics [ |5
on any § € Deriv, thanks to the semantic judgments (4.12):

[invV (P * Q)]s = [invN(@ % P)]s (4.19)
[inv¥(Px Q)]s E [inv/ P]s

Now, unlike the simpler model of (4.11), we have also achieved the power to prove
semantic alteration for nested invariants like (4.4) on any & € Deriv:

[[invN’ inN (P* Q)]s = [[invN, invN (@ * P)]s (4.20)

To prove (4.20), we apply (4.18) and derive from (4.19) the following semantic judgment
for any § € Deriv:

E [invV (P x Q) » invV (@ *P)]]g
Here, the key is to keep the universal quantification over good derivability predicates

d € Deriv in (4.19).

Inductive Semantic Alteration Our approach to semantic alteration works also for
recursive propositions. Recall the infinite singly linked list proposition ilist" & ¢
introduced in § 3.3.3. First, we update the interpretation of this proposition as follows,
modifying (3.18):

[ilistN ¢ ¢]s 2  [invN(8 )]s = [invN (3£, (6+1) 1> ¢ % ilistV ¢ £)]s.

We can semantically alter the content predicate of this proposition according to a deriv-
ability for any § € Deriv, just like inv-ALTER:

O(Ve. S(8e00e) « 5(Fe0d¢f)) * [ilistN & ¢]s F [ilistN o ¢]s
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ilist-ALTER

The proof goes by induction over the least fixed point structure éy of the set Deriv (4.14)
(Definition 4.1).

To facilitate such induction, we can use the technique of parameterized induction,
the dual of better-known parameterized coinduction (Winskel, 1989; Moss, 2001; Hur
et al., 2013).

Definition 4.5 (Parameterized Deriv). Given the judgment data type Judg and its pa-
rameterized interpretation [ [|[*: (Judg — iProp) — (Judg — iProp), we define the
set of good derivability predicates Derivy C (Judg — iProp) parameterized over the
induction hypothesis ¢: (Judg — iProp) — Prop as follows:

§ € Derivy =, VYJ. (V&€ Derivgst.¢8 and§~ 8. [J]}) E 5J.

Now Derivg is parameterized over the induction hypothesis ¢. The original Deriv
corresponds to Derivy +. The set Derivy is monotone over the induction hypothe-
sis parameter ¢ (DERIV-MONO). Also, we can accumulate the induction goal into the
induction hypothesis parameter (DERIV*-ACC).

Lemma 4.6 (Modify ¢ of Derivy). For any pure predicates ¢, y: (Judg — iProp) — Prop,
the following rules hold:

V6. ¢ 6 1) VY 8 € Deri X
$0 -y DERIV*-MONO Vgny- 9

y - : DERIV"-ACC
Derivg C Derivy, V5 € Derivy. ¢ 6

Here we write ¢ Ay for the pointwise conjunction A8. ¢ § A /5.
The utility proof rules of Lemma 4.4 are modified as follows.

Lemma 4.7 (Utilities for Derivy). For any ¢: (Judg — iProp) — Prop, we have the
following rules:
(V8 € Derivg st. ¢ 6. [J]5) F V6 € Derivg. §J DERIV'-INTRO
(V6 € Derivg st. ¢ 6. [J]§ ~ [J]§) & V&€ Derivg. §J —~ 6J DERIV'-MAP
(V6 € Derivg st. ¢ 6. [T]5 + [J']§ = [J5) F

_ , . DERIV"-MAP;
V& € Derivy. §J % §J" - 6J

4.4 Advanced Model

Finally, as an advanced topic, we briefly discuss a further improvement on the model
of the invariant connective. This advanced model admits the following merger of in-
variants for any 6 € Deriv:

N+N Cc N7

- — inv-MERGE
[invV P]s = [invV' Qs E [invN' (P * Q)]s

Here, N and N’ are disjoint namespaces and N’ is a namespace that includes both
namespaces.
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Model For that, we update the judgment data type Judg into the following:
Judg>J 1= xpP
And define the interpretation of the invariant connective invV P as follows:
[invNP]s & 08 (onP) (4.21)

Notably, the invariant token inv’Y P does not appear at all in this definition.
Finally, we define the judgment interpretation [ [§ as follows:

PonPI; 2 eyl ([[P]]g w ([Pl ~ oIl T)) (4.22)

This model (4.22) is quite tricky, using mask-changing fancy updates in the style of
iNv-Acc-cH. We get the content [P]s by consuming the namespace N and recover
the namespace N by restoring [P]s. This advanced model (4.22) is very close to the
accessor-style model of the invariant used in the latest versions of Iris (Iris Team, 2023a).

This enriched model is designed so that the invariant access rules inv-acc and inv-
Acc-cH hold.

The allocation rule inv-arroc holds for this enriched model of the invariant, be-
cause the following holds for any § by inv-acc-cHh:

invVMP E [onP[}

Here, we benefit a lot from the fact that the semantic conversion O § (on P) of the
invariant connective (4.21) is resource-dependent.

The merger rule inv-MERGE we showed above follows from DERIV-MAP,, combining
two accessors of the semantic judgments of the invariants.

How the Paradox Is Avoided As discussed in § 3.4.2, we cannot directly store the
fancy update & inside an invariant, because that leads to a contradiction by the paradox
Theorem 3.9 presented in § 3.4.1. But the advanced invariant model considered above
(4.21) seems to contain fancy updates through the judgment % (4.22).> This does not
lead to a contradiction, thanks to the indirection by the derivability predicate.

To see this, let us consider a syntactic proposition bad’ € nProp and a judgment
falsy € Judg interpreted as follows, for a construction analogous to the paradox The-
orem 3.9:

[bad’]s = 87 v O6 falsy
[falsy]; = BEWWH‘SJ_

The proposition {5} represents the start state, just like Theorem 3.9. Here, we write o
for InvName. The judgment falsy represents the contradiction under the fancy update.
From the parameterized judgment semantics [ [, we get the best derivability predicate
der. We can create a Nola invariant inv® bad! just like (3.24) in the proof of Theorem 3.9:

= 9Y\/invﬂ ]]der ( 3}/ inv' badz )

3 For a more radical approach, extending the idea of Footnote 2, we can even set Judg to syntactic propo-
sitions nProp extended with the fancy update gfupdg: P, Hoare triples, etc. (recall § 3.4.2), because the
judgment interpretation [ ]]g Judg — iProp can depend on the global proposition interpretation [ ] :
nProp — iProp and thus express Nola’s world satisfactions.
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Accessing this invariant under the finished state {F}" leads to a contradiction after
an extended fancy update Y™ [ Jike (3.25):

inv®bad? x F Epwinvlle | (4.23)

To cause the contradiction .
Wiy e | (4.24)

like our paradox Theorem 3.9, the following entailment should hold, like (3.28):

inv* bad! £ Y™ Ile |

To prove this, we would open the invariant inv® bad! to get the content [bad’]4e, =
'si¥ v Oder falsy. The proof'is indeed done for the case where the content is the second
disjunct, because der falsy implies [falsy]{ = Slmnv[[ Is ) by the soundness of der
(Theorem 4.3). For the case where the content is the first disjunct {s}?, the start state,
we would turn it into the finished state {F" to get a contradiction. But the entailment
(4.23) is insufficient. We need to close the invariant by making the second disjunct, and
for that we need to prove the following entailment stronger than (4.23):

inv®bad! * [F¥¥ E der falsy (4.25)

Fortunately, the entailment (4.25) does not hold, thanks to the under-approximation by
the derivability predicate der. In this way, the contradiction (4.24) is avoided in our
situation, unlike the paradox Theorem 3.9.
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Chapter 5

Case Study: Strong Normalization under a
Stratified Type System

Well-typed programs cannot “go wrong”

Robin Milner, A Theory of Type Polymorphism in Programming

This chapter presents a case study of our framework, verifying strong normalization
(i.e., termination) of functional programs under a stratified type system that supports
higher-order references. Section 5.1 presents our target type system. Section 5.2 ver-
ifies the strong normalization guarantee of this type system by constructing a logical
relation using Nola’s later-free invariants.

5.1 Our Target Type System

It is well known that unrestricted higher-order shared mutable references cause non-
termination by Landin’s knot Code 1.4 (§ 1.4). To ensure termination, we design a type
system that supports higher-order references but systematically avoids situations like
Landin’s knot. Our type system stratifies the set of types, annotating types with levels
ieN.

Types Our types have the following syntax:

Typ; > T, U, V; == nat | bool | unit | T;xU; | i AT
| refiTe | Ti —=; U (j<i)
| rec Xj.Tj (Jj<i) | VX T; | AX. T;
| X; (either j =i and guarded or j < i)

The data type Typ, for syntactic types is indexed by the level i € N. We can always
convert a type T; into a type T; of a higher level j > i. We omit level annotations when
they are not relevant.

As usual, our type system has the value types nat, bool, unit for the natural num-
bers, booleans and unit value as well as pair types T; X U;. Our type system also supports
intersection types T; A\ U;.

A key feature of our type system is the shared mutable reference type ref} Ty. No-
tably, its body type Tk can have anylevel k € N, regardless of the level i of the reference
type. The subscript k in ref} clarifies the level of the body type Ti. The superscript
number o € Z is the offset of the location of the reference’s body from the reference’s
location value.

Another key feature of our type system is the function type (a.k.a. closure type)
T; —; U; € Typ;. The arrow —; of the function type is annotated with the level j
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for executing the function, which should be no higher than the level i of the function
type (i.e., j < i). This level j means that the references accessed during the function
execution is limited to those ref} V whose body type level k is lower than j (i.e., k < j).
Also, the function type ensures that the function execution always terminates for any
argument value.

Our type system also supports recursive types rec X;. T;, universal types V Xi. T;,
and existential types 3 Xi.. T;. We write X; for a type variable of level i. Any occurrence
of a type variable X; in a type Typ; of the level i should be bound by a variable binder
(of a recursive, universal, or existential type) and also satisfy either of the following
constraints:

Guarded the type variable’s level j equals the surrounding level i (i.e., j = i), and
the occurrence of the type variable is guarded by the reference type constructor
ref?; or

Lower-level the type variable’s level j is strictly lower than the surrounding level i
(ie., j <i).

For example, the type 1ist; T; for the shared mutable infinite singly linked list of the
element type T;, corresponding to the separation logic predicates ilist™ & / ilist™N & ¢
in the verification example of § 3.3, can be expressed in our type system as follows:

list;T; £ recX;. ref? T; A ref} X; (5.1)

It is defined as the recursive type rec, whose body is the intersection A of the reference
to the head ref T; and the reference to the tail ref} X;, where the type variable X;
recursively refers to the list type 1ist; T; itself. Here, the recursive occurrence of the
variable X; is valid, because it is guarded by the reference type constructor ref;.

Subtyping Our type system has the subtyping judgment T; < Uj;, saying that any
object of the type T; can always be retyped as U;. Notably, the levels of the two types
T;, Uj can be different.
Subtyping is reflexive and transitive:
T<U U<V

T < T <-REFL —————————— <-TRANS
T<V

The pair type and intersection types satisfy the standard subtyping rules:

T<T U=<U VST V<U

<-X ———— <-A-INTRO
TXU < T'xU VSTAU
TAU £ T <-A-ELIM TAU £ U <-A-ELIMg

The reference type satisfies the following subtyping rule:

T<U U<T i<j
ref/ T < ref‘]?U

<-ref

This rule says that, if the types T and U are a subtype of each other and the level i is
no higher than the level j, then a reference of the body type T and body level i can be
retyped as a reference of the body type U and body level j, keeping the offset o.'

1 We also allow using the subtyping rule for the reference type <-ref coinductively. This means that we
can assume the final proof goal to prove the premises T < U, U < T of this rule.

We can use such coinductive reasoning for subtyping on recursive types whose self-reference is guarded
by the reference type. For example, we can prove list; T < list; U under the premises T < U, U < T
and i < j for the infinite singly linked list type 1ist; T (5.1).
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The function type satisfies the following subtyping rule:

T"<T U<U i<j
T—;U < T—; U

Note that the level of function execution can be relaxed (i.e., get higher).

We also have the following standard subtyping rules for recursive types, universal
types, and existential types:

recX;.T; < T;|[recX;.T;/X;| <-rec-unroLp
Tj[recX;.T;/X;] < recX;.T; <-rec-FoLD

VV. (U < T [Vi/X])
U < VX.T;

<-V-INTRO VX.T; < T;[Vi/Xx] <-V-ELIM

VYV (Ti|[Vi/Xk] < U
T; [Vi/Xx] € 3X.T; <-3-INTRO K ( i Ve /%o ) <-J-ELIM
1X.T, < U

Typing Judgments Our type system uses the typing judgment of the form I" + e:; T.
The type context I is a list x: U of typed objects. The execution level i € N of the typing
judgment means that the references accessed during the execution of the program e are
limited to those ref‘; V whose body type level j is lower than i (ie., j < i). Notably, our
typing judgment ensures strong normalization, i.e., ensures that the program e always
terminates. In summary, our typing judgment I" - e:; T says that, under the type context
I', the program e always terminates, without accessing references of levels no lower
than i, and produces a value of the type T.

The objects in the type context can freely be reordered, discarded, and duplicated,
i.e., our type system is not substructural:

x:Urey; T {x:U} C{x':U"}
x":U rey; T

TY-C

The typing judgment is monotone over the execution level and can be modified
with respect to subtyping:

I'+tey T i<j x:Ukrey T U <U T<T
TY-LEV — TY-<
FP-EIJ'T x:U re; T

We have standard rules for constants, pairs, and control flows:

neN beB

——————  TY-NAT —————  TY-BOOL F ():punit TY-UNIT
F n:p nat + b:y bool

I'te; T I“Fe’:,-U

TY-PAIR
't (ee’):;; TXU

I're; TXU I'te; TXU

—————————  TY-FST ———————— TY-SND

I'rely T I'+te2:;U
I'te; T x:T,I'vre'yU I'te; T T'reyU

- TY-LET TY-SEQ

I't (letx:=eine’ )y U I'tvr (e;e) U

I'+e:;bool TI're:y T Fl-efIiT
I+ (ifethenetelseef):i T

TY-IF

Note that the level i of the typing judgment is propagated to subexpressions.
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We have the following rule for a non-deterministic natural number ndnat:
F ndnat:y nat TY-NDNAT

Our type system also supports concurrency by thread forking fork { e }:
I're; T
I+ fork{e}: unit

TY-FORK

Our type system provides the following typing rules for allocating, reading from,
and writing to a shared mutable reference ref:
F'rej; T i< F'rejrefiT i<

5 TY-REF TY-LOAD
I'Frefe:; ref] T I'vrle:; T

F'breyrefiT TvreyT i<

- TY-STORE
I'Fe<ce ;junit

Importantly, the level j of execution should be more than the body level i of the refer-
ence type ref! T. Similarly, our type system provides the following rule for the fetch-
and-add primitive faa:

I'ke:;j ref?nat I're';jnat i<

TY-FAA
I' + faaee’:; nat

We also have the following rule for the reference offset operation:
I'te:;jref] T

I're+o: ref‘i’_o'T

The type system has the following standard rules for creating and calling a function:

x:T, '+ ey U I'te; T—; U TI'vreyT
TY-FUN TY-CALL
'tk fun(x){e}: T —>; U I'tre(e)yU

Note that a function fun (x) { e } (or closure) can capture the type context I'.

Recall that our typing judgment ensures strong normalization. This means that we
should not support general recursion. Instead, we introduce combinators for recursions
that are guaranteed to terminate. For an interesting example, we introduce the following
higher-order function for function iteration fiter(f)((n, x)), which applies the argument
function f to the value x iteratively n times:

fun fiter(f) { funger((n, x)) { if n#0 then self((n— 1, f(x))) else x } }
Here, we write fung,s for a recursive function that binds itself to a variable self. We
can add the following typing rule for this function fiter:
F F e:j T —j T
I' + fitere:j nat x T —; T

TY-FITER

For example, for the shared mutable infinite list type 1ist; T defined above (5.1),
our type system can derive the following typing judgment, assuming i < j:

frrefdT —junit +
fiter (fun (£) { f(£); /(£ +1)}) o nat x list; T —; list; T.
The function fiter (fun (¢) { f(£); !(£ + 1) } ) applies the function f: ref? T —; unit
to the first n-th elements of the singly linked list starting at £. Notably, the function f
can mutate the list elements. Recall that our function type and typing judgment ensure

termination. Like in the verification example of § 3.3, this typing judgment verifies that
the iteration always terminates for any function f that always terminates.
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5.2 Verifying Strong Normalization with Nola’s Invariants

Now let us verify the termination guarantee of our type system.

Problem with Iris Invariants A standard technique to verify a type system is to
construct logical relations, i.e., semantic predicates parameterized over types. For local
reasoning about state mutation, it is common to construct such predicates in separation
logic. For example, RustBelt (Jung et al.,, 2018a) (reviewed in § 6.1.2) verified Rust’s
ownership type system by modeling Rust’s types as separation logic predicates in Iris.
Timany et al. (2023) illustrate how to construct logical relations for a simple type system
with references in Iris.

We would obtain the following by directly applying such logical relation construc-
tion to our type system, ignoring the levels altogether:*

[pTreT] 2 [%[V]o]e[lT]], [T<u] £ Vo o([T]v—[U]o)

[natjo £ veN [TxUJo & Juu sto=(uu). [TJu* [U]u

N
[refT]o £ 3t€locst.o=¢. ‘Elw. (t+0) > w [[T]]w‘

[T—U]o & Vu [ﬂT]]u]Uu[[[U]]]N

Here, each type T is interpreted as an Iris predicate over values [T]: Val — iProp. The
interpretation [ ]: Typ — Val — iProp is defined by induction over the structure of the
types Typ. The typing judgment is interpreted as a total Hoare triple, because our goal
is to verify total correctness, including the termination guarantee. To verify each typing
rule of the type system, we just need to prove its semantics version calculated from the
semantics [o: U +e: T], [T < U].

This traditional approach works for most typing rules, except those for shared mu-
table references, such as TY-LoAD. Accessing the content P of an Iris invariant N
comes with the later modality > (recall THOARE-TINV, § 3.1). But unfortunately, the total
Hoare triple [P ] e [lI/] & has no chance to strip off the later modality > unlike the partial
Hoare triple, as discussed in § 1.4. To complete verification, we replace Iris’s invariants

N . 5 . . .
[=]" with Nola’s later-free invariants inv/.

First Model with Nola’s Invariants Fortunately, Nola’s approach can naturally
take advantage of the syntactic hierarchy in our leveled types Typ,. Notably, we can
employ multiple instances of Nola’s invariant mechanisms.
First, we construct a syntactic proposition data type nProp; for each body type level
i € N as follows:
nProp; 3 P = £+ T; (t€ Loc, T; € Typ;)

This is because the proposition to be stored in the invariant is limited to the form
Jw. (¢ — w) * [T;] w, which is parameterized by the location ¢ € Loc and the type
T; € Typ;.

Next, we add the resource algebra INV,pyp. for the invariant mechanism of each

2 We model here the judgments 0: U - e: T and T < U as a persistent separation logic proposition, which
can depend on persistent resources. Another possible design choice is to model the judgments as a pure
proposition, like [o: U + e: T] = F [*m] e [[[TMN and [T < U] £ Vo. ([T]o F [U]o). By
choosing the former design, we have the ability to extend our type system with dynamically created
relations, such as lifetime inclusion o £ [ for Rust-style borrows (see § 6.5.1).
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level i € N as the component RA of the global camera G’

INVnProp05 INVnPropl, INVnProp2, cee

To use Nola’s later-free invariant mechanism, we define the semantic interpretation
[ 1;: nProp; — iProp of the custom syntactic proposition nProp; as follows:

[e—=T]; = 3w t>wx[T)iw (5.2)
where [ [;: Typ; — Val — iProp is the semantic interpretation of our types T; € Typ;
of the level i, which we discuss below.

The definition of the type semantics [T]; is straightforward in many cases:

[nat];io £ veN [bool];o = veB [unit]io & 0=
[TxUlio £ 3uu st.o=(uwu). [Tliu = [U];
[TAU];0 & [T]io * [U]iv
The semantics of the reference type ref} T is now defined as follows:
[refy T]; v £ Jrelocsto=¢. invljcv ((t+0) > T) (5.3)

Here we write invy for the invariant connective from the resource algebra INv ,pyop, of
the level k. Recall that --- +— T will be interpreted by [ ]; given by (5.2). Notably,
the interpretation of the reference type [ref? T]; does not depend on the interpretation
[T]x of the body type. Thanks to this, the reference type’s body type level k can be any
level, regardless of the surrounding level.

We can also interpret the recursive, universal, and existential types as follows:

A

[[I’"ECXJ‘.TJ']]I.U = [Tj[FECXj.Tj/Xj]]]jU
[VXe.T],0 & VYV [T [Ve/X]]; 0 [3%.T],0o £ 3Vi. [T[Vi/Xk]], 0

The variable substitution does not cause infinite loops in evaluating the interpretation
[ ]i» thanks to the guardedness condition on the occurrences of type variables X. If
X occurs in a type of a level j strictly lower than i, then it is interpreted under [ [;,
which is safe to call recursively. If X is guarded by the reference type, then it will not
be semantically interpreted, because the reference type’s interpretation (5.3) does not
depend on the body type’s interpretation.

The semantics of the function type T —; U requires a care, because it involves an
extended total Hoare triple with a custom world satisfaction:

[T -, U0 2 Vu.[[[T]]iu]v(u)[[[U]]i];kkqwm\/k[[ﬂz (5.4)

The custom world satisfaction for the function type T —; U of the execution level j
is ki.; Winvg [ ]}, the separating conjunction of the world satisfactions Winv [ [}
for the levels k < j. Here, we write Winvy for the world satisfaction predicate from
the RA INV,pop, of the level k. This recursion equation (5.4) is well-formed, because
Winvg [ ]; depends on the type interpretation [ [ and its level k is strictly lower than
i thanks to the constraints k < jand j < i.

3 Unfortunately, in the current Coq mechanization of Iris, only a finite number of component RAs are
allowed for the global camera. So we parameterized our proof with the maximum level L € N to be used.
This should not be a restriction because the levels used for one typing judgment are always bounded.
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Now that we have completed the definition of the type interpretations [ [;: Typ;, —
Val — Prop, we can define the semantics of the typing judgment I" + e:; T and subtyp-
ing judgment T < U as follows:

GOt 2 [T e[m]

[T<u]l £ Vo O([T]o—=[U]o)

For the total Hoare triple of the typing judgment, we use the custom world satisfaction
*k<i Winvg [ ]}, just like for the function type.

Final Model with Derivability We can prove most typing rules with the model in-
troduced above. But unfortunately, we cannot prove the subtyping rule for the reference
type <-ref, because the proposition of the invariant token inv"Y cannot be directly
changed.

To solve this problem, we update the model of our type system by applying the
derivability technique of Chapter 4. To begin with, we set the syntactic data type for
judgments Judg as follows:

Judg>J = T; < Ui (T; € Typ;; Uj € Typjs i, j € N)

We introduce a new syntactic subtyping judgment T; < U; € Judg.

Then we parameterize our type interpretation [ ]];S : Typ; — Val — iProp with the
derivability predicate §: Judg — iProp. For the most part, we just replace [ [; with [ ]9
in the above definitions:

[nat]v 2 veN [bool]’v & veB [unit]®o £ o=
[TxUllo 2 3uu sto= (). [T]0u = [U]°w
[TAU o 2 [T]00 * [U]iv
[rec Xj.Tj]]fv £ [T;[rec Xj.Tj/Xj]]]fv
VXTI 0 2 YV [T [Vi/X] ]’ o Ex. T v 2 3v. [T[V/%]] o

The function type’s interpretation (5.4) is also modified similarly, just replacing [ [;

with [ ]];S

Kye,; Winvge [ 2°

N

(1>

[T —; ]S o V. [[Tu?u]au[[[u]]?]
Here, [ |%*: nProp; — iProp is defined as follows, just by replacing [ [; with [ ] in (5.2):

[t T]> 2 3wt ws [T)°w

Most significantly, we modify the interpretation of the reference type ref} T from
(5.3) as follows, using the derivability predicate 6:

[ref; T[0 2 3U, K<k O8(T<U) 08U LT) *invy ((£+0) - U) (5.5)

Notably, this interpretation (5.5) does not depend on the type semantics of the body
type level | ]]i The relation between the types T and U is described by the derivability
assertions §(T < U) and §(U < T), which do not directly depend on the type semantics.
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Once we construct the parameterized type interpretation [ ]]f we can define the
parameterized judgment interpretation [ |5: Judg — iProp as follows:

[T 2uly £ Vo ([T]) o~ [Uj]50)

This automatically gives the best derivability predicate der and the set of good deriv-
ability predicates Deriv by Definition 4.1 (§ 4.3). By DERIV-INTRO and DERIV-MAP,, we
can derive the reflexivity (5.6) and transitivity (5.7) of the derivability for a good deriv-
ability predicate & € Deriv:

ES(TLT) (5.6)
S(T<U)«8(UXV) E S(TV) (5.7)

We modify the semantics of the subtyping relation T < U as follows:
[T<U]l 2 V&€ Deriv,o. O([T]°0 = [U]°0)

Importantly, it is universally quantified over good derivability predicates § € Deriv.
Thanks to this, by DERIV-INTRO (§ 4.3), we can turn [T < U] into a derivability §(T < U)
for any good derivability predicate § € Deriv:

[T<U] E 08(T<U) (5.8)
We update the semantics of the typing judgment I" +- e:; T as follows:

K s Winvg [ Jder

[o:Ure; T] = [*[[U]]Trv]e[[[rr]]der])v

For the typing judgment, we use the type semantics [ [4¢" by the best derivability pred-
icate der. We use the predicate der because it satisfies the soundness by Theorem 4.3
(§ 4.3), which means the following in our setting:

der (T £ U) E Vo. [T]* 0 = [U]% o (5.9)

Soundness of Our Target Type System Finally, using the model above, we can
prove the soundness of our target type system.

Lemma 5.1 (Persistence of Type Semantics). For any type T € Typ, of any level i € N,
any value v, and any derivability predicate §: Judg — iProp, the Iris proposition [[T]]is v is
persistent.

Proof. Clear by construction. O

Theorem 5.2 (Soundness of Typing Rules). The typing rules of our type system are
sound with respect to the above-defined semantics | |.

Proof. By straightforwardly checking each typing rule. We can copy typed objects v:
T (i.e., duplicate [T]%" 0) by the previous lemma Lemma 5.1.

For the typing rules that access references such as Tv-LoAD, we use Nola’s later-
free invariant access rule THOARE-INV and the soundness (5.9) of the best derivability
predicate der.

For the reference subtyping rule <-ref, we turn the subtyping assumptions into
derivability assertions by (5.8) and combine them with the derivability assertions inside
the reference type model (5.5) using the transitivity (5.7).* O

4 In order to justify coinductive use of the reference subtyping rule <-ref, we slightly modify the seman-
tics of the subtyping judgment [T < U] to update the domain for the derivability predicate & from Deriv
to its variant Derivy parameterized with the induction hypothesis ¢ (Definition 4.5), where ¢ models
the set of coinductive hypotheses for the subtyping judgment T < U.
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Corollary 5.3 (Termination Adequacy). If the typing judgment v e:; T holds for some
level i and type T, then the execution of the program e always terminates.
Proof. By the previous theorem Theorem 5.2, the given typing judgment implies the

total Hoare triple [T] e [)L_. T] N i Winve [ . This holds by the termination adequacy
of the extended total Hoare triple Theorem 3.7 (§3.2.1), allocating the custom world
satisfaction by performing the update of winv-arroc over the levels k < i. O
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Chapter 6

Later-Free Rust-Style Borrows

Neither a borrower nor a lender be

Polonius, Hamlet by William Shakespeare

This chapter presents the later-free Rust-style borrow mechanism of our framework.
The mechanism allows non-step-indexed separation logic to support the features of
RustBelt’s lifetime logic (Jung et al., 2018a), which can model and reason about Rust-
style borrows in a general, semantic way.

This chapter is organized as follows. Section 6.1 reviews Rust’s borrows and Rust-
Belt’s lifetime logic. Section 6.2 explains the design of our borrow mechanism. Section
6.3 presents our proof rules for lifetimes and borrows. Section 6.4 discusses the seman-
tic alteration by the derivability technique of Chapter 4. Section 6.5 briefly explains our
semantic model for the lifetime and borrow mechanisms.

6.1 Background

6.1.1 Rust’s Borrows

Rust is a programming language that uses a strong ownership type system, as introduced
in § 1.2.2. A key feature of Rust is the lifetime-based borrowing, which derives from an
idea in region-based ownership management (Tofte and Talpin, 1997; Gay and Aiken,
1998), especially of the Cyclone programming language (Grossman et al., 2002)." Bor-
rows are very commonly used in Rust, as we briefly saw in the example Code 1.2 in
§1.2.2.

General Idea First, we give a general idea of a borrow in Rust.

Suppose an alias a : T to an object typed T. The alias has the full ownership of the
object as described by the ownership type T.

Then we can create a mutable reference &mut a : &'a mut T to the object by tem-
porarily borrowing the ownership from a. The time period for which the borrowed
ownership is active is called the lifetime ' and is statically managed by the type sys-
tem. The lifetime is determined at the time when the borrow is created.

Notably, there is no direct communication between the borrower (mutable reference)
&mut a : &'a mut T and the lender (original owner) a : T ever after the borrow is
created. While the lifetime 'a is ongoing, the borrower can freely mutate the object

I Cyclone (Grossman et al., 2002) is a safe dialect of the C programming language that ensures memory
safety with a strong type system under a spirit similar to Rust. Cyclone’s type system manages owner-
ship based on memory regions being aware of their lifetimes. Extending this idea, Rust directly considers
lifetimes of objects and borrows, around which one can see regions implicitly managed.
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using the ownership, throw away any fragments of the ownership at any time, and
split up into multiple smaller borrowers.

Finally, at the time the lifetime 'a ends, the lender automatically retrieves the own-
ership of the whole object typed T, summing up all ownership fragments thrown away
by the borrowers during the borrowing.

Borrow Subdivision A key feature of the borrowing machinery is subdivision of a
borrower into multiple smaller borrowers, throwing away some ownership fragments.

For example, suppose a mutable reference to a vector v : &'a mut Vec<T>. We
can convert it into a mutable iterator v.iter_mut() : IterMut<'a, T>. Using it, we
can iterate over the vector and get the mutable references to every element of the vector
v.iter_mut().collect() : Vec<&'a mut T>. At the same time, for the conversion
into a mutable iterator, we throw away the power to freely mutate the length and the
memory block address and capacity, or throws away the ownership of the fields for
that information.

Reborrowing Another key feature of the borrowing machinery is reborrowing. Sup-
pose a mutable reference a : &'a mut T that borrows an object o : T under the life-
time 'a. We can reborrow the ownership from this mutable reference under a shorter
lifetime 'b to create a new mutable reference b : &'b mut T. The reborrowed muta-
ble reference a recovers its ownership after the lifetime 'b of the reborrower b ends.
The hierarchy of reborrows can be unboundedly deep.

Reborrows are very commonly used in Rust, often implicitly. For example, when
we perform v.push(a) on a mutable reference to a vector v : &'a mut Vec<T>, the
push method implicitly reborrows the mutable reference v under a shorter lifetime
that lives only during the method call.

Also, reborrows can happen with borrow subdivision. For example, suppose we
dereference a nested mutable reference b : &'b mut &'a mut T. Then we get *b :
&'b mut T that reborrows from the inner reference &' 2 mut T under a shorter lifetime

. We also throw away a fragment of b’s ownership, because we lose the power to mu-
tate what the outer reference b points to. Therefore, this dereference is a combination
of reborrowing and borrow subdivision.

Borrow as a Contract Rust-style borrows can be seen as a flexible contract between
the borrowers and the lender, allowing them to share the mutable state under the access
control by the lifetime. In Rust, the contracts are described by Rust’s ownership types T.
The mutable reference type &'a mut T expresses the contract that it gets access to the
object only while the lifetime 'a is ongoing and that an object typed T will be stored at
the time the lifetime '2 ends.

Automatic Lifetime Inference Note that the lifetimes of borrows are automatically
inferred by Rust’s compiler. In the earliest versions of Rust, lifetimes were limited to
lexical scopes, typically introduced by curly braces { ... }. But the latest versions
of Rust support non-lexical lifetimes (Matsakis, 2017, 2022), allowing lifetimes to be
much more flexible regions. Rust’s compiler automatically infers non-lexical lifetimes
by a clever static analysis of the program’s control-flow graph, similar to more clas-
sical live-variable analysis (Aho et al,, 2006, §9.2.5). Rust’s compiler is also carefully
engineered to provide user-friendly error messages when borrows are violating the
ownership principle, like Code 1.3 (§1.2.2).
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6.1.2 RustBelt’s Lifetime Logic

Lifetime Logic RustBelt’s lifetime logic (Jung et al., 2018a, § 5; Jung, 2020, Chapter
11) semantically modeled Rust-style borrows presented above as an advanced form of
propositional sharing in the Iris separation logic.”

RustBelt’s lifetime logic models the mutable reference & mut T usinga new propo-
sition called the full borrow &; P € iProp, which can get access to the content P € iProp
while the lifetime = is ongoing.” Roughly speaking, the full borrow & P can be seen as
an advanced version of Iris’s invariant | P| (§ 1.3.1, § 3.3.2). The full borrow connective
can be freely nested to model nested mutable reference types. Also, the lifetime logic
supports subdivision and reborrowing of the full borrow, modeling Rust’s borrowing
machinery.

RustBelt Using the lifetime logic, RustBelt (Jung et al., 2018a; Jung, 2020, Part II) es-
tablished a semantic foundation for Rust’s ownership type system. It formally verified
the memory and thread safety of well-typed Rust programs for a realistic subset of Rust
with various Rust APIs, including Rc, Arc, Cell, RefCell, Mutex, RwLock, and a new
Rust API GhostCell (Yanovski et al., 2021).

RustBelt’s approach is highly extensible in that we can extend the proof with a new
feature/API of Rust just by proving some new lemmas without touching the existing
proofs at all. Also, a real-world bug in Rust’s Mutex API was found in the course of
RustBelt’s verification (Jung, 2017).

RustBelt has also been extended to a relaxed memory model (Dang et al., 2020),
which led to the detection of a tricky real-world bug in Rust’s Arc API that is problem-
atic only under a relaxed memory model (Jourdan, 2018).

Also, RustBelt has been extended by RustHornBelt (Matsushita et al., 2022) to pro-
vide a semantic foundation for functional verification of Rust programs in the style
of RustHorn (Matsushita et al., 2020, 2021). We illustrate RustHorn’s approach later in
§7.1.1 and review RustHornBelt in § 7.1.2.

Problem: Later Modality The borrow mechanism of RustBelt’s lifetime logic suf-
fered from the later modality » just like the invariant mechanism. For example, we have
the following rule for getting access to the full borrow &, P:

(g * &P FENg (6P) + ((P) B ([1g * &yP))) Lrrl-sor-acc

What we get out of a full borrow is only » P, the content proposition P weakened by
the later modality, like the access rules PHOARE-1INV and 11nv-Acc for Iris’s invariants.

This is because RustBelt’s lifetime logic is achieved via indexed semantics, where
the reference to iProp in the resource fo borrows is guarded by the later constructor »,
just like Iris’s invariants (recall (1.19) in § 1.4, or (3.1) in § 3.1.3).

6.2 Design

The overall structure of Nola’s borrow mechanism is analogous to Nola’s invariant
mechanism, presented in §3.2.2. The resource algebra Bor,p,p for Nola’s borrow
mechanism is parameterized over the syntactic data type for propositions nProp. Also,
the world satisfaction Wbory [ ] is parameterized over the semantic interpretation | |:

2 Although it is called the lifetime ‘logic’, it is essentially just a library in Iris providing a set of separation
logic propositions and proof rules for them.

3 In mathematical expressions, we write lifetimes with Greek letters o, 3, v instead of single-quoted ASCII
names 'a, 'b,
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nProp — iProp of the syntactic propositions nProp (we explain the parameter M later).
The difference between Nola’s borrow mechanism and Nola’s invariant mechanism is
mainly in the ‘protocols’ used for propositional sharing.

Technical Comparison with RustBelt’s Lifetime Logic Whereas Nola’s invariant
mechanism is almost identical to Iris’s invariant mechanism (presented in § 3.1.2), our
borrow mechanism adopts designs different from RustBelt’s lifetime logic (Jung et al.,
2018a), for simplicity and exploring further possibilities. We can compare our borrow
mechanism with RustBelt’s lifetime logic as follows.

« Our borrow mechanism provides all the core functionalities of the full borrow

& P in RustBelt’s lifetime logic, namely subdivision, reborrow, and merger.

+ Aside from the borrower token bor” P that corresponds to RustBelt’s full borrow
& P> we introduce two new tokens, the lender token lend” P and the open bor-
rower token obor” P.

Roughly speaking, they correspond to the later-free version of subformulas ap-
pearing in proof rules of RustBelt’s lifetime logic:

lend"P ~ fu B, P in LFTL-BORROW

obor, P~ P ~«Bp ([1lg * & P) inLFTL-BOR-ACC
or more generally VQ. Q * (TuxQ By P) «BEpy ([og * &, Q)
in LFTL-BOR-ACC-STRONG

So conceptually, our introduction of the lender and open borrower tokens are not
significant changes.

However, modeling such notions as tokens brings technical advantages. First, our
tokens are timeless, while these subformulas of RustBelt’s lifetime logic are not.
More significantly, in the Nola framework, our tokens can easily be expressed
as nProp, as they do not depend on [ ], while Nola’s counterparts of these sub-
formulas would contain the fancy update with the world satisfaction Wbory [ ],
which is hard to express in nProp (recall § 3.4.2).

+ Our borrow mechanism does not directly provide the counterparts of the atomic
borrows &at/ NP and its variant, the non-atomic borrow &nép 'NP, provided by Rust-

Belt’s lifetime logic.

These propositions intuitively provide the functionality of the full borrow & P

stored in the (atomic) invariant E]N and its slight variant, the non-atomic in-
variant Nalnv?V. RustBelt could not directly store full borrows in Iris’s atomic
and non-atomic invariants, because Iris’s invariants put the later modality > in
accessing the contents (e.g., 1INv-Acc). For example, if one simply constructs an

N
invariant that stores the full borrow & P, opening it gives > & P,

which is useless just like the invariant under the later modality » N is useless
(recall Remark 3.5, § 3.1.3). As a workaround, RustBelt’s lifetime logic split the
borrow into the persistent part (called the indexed borrow) and the timeless part
(some token).

We do not need such a workaround, because Nola’s invariant mechanism is just
later-free. Once we build Nola’s borrow mechanism with some syntactic proposi-
tion nProp, we can use it for the syntactic proposition for Nola’s invariant mech-
anism to enable storing Nola’s borrower token bor” P in Nola’s later-free invari-
ants (see also the examples in § 6.3.3). Also, we can store Nola’s borrower token
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6.3

in Iris’s invariants without problems, because the token is timeless unlike Rust-
Belt’s full borrow.

For flexibility, our borrow mechanism does not assume anything on the expres-
sivity and structure of nProp. In particular, nProp may not even have the sepa-
rating conjunction *.

We slightly redesigned proof rules for this. For example, RustBelt’s lifetime logic

has the following rule to split & (P * Q) into & , P and & Q-

&i(P+Q) EBay (&P * &yQ) LFTL-BOR-SPLIT

We do not directly adopt this rule, because nProp may not have the separat-
ing conjunction *. Instead, we made the borrow subdivision rule include this
kind of splitting (0BOR-sUBDIV, § 6.3.2), enriching RustBelt’s original rule (LFTL-
BOR-ACC-STRONG). Similarly, RustBelt’s lifetime logic has the following rule that

merges &, P and &, O into & (P Q), the inverse of LFTL-BOR-SPLIT:

&ealP * & Q F By &y(P+ Q)  LFTL-BOR-MERGE

Instead of adopting this rule directly (for the same reason with LFTL-BOR-SPLIT),
we introduced a proof rule that combines merger and subdivision of borrowers
(OBOR-MERGE-SUBDIV, § 6.3.2).

It is arguably non-trivial that the borrow mechanism can be developed not as-
suming anything about shared propositions nProp, especially since nProp has
fundamental limitations in expressing the fancy update modality and the im-
predicative quantifiers (recall § 3.4.2).

Our lifetime mechanism is completely independent from our borrow mechanism.
Our proof rules work with the basic update modality E> that behaves nicely (e.g.,
E-pURE), while RustBelt’s proof rules depend on the fancy update modality £ Nik
and even the later modality > (e.g., LFTL-BEGIN).

For simplicity, we always require live lifetime tokens [~], for modifying borrows,
unlike the rules LFTL-BOR-sPLIT and LFTL-BOR-MERGE. From our inspection, we
can always take live lifetime tokens for the modified borrows in verifying Rust
programs, so this requirement should not matter in verification.

Proof Rules

Now we present our proof rules for lifetimes and borrows.

6.3.1 Lifetimes

Technical Comparison with RustBelt’s Lifetime Logic Our proof rules for life-
times are almost the same as RustBelt’s lifetime logic.

But ours are cleaner in that they work with the basic update modality £, which be-

haves nicely (e.g., =-PURE). RustBelt’s proof rules depend on the fancy update modality
& and even the later modality », such as the following rule LrTL-BEGIN for creating a
fresh lifetime

FBa, Jo [@ = O([o]1 = m P o> P, T¢) LFTL-BEGIN
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Basics For lifetimes, we provide two tokens, the live [#], and dead T lifetime tokens,
just like RustBelt’s lifetime logic.

A live lifetime token [v]4 € iProp asserts with the fraction q € Qs that the lifetime

€ Lftis alive." The live lifetime token is fractional and its fraction g cannot exceed 1.

* > 1
[“]g+r = [2]g* [2]; LFT-LIVE-FRACT 2FL 970 eruve-overl

[ ]q =1
A dead lifetime token Ta € iProp persistently asserts that the lifetime o € Lft is dead.
To is persistent LFT-DEAD-PERSIST
The key property is that the live and dead lifetime tokens cannot coexist:
[2]¢ * T« F 1 LFT-LIVE-DEAD-L

This rule enables access control by lifetimes.
We can always take a fresh live lifetime o, getting the witness [];:

FE (J2# 7. [2]1) 1PT-ALLOC

Then we can kill the lifetime o with the witness o any time by consuming [];:
_FT
[ FB 1

In this way, a lifetime dynamically forms a time period.
Also, both live and dead lifetime tokens are timeless:

LFT-KILL

[ ]qis timeless LFT-LIVE-TIMELESS fo is timeless LFT-DEAD-TIMELESS

Static Lifetime and Lifetime Intersection We also provide the static lifetime and
lifetime intersection, just like RustBelt’s lifetime logic.

The static lifetime T € Lft ( in Rust) is a lifetime statically known to be alive
forever. For the static lifetime T, the live lifetime token is free and the dead lifetime
token is prohibited:

F [t]ly LFT-LIVE- tT = 1L LFT-DEAD-

The rule Lr7-x1LL has the side condition o # T to prohibit killing the static lifetime
while allowing the live lifetime token [ ], unrestrictedly.

For convenience, we also provide the intersection operation r: Lft X Lft — Lft over
lifetimes. The intersection lifetime represents a lifetime that is alive only while
both o and [ are alive. The intersection is commutative, associative, and unital with
the static lifetime

= LFT-11-COMM ( ) = ( ) LFT-11-ASSOC
= LFT-(1-

Although actual Rust does not expose lifetime intersection to users, it is useful for
reasoning. The lifetime intersection satisfies the following rules for the live and dead
lifetime tokens:

[4rPlg = [2]g*[Plg LFT-LIVE- f(xn) = fo vV i} LFT-DEAD-

Note that the lifetime intersection is not idempotent # o to support the rule
LFT-LIVE-T1 soundly.

4 For clarity, we use the name ‘live lifetime token’ instead of the name ‘lifetime token’ used by RustBelt.
Also, we adopt the notation o instead of RustBelt’s [fo].
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Eternal Lifetime Token Unlike RustBelt’s lifetime logic, we newly introduce the
eternal lifetime token co o € iProp, which persistently asserts that the lifetime o is alive
forever. The token is also timeless.

oo is persistent LFT-ETERN-PERSIST oo is timeless LFT-ETERN-TIMELESS

Under an eternal lifetime token, we can always get a live lifetime token [«]4 of
some fraction ¢:
oo FB (Elq. [ ]q) LFT-ETERN-LIVE

We can make a lifetime eternal by consuming a live lifetime token [v]:
[«]q F E> 000 LFT-ETERNALIZE
The lifetime token also interacts with the static lifetime and lifetime intersection:

F coT LFT-ETERN- oo ( ) = o000 % 003 LFT-ETERN-

Lifetime Inclusion Like RustBelt’s lifetime logic, we provide lifetime inclusion o c
€ iProp between lifetimes, which persistently states that the lifetime o lives no longer
than the lifetime . Unlike RustBelt’s lifetime logic, our lifetime inclusion is timeless.

c [ is persistent LFT-C-PERSIST £ [ is timeless LFT-C-TIMELESS

Under the inclusion = c %, from a live lifetime token [~]4 for o, we can take out a

live lifetime token [(], for [ of some fraction r:
clox [y EE (3r. [2], * ([0l = []g)) 1FT-C-LIVE-ACC
Also, under the inclusion o £ 3, if © is dead, then o is also dead:
cl * 0 F fo LFT-C-DEAD
Lifetime inclusion is reflexive and transitive:
Foc LFT-C-REFL clx*ley Foac LFT-C-TRANS

Lifetime inclusion also interacts with the static lifetime and lifetime intersection:

E oc LFT-C-

* VL =

E C LFT-C-M-ELIM

n
n

LFT-C-MN-INTRO

Lifetime inclusion can also be dynamically created. First, a dead lifetime is included
by any lifetime, which dynamically happens by killing a lifetime LrT-K1LL:

tfo F ac LFT-DEAD-C

Also, an eternal lifetime includes any lifetime, which dynamically happens by eternal-
izing a lifetime LFT-ETERNALIZE:

oo Fooc LFT-ETERN-C
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6.3.2 Borrows

Overall Structure The overall structure of Nola’s borrow mechanism is analogous
to Nola’s invariant mechanism, presented in § 3.2.2.

The resource algebra Bor,p,op, for Nola’s borrow mechanism is parameterized over
the syntactic data type for propositions nProp, just like the resource algebra INV ,p,, for
invariants.

Also, Nola’s borrow mechanism provides a world satisfaction Wbor ) [ | parameter-
ized over the semantic interpretation [ |: nProp — iProp of the syntactic propositions
nProp, just like the world satisfaction of Nola’s invariant mechanism Winv [ |.

For flexibility, the world satisfaction for borrows Wbory [ ] also takes an extra pa-
rameter M: iProp — iProp, the modality used for borrow subdivision (see OBOR-SUBDIV
presented later). We require M to be an update modality (a new notion we introduced),
which we describe below.

Update Modality We say a mapping M: iProp — iProp is an update modality if it
satisfies the following properties:

PEQ
MP E MQ

M(MP) E MP UPD-IDEMP (MP) * Q E M(P%*Q) UPD-FRAME

UPD-MONO EPE MP B-upD

For example, the basic update modality £ is an update modality. Also, the fancy
update modality E g and the extended fancy update modality 9?}/ (mask-unchanging)
are an update modality.

Extended Update Modality For an update modality M: iProp — iProp, we define
the extended update modality MY : iProp — iProp with a custom world satisfaction W €
iProp as follows:

MYP & W «M(W = P)

This generalizes the extended fancy update E‘é‘/ (§3.2.1) into any update modality M
instead of the fancy update E> . The extended update modality M " is always an update
modality.
The following properties hold for the extended update modality, just like the ex-
tended fancy update Sg:
W' =W x W,

MT™P = MP vuppw-T UPDW-EXPAND
MWP E MW'P

By I=-upD, the extended basic update modality implies the extended update modality:
- W w .
E P F M"P Bw-UPDW
Also, a double extension is equal to a single extension with a separating conjunction:

(M W) Wp = MWW P yppw-uPDW

Basic Rules Now we are ready to present the proof rules for borrows.

First, the borrow mechanism features three tokens: the borrower token bor™ P, lender
token lend” P, and open borrower token obor” P.

The tokens are all timeless:

bor” P is timeless BOR-TIMELESS lend” P is timeless LEND-TIMELESS

85



obor” P is timeless OBOR-TIMELESS

By storing an interpretation of a proposition [P], we can create a borrow of the
proposition P under any lifetime o, getting a borrower token bor” P and a lender token
lend” P:

[p] & esVrormll (bor”P x lend”P) BOR-LEND-NEW

- Wb
Here, we use the extended basic update & ey

borrow mechanism Wbory [ ].
A lender token lend” P can retrieve the borrowed content [P] after the lifetime = has

died:

with the world satisfaction for the

T % lend”P E MWPmID [P]  LEND-RETRIEVE

Here, we use the extended update MV*™ 1 for the designated update modality M of
the world satisfaction Whory, [ | instead of the basic update E>. The modality M is used
for borrow subdivision (see OBOR-sUBDIV presented later).

A borrower token bor” P can open the borrow by storing a live lifetime token [«],.
In return it gets the borrowed content [P] with the open borrower token obor, P:

[]4 * bor* P = MWborm[] (obor, P + [P]) BOR-OPEN

Notably, the borrowed content [P] is not weakened by the later modality >, unlike
RustBelt’s lifetime logic (recall the access rule LrTL-Bor-acc of RustBelt’s lifetime logic
presented in § 6.1.2).

An opener borrower token can close the borrow by going the way back. It stores
the borrowed content [P] and recover the borrower token bor” P and the live lifetime
token [o]4:

obor, P« [P] F g Woorm 11 ([#]q * bor"P) OBOR-CLOSE

Converting Tokens We can also shorten a borrower token’s lifetime and prolong a
lender token’s lifetime using lifetime inclusion c:

co % bor"P E bor’P BOR-LFT cl % lend”P E lend”P LEND-LFT

We can also shorten an open borrower token’s lifetime, additionally storing a converter
for the live lifetime token [«]4 - [[],:

co * ([¢]g—[F];) * oborg P E obor, P OBOR-LFT
Also, we can freely fake a borrower token bor” P for any dead lifetime

to E bor"P BOR-FAKE

Borrow Subdivision and Merger We can subdivide a borrow by the following rule:

c o x oborg P * X[Q;] * (T « %k [Q] ‘*M[[P]])
! ! OBOR-SUBDIV

F Yo (L], ok bor' g,

It is a richer version of the borrow closing rule oBor-crose. This rule 0BOR-SUBDIV
creates new subdivided borrowers bor” Q; instead of recovering the original borrower
bor” P. For that, it requires the contents >;[@;] of the new borrowers and the ‘con-
verter’

0 % %[Q;] M [P]
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that turns the new borrowers’ contents % ;[Q;] into the the original borrower’s content
[P] under the update modality M with an assumption that the lifetime [ has died. We
can designate a new lifetime [ for the new borrowers as long as it is shorter than the
original lifetime . Note that oBOR-cLOSE can be derived from 0BOR-SUBDIV by setting
=ovand § = P.
We can also merge borrowers. For that, we provide the following rule for merging
and subdividing borrows, enriching the rule oBORrR-suBDIV:

k(0o * oborg Pj) x k[Q] = (T « K [Q;] ‘*M(*[[Pj]]))
j i 1 J
l:léWborMH (*[ j]qj * >X§bor Q,)
J 1
OBOR-MERGE-SUBDIV

It simply allows multiple open borrowers oborqj: P; instead of just one open borrower
oborg P in the rule oBOR-sUBDIV.

Reborrowing We can also reborrow a borrower by the following rule:
[«]q * bor”P E pWhorm [ ([olg * bor™” P s ({2 - bor”P)) BOR-REBORROW

This rules reborrows a borrower token bor” P under the intersection lifetime It

creates a new borrower token bor”"” P and a ‘promise’ 1 —xbor” P to obtain the original

borrower token bor” P back after the lifetime [ has died. As a ‘catalyst’, the rule also

requires a live lifetime token [«], of some fraction g. Note that the lifetime intersection
: Lft X Lft — Lft serves a lot for expressing this rule.

Lender Splitting We can also split alender token lend” P into multiple lender tokens
%k, lend” Q; by the following rule:

lend” P« ([[P]] ‘*M(*[[Qi]])) i horm ] (*Iend Q,-) LEND-SPLIT

It additionally takes a converter [P] —M (3;[@;]) from the original content [P] to the
new contents *k;[Q;] under the update modality M.
Note that RustBelt’s lifetime logic does not support lender splitting.

World Satisfaction Allocation We have the following rule for initializing the bor-
row mechanism and acquiring the world satisfaction Wbor, [ ], analogous to the rule
winv-ALLOC for the invariant mechanism:

F B (3ypor. Y[ ]. M. Whory []) waor-aLLOC.

It takes a fresh ghost name ypog, by which the tokens bor” P, lend” P, obor” P and the
world satisfaction Wbory, [ ] are implicitly parameterized. Notably, the obtained world
satisfaction Whory, [ ] is universally quantified over the semantic interpretation [ |:
nProp — iProp as well as the update modality M.

6.3.3 Examples

Let us instantiate our borrow mechanism with nProp of Chapter 3 extended with a
borrower connective bor” P interpreted as the borrower token:

[bor*P] = bor’P
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Mutable Reference to a Pair For a simple example, a mutable reference to a pair
¢: & mut (T, U) can be expressed as follows, modeling the types T, U as predicates
T,U: Loc — nProp and assuming that the size of T is k:

bor” (T¢ * U(¢+k))

For example, when T is an integer type int, then we canset T ¢ = 3n € Z. £ — n and
k=1

We can split the mutable reference ¢£: & mut (T, U) into the mutable references
to the first component ¢: & mut T and the second component (£ + k): & mut U:

[]g * bor” (Te » U(+k)) =MYPmll ([5], % bor” T¢ % bor” U(¢+k))

We can prove this using OBOR-SUBDIV.
Conversely, we can also merge ¢: & mut T and (£+k): & mut U into ¢: &
mut (T, U):

[]g * bor” T x bor” U(e+k) = MWeormll ([o], « bor (Te x U(£+k)))

We can prove this using OBOR-MERGE-SUBDIV.

Nested Mutable Reference For a more advanced example, a nested mutable refer-
ence £: & mut &5 mut T can be expressed as follows, modeling the type T as a pred-
icate T: Loc — nProp:

bor* (3¢'. ¢ 1> ' x bor” (T ¢')).

The location value ¢’ of the inner mutable reference is existentially quantified inside
the borrower token to allow mutation.

For a small but non-trivial example, let us consider the dereference of the nested
mutable reference !£: &( ) mut T. As described in § 6.1.1, this reborrows the inner
borrow &> mut T under a shorter lifetime . Also, it subdivides the outer borrow &
mut & mut T, throwing away the power to mutate the location of the outer borrow.

Using our borrow mechanism, we can verify this dereference of the nested mutable
reference under the fotal Hoare triple:

[[ lg * bor”* (3¢". ¢ 1> ¢' * bor (T{”))]
Whorz [ ] (6.1)
4 [Av. A sto=¢". | g * bor (Tt")] =

For simplicity, we use the basic update M = E> for the world satisfaction. Importantly,
in the total Hoare triple of (6.1), the resulting inner borrow is free of the later modality
>, enabling accessing further inside the borrow. Therefore, our later-free borrow mech-
anism enables liveness verification of nested borrows, as we observed for our later-free
invariant mechanism in the singly linked list example § 3.3.3.

The verification of this dereference goes as follows.

Proof of (6.1). For convenience, we name the content proposition of the outer borrower
token refbor £ 3¢'. ¢ 1= ¢’ * bor’ (T ¢’). Note that the live lifetime token [ Iq
is equal to [o]g * [5]4 by LET-LIVE-r.

By BOR-OPEN, we open the outer borrower bor” refbor storing [v]4, getting an

open borrower token obor, refbor and the content

[refbor] = 3. £+ x bor (TYL).
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We destruct the existential quantifier to get the location ¢’ € Loc. We perform the
dereference !¢ using the points-to token ¢ — ¢’.

Then we reborrow the inner borrow bor” (T ¢£’) under the lifetime o to get the target
mutable reference bor™"” (T ¢£’) as well as the promise

to - bor’ (T ).

We use the live lifetime token []4 as a catalyst for this.

Finally, we should recover the lifetime token [«]. For that, we subdivide the open
borrower token obor, refbor, getting no borrows, i.e., setting @ to the empty list. For
that, we should construct the converter

o~ B [refbor].

We can create this from the points-to token ¢ + ¢’ and the promise o - bor” (T ¢’)
obtained by the reborrow. The assumption o of the converter can be used to feed the
promise to get the wanted borrower token bor” (T ¢’) for [refbor]. O

Shared Reference to a Mutex-Guarded Object We can also model the shared refer-
ence type to a mutex-guarded object &« Mutex<T> in Rust. The reference &x Mutex<T>
can get access to the content object T by acquiring the mutex lock. Also, the reference
can be freely shared among multiple threads.

Unlike the model (1.15) in § 1.3.1, we now consider the lifetime o, which limits the
time period when the shared reference can get access to the object. After the lifetime

ends, the lender retrieves the full ownership of the object.

By combining Nola’s invariants with Nola’s borrows, we can express a shared ref-

erence to a mutex-guarded object £: & Mutex<T> as follows:

invN(bor ((l’ I-> false * T(£+1)) or £ 1> true)) (6.2)

Here, we modeled the Rust type T as a predicate T: Loc — nProp. We simply store
the borrower token inside the invariant. This direct approach was not possible with
Iris’s invariants and RustBelt’s borrows, due to the problems around the later modality
>, and thus RustBelt introduced a special borrow called the atomic borrow &at/ Npasa
workaround for that (recall the discussion in § 6.2).
To be precise, we should be able to shorten the lifetime o of the reference type &

Mutex<T>. The current model (6.2) does not support that, because the lifetime o is fixed
inside the invariant connective. For that, we slightly relax the model as follows:

oo x invN(bor ,(({’ I=> false * T(£+1)) or £ 1> true)) (6.3)

Here, the lifetime o’ represents the ‘actual’ lifetime of the borrow.

Furthermore, if we want to make sure that the lender retrieves the content T (£+1)
after the lifetime o” ends regardless of the flag at ¢, we modify the model (6.3) so that
the content T (£ + 1) is under the borrow:

o oed * invN(bor /((t’ I-> false * bor /(T(t’+ 1)) or ¢ 1> true)) (6.4)

This model can be seen as a Nola version of RustBelt’s model for the shared reference
type to a mutex-guarded object & Mutex<T> (Jung, 2020, § 13.2). Let us name this Iris
assertion (6.4) as refmutex{,’N T.

By storing the content [T (£+1)] with the ownership of the flag set to false, we can
create the shared reference to the mutex-guarded object refm utext,’N T with a promise
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to retrieve the content [T (£ + 1)] with the ownership of the flag after the lifetime
ends:

Winv [ ] * Wborg [ ]

N

([ ]q * refmutext;NT * lend (T(f+1) % 3b. £ 1> b))

[y * [T(+D)] + L b EE

Here, we use the custom world satisfaction Winv [ | *+ Whbor, [ ], which consists of
the world satisfactions for Nola’s invariant and borrow mechanisms. To prove this, we
first create the lender lend” (T (¢ + 1) * 3b. £ 1> b) and the borrower by BOr-LEND-
NEW, storing [T (£ + 1)] and ¢ — b. Then we split the borrower into the component
borrowers bor” (T (£+ 1)) and bor” (3b. £ I-> b) by BOR-OPEN and OBOR-SUBDIV (with
the help of the live lifetime token [~],). Then we apply BOrR-OPEN and OBOR-SUBDIV
again to turn the second borrower bor” (3b. £ I-> b) into

bor ¢ 1> false * bor“(T (£+1))) or ¢ 1> true |,
{ ) )

by storing the first borrower bor” (T (£ + 1)) for the new content. Finally, we store the
resulting enriched borrower token to create the invariant for refmutext,’N T by nv-
Arroc. The promise is created from the lender tokens for the inner and outer borrows,
using LEND-RETRIEVE.

With a shared reference to the mutex-guarded object refmutext,’N T, a thread can
try to acquire the mutex lock with compare-and-swap cas, and when it succeeds, the
content [T (£ + 1)] is transferred to the thread:

[[ lqg * refmutext,’NT] cas(?, false, true)

[/10. [o]g * (v:false V (v =true = [[T(f+l)]]))]Winv[[]]*wboré[[]]

Again, we use the custom world satisfaction Winv [ ]| * Wbory, [ ] for Nola’s invariant
and borrow mechanisms. We use a live lifetime token [~]4, observing that the lifetime
is alive, to get access to the content of the borrows.
Also, under refmutext,’N T, the thread can release the lock by storing back the con-
tent [T (£+1)]:
Winv [ ] * Whorg [ ]

[o]q * refmutex[’NT x [T (£+ 1)]]] ¢ «false [/1_. [ ]q]N

Notably, the access to this shared reference is completely free of the later modality
>, enabling further access to the content even under the total Hoare triple.

Usual Shared Reference Using Nola’s borrows and invariants, we can express usual
shared reference types in Rust like & int and & (int, bool) without difficulty. For

this, we can introduce the shared points-to token ¢ — v € iProp, defined as follows:
, q
t—o 2 3/ oc '*invN(EIq. bor (t’l—>v)) (6.5)

Here we choose some namespace N for the shared points-to token. This is an invariant
’ q q

that stores a borrower token bor™ (¢ 1= v) over a fractional points-to token ¢ 1= v

of some fraction gq. Notably, the shared points-to token ¢ — v is persistent, unlike the

usual points-to token ¢ W o,
We can model an integer shared reference £: & int as follows using the shared
points-to token:
dneZ. t+—n
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Similarly, we can model a shared reference to a pair of an integer and a boolean £: &
(int, bool) as follows:

AneZ beB. f—nxx ({+1)—>b

. . . q9 .
By storing a fractional points-to token ¢ +— v, we can create a shared points-to
q
token ¢ — v and a lender token lend” (¢ I-> v):

P héginvﬂﬂ*w{)oré“ (¢£+—0 = lend” (¢ % v))

q q
We first borrow £ 1> v by BOR-LEND-NEW to create a borrower token bor” (¢ 1> v)

q
and a lender token lend” (¢ 1= ©v). Then we store the borrower token to create the
invariant for the shared points-to token ¢ +— v by INv-ALLOC.

Under the shared points-to token ¢ +— v, we can always take out a borrower token

’

q
for a points-to token ¢ 1-> v of some fraction ¢’:

- Winv[ ] * Whorg [ ]

[2], * t>0 EB ([«], = 3¢". bor (flz;v))

To prove this, we first get access to the invariant’s content by inv-acc, which gives

’ q
a borrower token bor” (¢ 1= v) for some g and some lifetime o that is no shorter
than o. Then we subdivide this borrow by BOrR-0PEN and OBOR-SUBDIV to create two

r 92 r,aql?
borrower tokens bor” (¢ 1= v ), bor” (£ 1> v) for the half /2 of the original fraction
g. We can restore the invariant’s content using one of the two borrower tokens and can
output the other.

q
Using a borrower token bor” (£ 1= v) over a fractional points-to token, we can read
from the location ¢:°

Winv [ ] * Wborg [ ]

q
[[ ], = bor” (¢ 1= v)] 4 [/10’. o'=0 % | ]’]N
Extending the idea of the shared points-to token (6.5), we can generally express the

fractured borrower token fbor” T for any fractional predicate T: Q — nProp instead of

just the points-to predicate Aq. ¢ N v, just like the fractured borrow & . @ provided by
RustBelt’s lifetime logic.

6.4 Semantic Alteration by Derivability

We can support semantic alteration of the proposition P of the borrower, lender and
open borrower connectives by the general derivability construction presented in Chap-
ter 4.

First, we add to the judgment data type Judg the following constructor:

Judgs>J = --- | P=>4GQ
The judgment P = Q simply means that the proposition P can be converted into the
proposition Q.
Next, we construct the interpretation [ |s: nProp — iProp parameterized with the

derivability predicate §: Judg — iProp (§ 4.2). The syntactic borrower, lender and open
borrower assertions bor” P, lend” P, obor” P € nProp can be interpreted as follows:

[bor*P]s 2 3Q.5(P=>Q) * 6(@=P) * bor"q

> Although we consider here an atomic read, we can also similarly perform a non-atomic read "¢ using

q
the borrower token bor™ (£ 1= v).
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[lend”P]s = 3Q.5(@=>P) * lend"Q
[obor, P]s £ 3Q.5(P=>Q) = obor, 4

Unlike the model of the invariant (4.8) (§ 4.3), we do not need the persistence modality
O on the derivability assertions § (P = §) and § (§ = P), because the borrower, lender
and open borrower assertions are not persistent.

Now we can define the semantics [ J§: Judg — iProp of judgments Judg parameter-
ized with the derivability predicate §: Judg — iProp. For the judgment P= Q, we define
the semantics as follows:

[P=al; = [Pls =& [als

Now we automatically get the best derivability predicate der € Judg — iProp and the
set of good derivability predicates Deriv C Judg — iProp by Definition 4.1 (§ 4.3).

Now the borrower, lender and open borrower connectives support the following
rules for semantic alteration by derivability, which hold for any good derivability pred-
icate § € Deriv, in a similar way to inv-ALTER (§ 4.3):

§(P=>Q) = §(@=>P) « [bor*P]s E [bor”Q]s bor-aLTer
5(P=>Q) = [lend”P]s = [lend”Q]s lend-ALTER
§(@=>P) = [obor,P]s F [obor,@]s obor-aLTER

For a simple example, using bor-ALTER we can prove

[[bor‘ (P % Q)]](; = [[bor' (Q *P)]](s

for any 6 € Deriv, just like (4.19).
Also, the following basic conversion rules hold for any §:

co * [bor”*P]s E [bor”P]s bor-Lrr
c[ = [lend”P]s F [lend P]s lend-LFT
c o * ([«]g = [P];) * [oboryP]s F [obor, P]s obor-Lrr

fo F [bor”P]s bor-FAKE

These semantically alterable connectives satisfy the following proof rules for ma-
nipulating borrows, just like those presented in § 6.3.2. Here, we consider the interpre-
tation [ | 2 [ Jder by the best derivability predicate der. These rules are easily derived
from the original rules in § 6.3.2, especially using the soundness of der (Theorem 4.3).

[P] g eorm ] ([bor*P] = [lend”P]) bor-lend-NEw
to * [lend” P] & MWPermll [p]  lend-reTRIEVE

[+]4 * [bor*P] & mWbormll] ([obory P] = [P]) bor-open

[obor;, P] « [P] &Il

[«]q % [bor”P]) obor-cLose

c o * [obory P] * 3k[Q;] * (T « R [Q] —*M[[Pﬂ)
héWborMH ([ ]q % *[[bor Ql]])

obor-suBDpIV
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¥(Poo, = [[oborqj:Pj]}) * >§<[[Qi]] * (T * >5‘[[@]] ‘*M(T[[Pj]]))

J
Sl (g,

. J
J

« k[bor” Q] )
i
obor-MERGE-SUBDIV

[]g * [bor*P] EMWPermIl (o], % [bor™™ P] % (¢ = [bor”P]))

bor-REBORROW

[lend” P] = ([[P]] —*M(>X_<[[Ql~]])) g Woorm 1 (*[[lend Q,—]]) lend-spLIT

6.5 Model

Finally, we briefly explain the model of the lifetime and borrow mechanisms. Although
we inherit the high-level ideas (e.g., each borrower having the state closed, open, or
reborrowing) from RustBelt’s lifetime logic, our model is substantially different from
theirs. In particular, thanks to being free of the problem of step-indexing, we have a
much more direct model of borrows, while RustBelt needed to use an external ‘Box’
library. Also, our ghost state for borrows behaves independently of the ghost state for
lifetimes, unlike RustBelt. Now we dive into the details.

6.5.1 Lifetime Mechanism

Lifetime The lifetime o, € Lft is modeled as a finite multiset of ghost names, just
like RustBelt’s lifetime logic:

Lft £ Multisets, GhostName.

We use the finite multiset to support the static lifetime and lifetime intersection. The
static lifetime is defined as the empty multiset T = & and the lifetime intersection is
defined as the multiset sum (adding the multiplicities) L 0wp.

We also introduce pure lifetime inclusionc: Lftx Lft — Prop, which is a pure relation
defined as reverse multiset inclusion « ¢ » £ o 2

Resource Algebra The resource algebra LrT for lifetimes is defined as follows:
Lrr £ DrRrAC +; UNIT.

It is the sum RA of the discardable fraction RA DFRAc and the unit RA UniT (§ 2.2.2),
respectively modeling the live and dead state of an atomic lifetime y € GhostName. This
is similar to RustBelt’s lifetime logic, but we use the discardable fraction RA instead of
the fraction RA to support the eternal lifetime token co o we newly introduced.

Propositions Now the live []4, dead o and eternal co o lifetime tokens are modeled
as follows:

ffffffffffffffffff

[2]q R §inlq§)L/FT T £ 3Jye .iinr()iy

fffffffff

For the live lifetime token [«],, we use inlg, a fraction resource ¢ € Qs in the left-
hand summand of LrT. For the dead lifetime token o, we use inr (), the resource in
the right-hand summand. For the eternal lifetime token oo, we use inl %, the discard
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witness in the left-hand summand. We use the resource update DFRAC-RESTORE (§ 2.2.2)
to prove the rule LrT-ETERN-LIVE. The iterative separating conjunction ., takes into
account the multiplicity of each ghost name y in the multiset o, which is important for
the rule LFT-LIVE-N.

The lifetime inclusion o c [0 € iProp is modeled as follows:

cl £ fu v (st £ 0. oov)

It is either a dead lifetime token fo (to support LFT-DEAD-C) or an eternal lifetime token
ooy for some v that satisfies the pure lifetime inclusion £ 0 € Prop (to support LFT-
eTERN-C). This model of lifetime inclusion differs from that of RustBelt’s lifetime logic,
which modeled lifetime inclusion based on the rules LFT-c-L1VE-ACC and LFT-Z-DEAD.
We adopted a more direct model here, especially to make lifetime inclusion timeless
(LFT-C-TIMELESS).

6.5.2 Borrow Mechanism

Resource Algebra The resource algebra for the borrow mechanism BOR,prop is defined
as follows:

BORnpop =  AutH ( Depold fin DEPO prop )
DEPOnprp = AG (Lft X N) X BORRpprop X LENDprop

BORRyprp = Borrld fin Ex (nProp X BorrMode )

BorrMode > b = closed | open, | reborrow
LENDprop £ lendld fin Ex nProp

The resource algebra BoRpprop is the authoritative RA (§ 2.2.2) over a finite map RA to
deposits DEPO,prop, to which borrowers BORR,prop and lenders LEND,p,op are linked.

Each deposit is identified with a deposit id i € Depold and associated with a fixed
lifetime o € Lft and a fixed depth d € N in the hierarchy of reborrows. When a deposit
reborrows from another deposit, the former’s depth should be strictly larger than the
latter’s.

Each borrower is identified with a borrower id j € Borrld and associated with the
proposition nProp and the mode BorrMode, which is closed, open with a live lifetime
token []4 stored, or reborrowing under the lifetime . The idea of using these three
modes comes from RustBelt’s lifetime logic.

Each lender is identified with a lender id k € Lendld and associated just with the
proposition nProp.

The structure of resources is quite different from what RustBelt’s lifetime logic used.
In RustBelt’s lifetime logic, borrows are managed per lifetime. This makes lifetimes
tightly coupled with borrows. Also, their proof around reborrows depends on a subtle
property about lifetimes: from any non-empty set of lifetimes, a lifetime that is mini-
mal with respect to pure lifetime inclusion £ can be taken. Our proof is more robust,
just using the acyclicity ensured by the depth information, not assuming any special
structures about lifetimes.

Tokens The lender token lend” P is modeled as follows:

77777777777777777777777777777777777777777777777777777777

lend”P £ Fio,dk o coxioli=(ag(/.d), D, [k=exP])]

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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It is existentially quantified over the deposit id i, the deposit’s lifetime o’ and depth d,
and the lender id k. Lifetime inclusion o’ £ o ensures that fo entails fo’ (LFT-c-DEAD)
for the rule LEND-RETRIEVE.

The open borrower token obor, P is modeled as follows:

obor, P £ 3 djr. acd x ([T = [odq) * [21r2 =

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

It is existentially quantified over the deposit id i, the deposit’s lifetime o’ and depth d,
the borrower id j, and the fraction r € Q.. The open borrower token stores only the
half token [2'],/, to the deposit, retaining the other half token ['],/».

The borrower token bor” P is modeled as follows:

bor’P & fu v 3id,dj. ocod =

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

777777777777777777777777777777777777777777777777777777777777777777777777777

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

The first disjunct fo is just for the rule Bor-rAKE. The main part is existentially quan-
tified over the deposit id i, the deposit’s lifetime o’ and depth d, and the borrower id
j. There are two cases: the borrower is either closed closed or reborrowed reborrow
under a dead lifetime

World Satisfaction The borrower world satisfaction Wborr(};’b) [ ] for the deposit’s
lifetime « € Lft and depth d € N, the proposition P € nProp, the borrower mode
b € BorrMode, and the interpretation [ [|: nProp — iProp is defined as follows:

[P] b = closed
P,b
Wborr(’d )[[]] = [2]q b = open,
ad’ > d. Iend;l, P b =reborrow

For the closed state, it just stores the interpretation of the borrowed proposition [P].
For the open state with the fraction g, it stores the live lifetime token [v],. For the

reborrow state under the lifetime [, it stores Iend;, P for some d’ > d, where the
modified lender token Iend;l P is defined as follows:

lend;P 2 3Jik.io[i=(ag(xd), [k=exP], )]

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

When a reborrower reborrowg opens the borrow again under the premise that [, it

retrieves the content using the lender token lend;, P.
The set of the deposit states Depo is defined as follows:

Depo = (Lft xN) x (Borrld iy nProp x BorrMode) x ( Lendld iy nProp)

The deposit world satisfaction Wdepof,f [ ] for the deposit state D € Depo, the update
modality M: iProp — iProp and the interpretation [ [: nProp — iProp is defined as
follows:

Wdepoj(v(I d).Bs.Ls) [H] 2 (T * M (k d* 5 [[LS k]] )) \Y
€dom Ls

( E S Wborrfisdj[[]]*(?' « 3k [(Bsj)a] =M (% [[LSk]])))

jedom Bs jedom Bs kedomLs

95



The first disjunct is the case where the lifetime of the deposit has been dead and the
lenders have been retrieved. The second disjunct is the case where the deposit is alive.
The disjunct stores the world satisfaction WborrBsdj [ ] for each borrower. Also, it owns
the ‘converter’ from the borrowers’ propositions jedomBs [(Bs j).1] to the lenders’
propositions *Kjc4omrs [Ls k] with the update by M assuming to. This converter is
used when a lender is retrieved (LEND-RETRIEVE).

We define the authoritative token depos Ds € iProp for a finite map Ds: Depold iy
Depo as follows:

deposDs =

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Finally, the world satisfaction Whory [ ] for the borrow mechanism is defined as
follows: |
Whbor [[ﬂ £  9Ds. depos Ds sk Wdepof,f’ IH]

iedom Ds
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Chapter 7

Later-Free Prophetic Borrows

The best way to predict the future is to invent it

Alan Kay, at a 1971 meeting of PARC

This chapter presents the later-free prophetic borrow mechanism of our framework,
built on our later-free borrow mechanism presented in Chapter 6. Our prophetic bor-
row mechanism abstracts and refines RustHornBelt (Matsushita et al., 2022)’s reason-
ing approach to functional verification about Rust-style borrows with prophecies in the
style of RustHorn (Matsushita et al., 2020, 2021).

This is an interesting and useful metatheory on its own, providing general later-free
proofrules for reasoning in the style of RustHornBelt but without directly manipulating
the mechanism for prophetic agreement. From another perspective, this provides a case
study of the expressivity of our framework, building a richer mechanism on a more
basic one.

This chapter is organized as follows. Section 7.1 reviews the author’s prior work,
RustHorn and RustBelt, as the background of Nola’s prophetic borrows. Section 7.2
presents the proof rules of our prophetic borrows. Section 7.3 discusses semantic alter-
ation by the derivability technique of Chapter 4. Section 7.4 explains the model of our
prophetic borrows.

7.1 Background — The Author’s Prior Work

In this section, we review the author’s prior work, RustHorn and RustBelt, as the back-
ground of Nola’s prophetic borrows.

7.1.1 RustHorn: Prophecies for Rust-Style Borrows

The work RustHorn was originally the author’s senior thesis (Matsushita, 2019) and
then published in the conference proceedings of ESOP 2020 (Matsushita et al., 2020)
and in a journal ACM TOPLAS (Matsushita et al., 2021). The core contributions of
RustHorn, including the idea, the formalization, and the implementation and evalua-
tion, are the author’s.

RustHorn proposed the novel idea of using prophecies to model Rust-style (mutable)
borrows and reason functionally about them. Using RustHorn’s idea, mutable borrows
can be naturally and uniformly translated into first-class values without state infor-
mation, significantly simplifying the verification. Remarkably, this approach supports
advanced borrowing patterns like reborrows and nested borrows.

The work RustHorn itself demonstrated the effectiveness of this idea in the context
of fully automated verification. RustHorn also presented a paper proof of the transla-
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tion’s correctness (soundness and completeness) over a simplified core calculus mod-
eling Rust. Notably, RustHorn’s idea gave rise to Creusot (Denis et al., 2022), a leading
semi-automated Rust verifier at present.

Hereafter in this subsection, we explain the work RustHorn and its idea in more
detail.

Challenge: Functional Reasoning about Rust-Style Borrows Rust’s borrowing
machinery is powerful and useful for managing ownership, especially because borrow-
ers can freely throw away ownership fragments at any time without direct communica-
tion with their lender, as discussed in § 6.1.1.

But the borrowing machinery of Rust’s type system provides only rough informa-
tion about mutable state under a borrow, in that the only guarantee about the borrowed
object returned to the lender after the lifetime ends is that the object satisfies the own-
ership type T. Although this is effective for guaranteeing memory and thread safety,
we often want to go further to verify functional correctness, which takes into account
the input and output values of computation. Regarding a borrow, the lender should be
able to know the exact value of the borrowed object at the end of the lifetime, reflect-
ing mutations by the borrower. But this is not obvious exactly due to the advantage
of Rust’s borrowing: there is no direct communication between the borrowers and the
lender. How can we functionally reason about mutation by Rust-style borrows?

RustHorn’s Solution: Prophecies The author’s prior work, RustHorn (Matsushita,
2019; Matsushita et al., 2020, 2021) solved this challenge naturally and uniformly. The
key device is a prophecy variable (or prophecy in short) (Abadi and Lamport, 1988;
Vafeiadis, 2008; Jung et al., 2020b), which peeks into some information about the fu-
ture ahead of time in program verification.

RustHorn’s idea can be roughly explained as follows. When a borrow starts, we
introduce a prophecy variable x that represents the future value of the borrowed ob-
ject at the end of the lifetime, i.e., the final value of the borrowed object during the
borrow. We let the borrower and the lender share this prophecy variable x. We model
a borrower as the borrowed object’s current value a and the prophecy x for its final
value. When the borrower mutates the borrowed object, we update the object’s value
a accordingly. When a borrower throws away the ownership, we resolve the prophecy
x into the object’s value a of the borrowed object at that point. For an advanced case
where a borrower is subdivided, we create new prophecies yy, . .., y, for the new bor-
rowers and partially resolve the old prophecy x into an appropriate value that depends
on the new prophecies y, ...,y,. When the lifetime ends, we can model the object
returned to the lender as the value of the prophecy x, which has been resolved into the
final value of the borrowed object.

In a typical setting, a prophecy variable is modeled by non-determinism, branching
over all possibilities of the future value x. When the prophecy x is resolved into a
value a, we assume the equality x = a, i.e, cut off all branches of non-determinism that
do not satisfy the equality x = a. With this approach, the behavior of a Rust program
with mutable borrows can be reduced to the behavior of a stateless functional program,
making functional verification much easier and more efficient.

How RustHorn-Style Prophecies Are Used RustHorn demonstrated the effective-
ness of this prophecy-based approach explained above in the context of CHC-based
verification, i.e., fully automated functional verification by reduction to constrained
Horn clauses (Bjarner et al., 2015).
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Later, Creusot (Denis et al.,, 2022) embodied RustHorn’s approach in the context
of SMT-driven semi-automated verification, i.e., verification by manual annotations of
loop invariants etc. and automated SMT solving. Creusot translates Rust programs with
annotations into stateless functional programs and verifies them in the Why3 platform
(Filliatre and Paskevich, 2013). Remarkably, using Creusot, a performative SAT solver
written in Rust was verified functionally correct (Skotam, 2022).

Moreover, RusSOL (Fiala et al., 2023) used RustHorn-style functional specifications
to automatically synthesize Rust programs that satisfy Rust’s ownership principles and
the given specifications.

A combination of RustHorn’s approach with fractional ownership has also been
explored (Nakayama et al., 2024).

Simple Example: Choice from Mutable Borrows For a simple example, consider
the following Rust program that features a choice from two mutable borrows depending
on dynamic information:' *

fn max_mut<o>(p : & mut int, g : & mut int) -> & mut int {
if xp >=xq { p } else { q }

}

fn test() {
let mut m : int = rand_int(); let mut n : int = rand_int();
let r : &mut int = max_mut(&mut m, &mut n); *r += 7;
assert! (7 <= abs(m - n));

}

Code 7.1: Simple Verification Problem on Choice from Mutable Borrows

The function max_mut takes two integer mutable references p, g : & mut int and
returns the one that stores the larger value. The tricky thing is that the address of
the returned reference depends on dynamic information about values. The goal is to
verify the assertion of the test function test, which goes as follows. First, we create
integer variables m, n initialized randomly. Next, we mutably borrow the two and call
the function max_mut to get a mutable reference r to the larger one. Then, we increment
the value stored at r by 7. Finally, we assert that the difference between m and n is no
less than 7. This assertion is always true because we have incremented the larger of m
and n by 7.

We want to verify Code 7.1 without any explicit model of heap memory. RustHorn’s
prophecies let us do this. We model an integer mutable reference p as a pair (m, x) € Z*
of the current value m € Z and the prophetic final value x € Z at the address. Then
the function max_mut is modeled as the following input-output relation (postcondition)
MaxMut: 7? — Z? — Z* — Prop:®

MaxMut (m,x) (n,y) r =

(m=nAr=(mx) Ay=n) VvV ((m<nAr=(ny) Ax=m)) 7y

In the case p is returned, the other mutable reference q : &z mut int throws away
the ownership and thus resolves its prophecy y into n. A similar thing goes for the case
q is returned.

1 For simplicity, we suppose an unbounded integer type int instead of a bounded integer type like i32.

2 The function rand_int non-deterministically outputs a random integer.

% To aid understanding, we present the direct definition of input-output relations, unlike RustHorn’s
paper. The work RustHorn itself represented Rust programs as constrained Horn clauses (CHCs), giving
constraints on predicate variables for the input-output relations. The least solution to RustHorn’s CHCs
amounts to the direct input-output relations we present here.
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Now the verification condition of the test function test can be expressed as follows,
using MaxMut defined by (7.1):

Vm,n. Vx,y. Yo,z s.t. MaxMut (m, x) (n,y) (o, z).
(7.2)
z=0+7 > 7<|m—n|

Because the mutable reference r loses ownership after performing the mutation *r +=
7, its prophecy z is resolved into the value o + 7, where o is the value stored at r before
the mutation. We can easily verify that the verification condition (7.2) is satisfied by
case analysis on the cases m > nand m < n.

Advanced Example: Subdividing a Mutable Borrow over a List For an advanced
example, let us consider the following Rust program that features a mutable borrow

over a list and its subdivision:*°

enum List { Nil, Cons(int, Box<List>) } wuse List::*;
fn take_some<o>(p : & mut List) -> & mut int {
match p { Nil => loop {3,
Cons(q, r) => if rand_bool() { g } else { take_some(r) }
}
}
fn sum(p : &List) -> int {
match p { Nil => @, Cons(n, q) => n + sum(q) }

}

fn test() {
let mut 1 : List = rand_list(); 1let s : int = sum(&l);
let p : &mut int = take_some(&mut 1); *p += 1;
assert!(sum(&l) == s + 1);

}

Code 7.2: Advanced Verification Problem on Subdividing a Mutable Borrow over a List

The recursive data type List represents a singly linked list of integers. The function
take_some takes a mutable reference p : & mut List to alist and returns a mutable
reference & mut int to some integer element in the list (or loops infinitely). Impor-
tantly, this function subdivides a mutable borrow over the list into a mutable borrow
over an element. Also, this function is recursive, making the verification more chal-
lenging. The helper function sum just computes the sum of the elements of the list
p : &List. We want to verify the assertion of the test function test, which goes as
follows. First, it takes a random list 1 and remembers the sum s of its elements. Next,
it mutably borrows the list 1 and subdivides it into a mutable borrow p over some el-
ement using the function take_some. Then, it increments the value stored at p by 1.
Finally, it asserts that the sum of the elements of the list 1 has been incremented by 1,
i.e., has become s + 1.

Notably, using RustHorn’s idea, we can naturally model and verify Code 7.2. The
input-output relation of the function take_some can be expressed as the least solution
for the predicate variable TakeSome: (List Z)> — Z? — Prop to the following con-
straints, which are technically CHCs (constrained Horn clauses):

TakeSome ([], xs) r < L (7.3)

TakeSome (n:ns, x:xs) r < r=(nx) A xs=ns (7.4)

4 The part use List::*; just allows writing Nil and Cons instead of List::Nil and List::Cons.
> The functions rand_bool and rand_list output a random boolean and a random list, respectively.
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TakeSome (n:ns, x:xs) r << x=n A TakeSome (ns,xs) r (7.5)

The relation < simply means the logical implication from the right to the left. Variables
like r are universally quantified. Like MaxMut above (7.1), for the predicate TakeSome,
the input and output mutable references are modeled as the pair of the current value
and the prophecy for the final value. The constraint (7.3) represents the case when *p
is the empty list Nil. The constraints (7.4) and (7.5) represent the case when *p is non-
empty. First, the prophecy of the input reference is partially resolved into a cons value
x : xs. In the branch where the mutable reference to the head element is returned, as
described by (7.4), the prophecy of the tail list xs is resolved into the current tail ns and
the return value is the cons of the current head n and the prophecy of the head x. In
the branch where take_some is recursively called on the tail of the list, as described by
(7.5), the prophecy of the head is resolved into the current head n and the recursive call
takes the pair of the current tail and the prophecy of the tail.

The verification condition of the test function test can be expressed as follows,
using the least solution TakeSome,, to the constraints (7.3), (7.4) and (7.5):

Vns. Vxs. Vm,y s.t. TakeSome,, (ns, xs) (m,y). 76)
y=m+1 > sumxs =sumns+1 '
Here, sum: ListZ — Z is the function that computes the sum of the elements of an

integer list. The verification condition (7.6) can be easily verified because the predicate
A(ns,xs). A(m,y). y=m+1 > sumxs =sumns + 1 (7.7)

is a solution for TakeSome to the constraints (7.3), (7.4) and (7.5), which by definition
is implied by the least solution TakeSome,. In other words, the condition (7.7) found
from (7.6) is an inductive invariant for the recursive constraints (7.3), (7.4) and (7.5).

Remarkably, in RustHorn’s experimental evaluation (Matsushita et al., 2020, § 4.3),
the verification of the Rust code corresponding to Code 7.2 was completed instantly
(taking less than a second) in a fully automated way, using Holce (Champion et al.,
2018) as the backend CHC solver.

Modeling an Advanced API: Mutable Iterator Using RustHorn’s idea, we can also
precisely model advanced Rust APIs with mutable borrows. For an interesting example,
here we consider the mutable iterator IterMut<c,T> over a vector. Its core behavior
boils down to the following two methods:

fn iter_mut<o,T>(v : & mut Vec<T>) -> IterMut<oc,T>
fn next<o,T>(it : &mut IterMut<o,T>) -> Option<&x mut T>

Code 7.3: Core Methods of Rust’s Mutable Iterator

The method iter_mut converts a mutable reference to a vector v : &x mut Vec<T>
into a mutable iterator IterMut<o, T>. A mutable iterator IterMut<o,T> has the own-
ership of some subsequence of a vector borrowed under the lifetime . The key oper-
ation on the mutable iterator is next, which performs one step of iteration. When the
subsequence owned by the iterator is not empty, the method removes the subsequence’s
head element from the subsequence and returns a mutable reference to it. When the
subsequence is empty, the method returns None to tell the end of the iteration. Also
note that the input it of the method next is an example of a nested mutable reference,
since it is a mutable reference to a mutable iterator.

Using RustHorn’s idea, we can naturally model the mutable iterator IterMut<o, T>
and its methods iter_mut and next.® Suppose an object of the type T is modeled as a

6 This functional representation of the API was first explicitly proposed and formalized by the work
RustHornBelt (Matsushita, 2021; Matsushita et al., 2022), introduced later in § 7.1.2.
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value in a set A. A vector Vec<T> is modeled as a list [ay,...,a,] € List A. We model a
mutable iterator IterMut<o,T> as a list of pairs [(al,xl), ... (an, xn)] € List A% such
that the i-th element (a;, x;) represents a mutable reference to the i-th element of the
subsequence, modeled as the pair of the current value and prophecy.

The method iter_mut<u, T>can be modeled as the following input-output relation
IterMut: (List A)?> — List A> — Prop:

IterMut (as,xs) axs = |xs|=|as| A axs = zipasxs.

We partially resolve the prophecy for the final vector value xs, fixing its length |xs| =
|as|. The output list axs is the zipped list zip as xs of the current values as and prophecies
xs (for example, zip [a1, az, as] [x1, x2, x3] = [(611,361), (az, x2), (as,xs)])-

Once we model the mutable iterator in this way, the method next<w,T> can be
modeled straightforwardly as the following input-output relation Next: (List Az)2 —
Option A*> — Prop:

A
Next (ax :axs,axs’) oax = axs’ =axs A oax = some ax

Next ([],axs’) oax = axs’ =[] A oax = none.

7.1.2 RustHornBelt: Semantic Foundation for Prophetic Borrows

The work RustHornBelt was originally the author’s master’s thesis (Matsushita, 2021)
and then published in the conference proceedings of ACM PLDI 2022 (Matsushita et al.,
2022) winning the distinguished paper award. Key technical ideas of this work, includ-
ing the machinery of parametric prophecies, and a large part of the Coq mechanization
are the author’s. The work was born through the author’s internship in the RustBelt/Iris
team led by Derek Dreyer at the Max Planck Institute for Software Systems (MPI-SWS).

RustHornBelt extended RustBelt (Jung et al., 2018a) to provide a semantic founda-
tion for RustHorn-style prophetic verification. Its central scientific contribution is a
new technique, nicknamed parametric prophecies, to reason about prophecies flexibly
in separation logic.

In this subsection, we explain the work RustHornBelt in more detail. We also dis-
cuss the problems of its approach, which we tackle by Nola’s later-free prophetic bor-
rows.

Challenge: Verify RustHorn-Style Prophecies Generally As discussed above in
§7.1.1, RustHorn’s prophetic approach to functional verification can naturally reason
about various patterns of mutable borrows, including reborrows and nested borrows.
However, proving the soundness of RustHorn’s approach in general is challenging.
Rust-style borrows and prophecies are even separately challenging to reason about,
and RustHorn’s approach combines them together in a highly non-trivial way.

The work RustHorn (Matsushita et al., 2021) presented a paper proof of the correct-
ness of its prophetic translation. However, their proof only covered a simplified core
calculus modeling Rust and depended on a subtle syntactic bisimulation argument. It
was not clear how to extend their proof in general, especially in the presence of various
Rust APIs.

RustHornBelt: RustBelt Extended for Prophetic Borrows The work RustHorn-
Belt (Matsushita, 2021; Matsushita et al., 2022) extended RustBelt (Jung et al., 2018a) (re-
viewed in § 6.1.2) to provide a semantic foundation for functional verification of Rust
programs in the style of RustHorn, beyond the memory and thread safety check of
Rust’s ownership type system. More specifically, RustHornBelt verified the soundness
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of RustHorn-style functional specifications over a large subset of Rust with various Rust
APIs, including Vec, SmallVec, IterMut, Cell, spawn/join, and Mutex. For some of
these APIs, the work RustHornBelt also newly proposed RustHorn-style specifications
themselves.

The key aspect is that RustHornBelt semantically modeled various Rust APIs in the
separation logic Iris, inheriting RustBelt’s approach. This enables verifying the sound-
ness of the ownership type interface and the RustHorn-style functional specification of
each API separately in a modular way. Also, the definitions and proofs of RustHornBelt
are fully mechanized in the Coq proof assistant.

As the central scientific contribution, RustHornBelt invented a new technique, nick-
named parametric prophecies, to reason about prophecies flexibly in separation logic.
This machinery is explained more in detail later in § 7.2.1. By combining RustBelt’s
lifetime logic and the machinery of parametric prophecies, RustHornBelt successfully
modeled and reasoned about prophetic borrows, i.e., Rust-style mutable borrows inter-
acting with RustHorn-style prophecies.

Problem #1: Later Modality Still, RustHornBelt suffered from the later modality »,
which comes from RustBelt’s lifetime logic.

The later modality blocks RustHornBelt from proving that RustHorn-style reduc-
tion preserves infinite behaviors of programs, which is essential to justify RustHorn-
style reduction in verifying liveness properties.

Also, even for safety verification, RustHornBelt encountered a problem of strip-
ping off a statically unbounded number of later modalities. RustHornBelt found a
workaround for this issue, using a technique nicknamed flexible step-indexing. But
that substantially complicated the proof and the semantic model of Rust’s types (Mat-
sushita et al., 2022, § 3.5) (we explain this later in § 9.3).

Problem #2: Lack of Abstraction Also, RustHornBelt’s proofs about mutable bor-
rows directly manipulated an involved model of mutable borrows in an ad hoc way. As
a result, their proofs are often complicated and hard to reuse. This is especially the
case for their proofs about reborrowing. We need a good abstraction of RustHornBelt’s
reasoning about mutable borrows.

7.2 Proof Rules of Nola’s Prophetic Borrows

Now we present the proof rules of Nola’s later-free prophetic borrows. We first in-
troduce the basic part, parametric prophecies (§ 7.2.1). Then we explain Nola’s later-
free prophetic borrows (§7.2.2). Finally, we present some examples of using Nola’s
prophetic borrows (§ 7.2.3).

7.2.1 Parametric Prophecies

We inherit from RustHornBelt the machinery of parametric prophecies to reason about
prophecies flexibly in separation logic. Here we present the key definitions and proof
rules. Its model is explained later in § 7.4.1.

Prophecy Variables First, we consider the set of prophecy variables (or prophecies
in short) PrVar, parameterized over any set A € U of some universe U. We use the
metavariables x, y, z for prophecy variables.
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Prophecy Assignment A prophecy assignment m € PrAsn assigns to each prophecy
variable x € PrVar, of any set A € U a concrete value = x € A. A prophecy assignment
represents one possible future about the prophecy variables.

Clairvoyant Monad The clairvoyant monad Clair A for a set A is simply the reader
monad over prophecy assignments: Clair A = PrAsn — A. We call a value d € Clair A
of the clairvoyant monad (i.e., a value parameterized over the prophecy assignment) a
clairvoyant value. We mark clairvoyant values with a circumflex ",

Prophecy Observation The key Iris proposition for parametric prophecies is the
prophecy observation <¢> € iProp, which persistently asserts that all futures & € PrAsn

that are currently possible satisfy the condition gzg 7, specified by a clairvoyant pure asser-
tion ¢ € Clair Prop = PrAsn — Prop.

(gi)) is persistent PROPH-OBS-PERSIST

The prophecy observation is monotone over the clairvoyant pure proposition. Also,
we can combine two prophecy observations to get a prophecy observation for the con-
junction assertion.

Vﬂ;gﬁﬂ—nfﬂ
(¢) E(¥)
<¢> * <¢> = (An. ¢;7T/\1,57r> PROPH-OBS-#

PROPH-OBS-MONO

The following is thekey rule for the adequacy of the prophecy observation (é)
associating its clairvoyant assertion ¢ with the ‘reality’:’

((/5) F dn. q§n0 PROPH-OBS-SAT

It states that the prophecy observation <</§> ensures that there exists at least one possible
future 7y € PrAsn that satisfies the clairvoyant pure assertion gi;ﬂo. As a special case,
if the clairvoyant assertion of the prophecy observation is constant over the prophecy
assignment A_. ¢, then we directly get the assertion ¢ by propH-0Bs-sAT:®

(A_.gb) F ¢ PROPH-OBS-CONST

For example, if we have two prophetic observations </17r. TX = a) and (/171 X =
a’> for a prophecy variable x, we can combine the two to get the observation </1_. a=
a’) (by pPrOPH-OBs-* and PROPH-0Bs-MONO) and get the equality a = a’ by ProPH-0OBs-
CONST.

7.2.2 Prophetic Borrows

Now we introduce our mechanism of prophetic borrows. Our prophetic borrow mech-
anism is built on our borrow mechanism presented in § 6.3.2, inheriting the overall
structure.

7 Our rule PROPH-OBs-SAT is improved from the original rule of RustHornBelt (Matsushita et al., 2022,

§ 3.2), where the entailment was weakened by a fancy update & Noroph® We updated the resource algebra
for prophecies PrROPH to include the invariant for this rule into the validity predicate v/, as we see later
in§7.4.1.

Actually, we can also derive PROPH-0BS-SAT from PROPH-OBS-CONST, because the prophecy observation
<¢;> entails </1_. Amy. <;§ 0 > by proPH-0Bs-moNoO. In this sense, the two rules for adequacy of parametric
prophecies PROPH-0BS-SAT and PROPH-OBS-CONST are equivalent.
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Again, the resource algebra PBOR,pyp for the prophetic borrow mechanism is pa-
rameterized over the syntactic data type for propositions nProp. Also, Nola’s prophetic
borrow mechanism provides a world satisfaction Wpbor,, [ | parameterized over the
semantic interpretation [ ]: nProp — iProp as well as the update modality M used for
borrow subdivision.

Basic Rules The prophetic borrow mechanism features the prophetic version of the
borrower, lender, and open borrower tokens: bora’x é,lend, ¢, and oborq’x é. Their func-
tionalities are analogous to the corresonding tokens bor” P, lend” P, obor” P of our
borrow mechanism (§ 6.3.2), but they are enriched with the prophecies.

The prophetic borrower token bor, , ¢ newly takes a current value a € A and a
prophecy x € PrVary, for an implicitly specified domain A € U. Also, the prophetic
borrower token takes a syntactic predicate $: A — nProp instead of just a proposition
P € nProp. Similarly, the prophetic open borrower token obor,, ¢ takes a prophecy
x € PrVar, and a predicate $: A — nProp for A € U. The prophetic lender lend; ¢
takes a predicate $: A — nProp and a clairvoyant value a for A € U. The clairvoyant
value of the lender is typically set to the value of a prophecy Ax. 7 x.

The tokens are all timeless:

bor, . ¢ is timeless PBOR-TIMELESS lend; ¢ is timeless PLEND-TIMELESS
oborg . ¢ is timeless POBOR-TIMELESS

By storing [¢ a], we can create a prophetic borrower bor, . ¢ and a prophetic lender

lend, . & for some freshly taken prophecy variable x:

[# a] = s Wberm L (3x. bor,,$ = lend; &) PBOR-PLEND-NEW

After the lifetime o has died, the prophetic lender lend; ¢ can retrieve the borrowed
content, like LEND-RETRIEVE:

to % lend; ¢ = MWPormll (3¢ st (An. an=a'). [#4d]) PLEND-RETRIEVE

Notably, the value a’ of the content [ a’] is ensured to be equal to the lender’s clair-
voyant value a i by the prophecy observation ()Ut. ar=ad )

A prophetic borrower bor, , ¢ can open the borrow by storing a live lifetime token
[2]g, like BOR-OPEN:

[]g * bor), ¢ = MWPborml] (obor,, & * [#4a]) PBOR-OPEN

We get a prophetic open borrower token obor,, ¢ and the borrowed content [¢ a].
Importantly, the borrowed content [# a] has the current value a and is not weakened
by the later modality ».

A prophetic open borrower can close a borrow by storing the content back, like
OBOR-CLOSE:

obor, . & x [¢d'] F s VpPorm [ 1 ([]q * bory . #) POBOR-CLOSE

Notably, the open borrower token can specify any value a’ € A for the content [$ a’],
which is not necessarily equal to the original value before opening the borrow by peor-
oreN. The obtained borrower token bor,, . ¢ has this new value a’.

When a prophetic borrower throws away its ownership, it can resolve the prophecy
x into the current value a, which is a new rule for prophetic borrowing:

[«]g * bor,, & M Webora [ ([2]q * {(Ar. mx=a)) PBOR-RESOLVE

By the prophecy resolution, we narrow the ‘possible futures’ (or prophecy assignments)
7 to only those that assign the value a to the prophecy variable x. This new information
about the possible futures is asserted by the prophecy observation (Aﬂ. TX = a).
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Converting Tokens We have the following rules for modifying the lifetime of to-
kens, just like BOR-LFT, LEND-LFT and OBOR-LFT:

co * bor,, & F bor,, $ PBOR-LFT

n

* lend, ¢ F Ienddé PLEND-LFT
c o x ([o]lg = [°],) * obory, ¢ & obor, ¢ POBOR-LFT

Also, we can ‘fake’ a prophetic borrower token bora,x ¢ when the lifetime « is dead,
just like BOR-FAKE:
fo F bor,, ¢ PBOR-FAKE

Borrow Subdivision and Merger We have the following rule for subdividing a
prophetic borrower without changing the prophecy x, just like OBOR-sUBDIV:

co * obory & x [$a]  (Va'. 10 « [¥a] «M[2d])
E éprorMH [«]q * borg, ¥
POBOR-NSUBDIV

This takes a ‘converter’ Va'. 17 = [#a’] - M [$ a’], which turns the new content
[¥ a’] into the old content [¢ a’] for any final value a’ with the update modality M,
under the assumption that the lifetime © is dead.

We have the following advanced rule for subdividing a prophetic borrower into
smaller ones with new prophecies, a substantially enriched version of 0BOR-suBDIV:

£ o * obory, ¢ x *[[&”ibi]] * (Vb_’. o = *[[Wib;]] M [ (f(b_,))]])
= s Webory [ ([ lg * 37st (An. nx = f(77)). *bor, kI"')
POBOR-SUBDIV

The prophecies 7 for the new borrowers are freshly taken. The rule takes a conversion
function f:[]; B; — A, which maps the final values of the new borrowers’s contents
b’ into the final value of the old borrower’s content f(b’). The converter

VO 40w k[Eb] =M [$ (f(0))]

is simply universally quantified over the final values b’ of the new borrowers’ contents
(just like in POBOR-NsUBDIV) and uses the value f(b”) for the old borrower’s content. By
this borrow subdivision, the old prophecy x is partially resolved into the value f(77y),
which depends on the new prophecies’ values 7 y;. This is asserted by the prophecy
observation (/171. nx = f (n_y)>. Note that we can derive the simple resolution rule
PBOR-RESOLVE we presented from this rule roBor-susp1v and the borrow opening rule
PBOR-OPEN.

We also have the following rule for merging and subdividing prophetic borrowers,
obtained by extending POBOR-sUBDIV, just like OBOR-MERGE-SUBDIV is obtained from
OBOR-SUBDIV:

*( c j * ObOI’qj:’xj éj) * *[[Wlbl]] *
J i

(V8. 0« o8] *M(ﬁﬂéj(ﬁ(l?'))]]))

= Weborm [ ([ lg * 37 st (Am. V). zx; = f;(TD)). *kbor, , av,.)
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POBOR-MERGE-SUBDIV

This rule simply allows taking multiple open borrowers oborqj:,xj $¢; instead of only one
obor, . ¢ as in POBOR-sUBDIV. We also take conversion functions f; and get a prophecy
observation (/171. Vj. mx;= fj(ﬂ_y)>.

Reborrowing Reborrowing is much trickier for prophetic borrows than for ordinary
borrows. The rule BorR-REBORROW for an ordinary borrow reborrowed bor” P to create
a reborrower bor” " P and a promise to return the original borrower {( - bor” P. But
for prophetic borrowing, we should take a new prophecy for the reborrower, and the
effect of the reborrower’s mutation should be communicated to the original borrower
via that prophecy.

To handle this difficulty, we newly designed a proof rule for prophetic reborrowing,
which directly targets the situation where a borrower bor by ¥ to be reborrowed is taken
from some outer borrower obor, . ¢:

obory, &  [0], * bor, ¥ = (Vb fo = bor, , ¥ =M% (fb)])
= pWebory [ ([ lg * [2]r * 3y st (/171. nxzf(ny’)). borb,y, W)

POBOR-PBOR-REBORROW

We reborrow the inner borrower bor &I’ to create a new borrower bor . ¥ with a

freshly taken prophecy y’. We take a converszon function f: B — A that takes the final
version of the ‘current’ value of the inner borrower bor,, 'y ¥ and returns the final value

of the outer borrower’s content [¢ (fb')]. Accordlngly, the rule takes the converter
Vb'. to x bor,, ¥ =M [¢ (fb)].

Because the value b’ here is determined by the mutation of the reborrower borb v,
the value of the outer borrower’s prophecy x is partially resolved to the value f (7 y’)
calculated from the new prophecy’s value x /, resulting in the prophecy observation

</17r. rx=f(x y’)).

Lender Splitting We can also split a prophetic lender token lend, ¢ into multiple
lender tokens *; lend ;. Yiby the following rule, like LEND-SPLIT:

(\/a’ st. (Ar.ar=a'). [$a] =M (k (3D st. (Ar. Biﬂ=b'>. [[&Pib']]))) *

lend,, ¢ #SWborMH (

% lend; 9, )

PLEND-SPLIT

The converter for this rule handles prophetic observations.

World Satisfaction Allocation We also have the rule for allocating the world sat-
isfaction Wpbor,, [ |, just like wBor-ALLOC:

F B ( 3ysor- Y[ ], M. Wpbor,,[]) weBor-aLLOC

It takes a fresh ghost name ypog for our borrow machinery § 6.3.2, because our prophetic
borrow machinery is built on top of our borrow machinery, as we see in § 7.4.3.
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7.2.3 Examples

Now we present some examples of using our prophetic borrow mechanism.

To begin with, we instantiate our prophecy borrow mechanism with nProp of (3.16)
(§3.3.3) extended with a prophetic borrower connective bor, , ¢ interpreted as the
prophetic borrower token, just like § 6.3.3:

[bor,.¢] = bor,, ¢

a,x
Mutable Reference to a Pair For a simple example, a mutable reference to a pair
¢: & mut (T, U) can be expressed as follows:

bor(a,b),x (/1(61/, b,). $ta * ¢ ([ + k) b/)

Here, we modeled the types T, U as predicates $: Loc - A — nProp and ¥: Loc —
B — nProp, and assumed that the size of T is k. We assume that the mutable reference
has the current value (a,b) € A X B and the prophecy x € PrVaraxp. For example,
when T is an integer type int, then we canset A=Z, é fn = ¢+ n,and k = 1.

We can split the mutable reference ¢£: & mut (T, U) into the mutable references
tof: & mut Tand (£+k): & mut U as follows:

[d]q * bor{,y . (A(@.0'). $£d" x ¥ (¢+k)b') = mWorml]
[e]g * By, zst. {An. 1x=(wry,mz)). bor,, $£ = bor, ¥ (£+k)
1 a.y b,z

We can prove this using PoBOrR-suBDIV. Importantly, we get the prophecy observation
(/171 nx = (ny,x z)) that partially resolves the original prophecy x into the pair of
the new prophecies’s values (7 v,  z).

Conversely, we can also merge ¢: & mut T and (£+k): & mut U into ¢: &
mut (T, U) as follows:

[ ]q * bora’y L * borb,z '3 ([+k) E MWborM[[]]
[o]g * Tx st (Ax. (my,mz) =mx). bor A b). 60d * ¥ (L+k) D
1 (a,b),x

We can prove this using POBOR-MERGE-SUBDIV. By the rule, we get two prophecy ob-
servations </17r. ry = (x x).1> and </17r. Tz = (JTX).2>, whose combination gives
</17r. (ry,mz) = 7TX>.

Nested Mutable Reference For a more advanced example, a nested mutable refer-
ence {: & mut & mut T can be expressed as follows, modeling the type T as a pred-
icate $: Loc - A — nProp:

bor(a,y),x (A(a’,y’). . 1> ¢ % bor-a”y, (¢ {;/) )

The current value of the outer borrow is (a,y) € A X PrVar,, the pair of the current
value a and prophecy y of the inner borrow.

Like in §6.3.3, let us consider the dereference of the nested mutable reference !¢:
&( ) mut T. We can verify the following total Hoare triple for this dereference:

[[ Jg * bor{y ). (A(@y/). 3¢ €1> ¢ * bor,, (2 t”))] e

Whorg [ ]
[Av. [ lg * 3sto="¢,1y st <)Ur. rx=(ny, y)). bora’u,(iS ) ] =

(7.8)
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This significantly extends the total Hoare triple (6.1) for ordinary borrows. The re-
borrowed reference bor, (95 ') inherits the current value a and uses a newly taken
prophecy y’. For the prophecy x of the outer borrow, the second component is resolved
to the prophecy y of the inner borrow, and the first component is partially resolved to
the value 7 1’ of the newly taken prophecy y’, resulting in the prophecy observation
</17r. Tx = (ry, y)> Also note that the resulting inner borrow is free of the later
modality >, enabling accessing further inside the borrow. Our later-free prophetic bor-
row mechanism thus enables prophetic liveness verification of nested borrows.
The prophetic verification of this dereference goes as follows.

Proof of (7.8). For convenience we name the content predicate of the outer borrower
token refpbor (a’,y’) £ 3¢. £ 1> ¢ % bor @ (1).

By PBOR-OPEN, we open the outer borrower bor ay).« Fefpbor, getting an open bor-
rower token obor, . refpbor and the content

[refpbor (a,y)] = 3.t x bora,y, (7).

We destruct the existential quantifier to get the location ¢/ € Loc. We perform the
dereference !¢ using the points-to token ¢ — ¢’.

Then we apply the rule POBOR-PBOR-REBORROW for prophetic reborrowing, storing
the open borrower token obor, , refpbor for the outer reference, the borrower token

bor,, v (& ¢’) for the inner reference, and the following converter:

Va'. to bora,,u, (8¢') =M [refpbor (a’,y)].

This converter can easily be constructed from the points-to token ¢ — ¢’. Finally, we
get the reborrower bor, (45 £’) and the prophecy observation </17T rx = (ny, y)>
for a newly taken prophecy Y. O

Remark 7.1 (Nested Prophecies). Here we consider a prophecy x € PrVaraxprvar, for
a value that further contains a prophecy PrVar 4. Such nested prophecies are key to the
simplicity of our approach. RustHornBelt did not support such nested prophecies and
instead employed unnested prophecies like PrVarxa for nested mutable references.
Due to this, RustHornBelt suffered from the problem of managing dependent prophe-
cies. We avoid that problem by using nested prophecies.

7.3 Semantic Alteration by Derivability

We can support semantic alteration of the predicate ¢ of the prophetic borrower, lender
and open borrower connectives by the general derivability construction presented in
Chapter 4, just like for ordinary borrows (§ 6.4).

Like in § 6.4, we add to the judgment data type Judg the following constructor:

Judg>J = --- | =¥ (8,¥9: A— nProp; AeU)

The judgment ¢ = ¥ means that ¢ a can be converted into ¥ a for any value a € A.
Next, we construct the interpretation [ |s: nProp — iProp parameterized with the

derivability predicate §: Judg — iProp (§ 4.2). The syntactic prophetic borrower, lender

and open borrower assertions bor, . ¢, lend; ¢, obor, . ¢ are interpreted as follows:

[bor, 8]s = 3¥.5(8=>¥) « §(¥=>$) = bor, ¥
[lend; ¢]s = 3¥.5($=>¥) = lend; ¥
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[obor, &]s £ 3¥.5(¢=¥) * obor, ¥

Now we can define the semantics [ [: Judg — iProp of judgments Judg parame-
terized with the derivability predicate §: Judg — iProp. For the judgment ¢ = ¥, we
define the semantics as follows:

[¢=9]F £ Va [$a]s «BE [¥d]s

Now we automatically obtain the best derivability predicate der € Judg — iProp and
the set of good derivability predicates Deriv C Judg — iProp by Definition 4.1 (§ 4.3).

Now the prophetic borrower, lender and open borrower connectives satisfy the fol-
lowing rules for semantic alteration by derivability, which hold for any good derivabil-
ity predicate § € Deriv, just like bor-ALTER, lend-ALTER and obor-ALTER:

5(¢=>¥) * 6(¥=>9) * [bor,, #]s F [bor,, ¥]s Pbor-ALTER
5(¢=>9) x [lend; )5 F [lend, ¥]s Prlend-ALTER
§(¥= &) * [obor, ¢]s F [obor,, ¥]s pobor-aLTER
For a simple example, using Pbor-ALTER we can prove
[bor,, (Aa".¢a +«¥a’)]; = [bor,, (Aa'.¥a" x$a)];

for any 6 € Deriv, just like (4.19).
Also, the following basic conversion rules hold for any §:

n

* [bor,, €]s F [bor,, ¢]s Pbor-LFr

n

+ [lend; ¢]s F [lend, ¢]s plend-LFT
c o x ([o]g = [P],) = [obory, ¢]s F [obor,, ¢]s Ppobor-LFT
fo F [bor,, ¢]s Pbor-rFaxe

These semantically alterable connectives satisfy the following proof rules for ma-
nipulating prophetic borrows, just like those presented in §7.2.2. Here, we consider
the interpretation [ | £ [ Jq4er by the best derivability predicate der. These rules are
easily derived from the original rules in §7.2.2, especially using the soundness of der
(Theorem 4.3).

[# a] g eborm [ ([bor,, #] * [lend; ¢]) pbor-plend-NEw
o+ [lend] ¢] FMWPPormll (35t (An. ax=a). [#4]) plend-RETRIEVE
[]g * [bory, &] = MWPborml] ([obor,, ¢] + [¢a]) pbor-open
[obory . #] = [¢a] F St ([l * [bor, . ¢]) Pobor-cLose
[«]g * [bor,, &] = E pmWeborn [T lg * (Ar. mx=a)) pbor-RESOLVE
c o * [obory 8] * [€a] x (Va'. i0 * [#a] «M[2d])

e éprorM[H] [ ]q % [[bOI”a!x y-,]]
Pobor-NsuUBDIV

co * [obor, ] * k[ b;] * (Vb_’. 0 K[ bi] - M2 (f(b_'))]])
= Wpbora[] ([ g * 37st. (Ar. 7x = f(7TY)). *[bor, 4, g"']])

Pobor-suBDIV
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>§,<( £ o; * [oborg)., &;]) = K[k
(Ve o0« bl M (%18 GEN]) )
= ey Weborm [ ([ lg * 37 st (Am. V. w3, = (7). K[oor, , wi]])
PObOr-MERGE-SUBDIV
[oborg,, €] = [°1, * [bor, #] = (Vo' fo = [oor,, , ¥] —M[# (fe))

= pgWebory [] ([ ]q x 0], = 3y st (Aﬂ'. nx:f(fry')>. [[borb’y, ﬂ])

Pobor-pbor-REBORROW

(Va' st.(Ar.ar=a'). [$a] «M (k (3" st (Ar. bim= b'). [[&T/ib']]))) *

- Whorp [ ] (

[lend; ¢] FE& * [lend, y"l]])

prlend-spLIT

7.4 Model

Now we present the model of our later-free prophetic borrow mechanism. The overall
structure inherits RustHornBelt’s model. The prophetic borrow mechanism is built on
the mechanism of parametric prophecies (§ 7.4.1) as well as the prophetic agreement
mechanism (§ 7.4.2), which is hidden from users of prophetic borrows. Finally, we in-
stantiate our later-free borrow mechanism (Chapter 6) with a custom data type for
syntactic propositions to achieve the later-free prophetic borrow mechanism (§ 7.4.3).

7.4.1 Parametric Prophecies

First, we introduce our model of parametric prophecies. This is based on RustHorn-
Belt’s model, but we have made improvements to simplify the model and make proof
rules like PrROPH-0Bs-sAT work with the basic update & instead of the fancy update
9/Vproph'
Prophecy Variables and Clairvoyant Values The set of prophecy variables PrVar4
is defined as an infinite set for non-empty A and as the empty set for A = &. The sets
PrVar 4 are disjoint for different As. We define PrVar £ UpeyPrvara.

We define the relation ¢ L X between a clairvoyant value @ € Clair A and a set of
prophecies X C PrVar as follows:

aLX 2 Vona. (Vxe¢X mx=n'x)-an=anr.

This means that the clairvoyant value a does not depend on the value of any prophecies
in the set X.

Prophecy Log A prophecylog L € ProphLogis alist of items of form x := 4, assigning
a clairvoyant value a € Clair A to a prophecy x € PrVary for A € U. A prophecy log
represents a list of past prophecy resolutions.

The domain dom L C PrVar of a prophecy log L € ProphLog is defined as follows:

dom[] & @ dom ((x :=d):L) £ {x} UdomL

It means the set of prophecies that appear in the prophecy log.
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The validity v L of a prophecy log L € ProphLog is defined as follows:
VI & T V((x=d):L) & x¢domL A &L ({x}UdomL) A VL

The validity means that every prophecy appears at most once and that each assigned
clairvoyant value a does not depend on the value of the prophecies {x} U dom L that
have appeared so far.

The relation ‘r satisfies L’ & < L for a prophecy assignment 7 € PrAsn and a
prophecy log L € ProphLog is defined as follows:

<L £ V(x=d) el nx=ad.

Resource Algebra The resource algebra PrRopH for the parametric prophecies is de-
fined as follows:

Provr’ 2 Prar 2 (Uit +; Ac (| Claira) |
AeU

A ’ 7 A ’ A
LPrROPHL = LPROPH J O ‘Prorr 0 = O ‘Prorw’ O lolpror = |0|propr
N
VProrr 0 = VPropw’ © A JLst.V'L.o~ L

o~L £ (Vxstox=inl(). x¢domL) A
(Vx,astox=inr(agd). (x:=d) € L)

The RA PropH is based on the base RA PropH’, inheriting the carrier set, product
and core operation.

The base RA PropH’ is the finite map RA 5 from prophecy variables PrVar to the
sum RA +; (§2.2.2). The sum RA switches between the unit RA UNIT, representing the
unresolved state, and the agreement RA AG (g4 Clair A), representing the resolved
state with the clairvoyant value 4@ € Clair A of any domain a € A.

The validity v'propn 0 requires aside from the original validity v'propy 0 that there
exists a valid prophecy log L satisfying o ~» L. The relation o ~» L means that the
exclusive resource inl () ensures that the prophecy has not been resolved in L and an
agreement resource inr (ag a) ensures that the prophecy has been resolved to the clair-
voyant value d in L. The condition 3L s.t. v'L. 0 ~~ L in the resource validity v'propy 0
works as an invariant for the rule PROPH-OBS-SAT.

In the original model of RustHornBelt, the RA for prophecies PrRoPH was modeled
as an authoritative RA AutH ProPH”, where the base RA ProrH" corresponds to our
ProprH’. The original model expressed the invariant for the rule PROPH-0OBS-SAT as an

. r . . . .. . Npro
Iris proposition outside the RA, which was put into an Iris invariant [=] ", As a
result, proof rules like ProPH-0Bs-sAT worked only with the fancy update B 5, ot

with the basic update E.

roph’ n

Propositions The prophecy token [x] € iProp for x € PrVar is defined as follows:’

ffffffffffffffffffff

[x] £ i[x:=inl 0] iYPROPH

,,,,,,,,,,,,,,,,,,,,

Here, ypropn is the ghost name for parametric prophecies.

° For simplicity, we do not make the prophecy token fractional [x]g. because fractional prophecy tokens
are not used for modeling the prophetic borrow mechanism. To use fractional prophecy tokens, we fix
UNIT into FrRAC in the definition of PrRopH’ (and slightly modify o ~~ L accordingly).
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We have the following rule for allocating a prophecy token [x], taking a fresh
prophecy variable x € PrVara:
A+ O
EB (Fx € Prvars. [x])

PROPH-ALLOC

The prophecy observation <q§ ) is modeled as follows:

(3) & st (Va<Lgn. % x=in(agd) ™"

,,,,,,,,,,,,,,,,,,,,,,,

It owns the agreement resource : [x = inr (agd)];" " for each past resolution x :=
a recorded in the prophecy log L and also asserts that any prophecy assignment 7
satisfying L satisfies the clairvoyant assertion ¢. The prophecy observation satisfies
the rules presented in § 7.2.1.

We have the following rule for resolving a prophecy x to a value f (7 y) that depend

on unresolved prophecies 7:'’
[x] = >k[_y] =3 (*m 5 </17r. X =f(7r_y)>) PROPH-RESOLVE

We consume the prophecy token [x] and get the prophecy observation ()Ur. TX =

f(ry) >, using the prophecy tokens of the dependencies %k [y] as a catalyst. This rule
can be proved using the rule own-~~ (§ 2.2.1). To prove the resource update ~~, we add
a new item x = Ax. f(7y) to the head of the prophecy log L of the validity predicate
‘/PROPH'

Note that the side condition that the dependencies 7 have not been resolved is essen-
tial to the rule ProPH-RESOLVE. Omitting it causes a paradox immediately. For example,
suppose we own two prophecy tokens [x], [y] for integer prophecies x,y € PrVarz. If
we had a variant of PROPH-RESOLVE that does not require the dependency prophecy to-
kens, then we could consume [x] to get the prophecy observation (A;t. TX=T y) and
consume [y] to get the prophecy observation </17r. TY=mx+ 1>. Combining the two
by proPH-0Bs-* and modifying the result by ProPH-0Bs-MONO, we get (/1_. 1 ) which
causes a contradiction by the adequacy of the prophecy observation PROPH-OBS-CONST.

7.4.2 Prophetic Agreement

We introduce the mechanism of prophetic agreement, which is hidden from users of
prophetic borrows. The idea of prophetic agreement comes from RustHornBelt, but
our model is simpler.

Resource Algebra The resource algebra PRAG for the prophetic agreement is defined
as follows:
PRAG = TFrac X Ac ( U A)
AeU
It is the product RA of the fractional RA Frac and the agreement RA Ag over a value
Yiacy A of some domain A € U (§2.2.2).

101f we allow fractional prophecy tokens, then we can generalize [y;] into any fraction [y;]4 in this rule
PROPH-RESOLVE.
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Value Observer We introduce an Iris proposition called the value observer vo¥ a €
iProp for a ghost name y € GhostName and a value a € A of some domain A € U, which
is defined as follows:

******************

vo'a = §(1/2,aga)§y

It simply has the half ownership of the value a for the ghost name y.
The value observer satisfies the following rules:

FE (Jy. vo'a = vo'a) vo?-aLLoc
vo'a * vo¥a’ E a=d VO®-AGREE
vo'a * vo'a FB (vo'd * vo'a') vo*-UPDATE

vo¥a x vo'a * vo'a E 1 vo’-L

We can always allocate two value observers of a fresh ghost name y (vo’-arroc). Two
value observers of the same ghost name agree on the value (vo’-AGREE). We can update
the value of the two value observers of the same ghost name (vo’-urpaTe). There
should not exist three value observers of the same ghost name (vo’- ).

Prophecy Controller Based on the value observer, we introduce an Iris proposition
called the prophecy controller pc! a of a ghost name y € GhostName, a value a € A, and
a prophecy x € PrVar 4 for some domain A € U, which is defined as follows:

pcta = ([x] = vo'a) Vv (()ut. ﬂx=a> * Ja’. vo¥a = voya') (7.9)

The first disjunct represents the case where the prophecy x has not been resolved yet.
It exclusively asserts that the prophecy x is unresolved (by the prophecy token [x])
and asserts with half ownership that the value assigned to the ghost name y is a (by
the value observer vo¥ a). The second disjunct represents the case where the prophecy
x has been resolved. It asserts that the value of the prophecy 7 x should be a (by the
prophecy observation (AJT. X = a)) and also owns two value observers for the ghost
name voY @’ * vo¥ a’.

This model (7.9) of the prophecy controller is much simpler than RustHornBelt’s
model, which used an involved proposition called the ‘prophecy equalizer’ to han-
dle dependent prophecies. We can use this simple model because we consider nested
prophecies in our prophetic borrow mechanism (Remark 7.1, § 7.2.3).

Proof Rules We can create a prophecy controller pc). a from a value observer vo? a
and a prophecy token [x]:

vo¥a * [x] E pcla vo-prOPH-PC

So combining this with propH-ALLOC and vo?-ALLOC, We can create a value observer
and a prophecy controller:'!

F B(3x y. vo'a * pcla) vo-pc-arroc

Also, a prophecy controller decomposes into a value observer and a prophecy token
under a value observer, because the second disjunct of (7.9) is rejected by the rule vo’-
1:

vo'a * pcla F vo'a % vo¥a * [x] Vo-PC-PROPH

1'We do not need the side condition A # @ for the implicit domain A € U, because the value a € A
ensures the non-emptiness of A.
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The value observer and the prophecy controller of the same ghost name agree on
the value, by vo?-AGREE:

vo'a * pctad F a=d VO-PC-AGREE

We can update the value of the value observer and the prophecy controller of the same
ghost name, by vo’-UPDATE:

vo'a * pcka FE (vo'd * pcld’) vO-PC-UPDATE

When we have a value observer vo¥ a and a prophecy controller pcl a, we can re-
solve the prophecy x to the value a, by getting rid of the value observer vo? a:

vo'a = pcla FE& ((Ar. mx=a) * pcla) VO-PC-RESOLVE

To prove this, we switch from the first disjunct to the second disjunct in the prophecy
controller (7.9).

Enriching vo-pc-RESOLVE, we can also partially resolve the prophecy x of a prophecy
controller by the following rule:

vo'a * pcla * k[y] EB

(*m « (Ar. wx=f(@Y)) = (Y st. (An. Vi. wy; = b)), pch (f(b_’))))
VO-PC-PRERESOLVE

We partially resolve the prophecy x into a value f(77y) that depends on unresolved
prophecies 7, which can be proved by propH-RESOLVE. We get the ‘promise’ to get the
prophecy controller pc! (f(b)) for any values b’ that the dependent prophecies are
resolved to. This promise can be constructed from the two value observers vo' a =
voY a and the prophecy observation {Az. 7 x = f(7) ). This rule is used for proving
prophetic borrow subdivision (POBOR-SUBDIV, POBOR-MERGE-SUBDIV) of our prophetic
borrow mechanism (§7.2.2).

Also, by consuming a prophecy observer pc’ a, we can get a prophecy observation
</17r. X = a>:

pcfa FB (Ar. mx=a) PC-RESOLVE

If the prophecy controller is the first disjunct of (7.9), we resolve the prophecy by con-
suming its prophecy token. Otherwise, we just have the prophecy observation inside
the second disjunct.

7.4.3 Prophetic Borrows
Now we instantiate our later-free borrows Chapter 6 to achieve later-free prophetic

borrows.

Custom Syntactic Propositions First, the custom data type of syntactic propositions
nPropP™" passed to the borrow mechanism is constructed as follows, based on the data
type nProp passed to the prophetic borrow mechanism by the user:

nPrOppbor 5> P* u= xborl é (ye GhostName; x € PrVary; $: A — nProp; A € U)
| xlends ¢ (é € ClairA; ¢: A — nProp; A € U)
| XI"ebOI"i;D’Yi’y+ f (Yo, Vi, v+ € GhostName; x € PrVara; f: B — A; A, B € U)

The constructor xbor’. ¢ is used for modeling prophetic borrowers. The constructor
xlend; ¢ is used for modeling prophetic lenders. The constructor xrebor?”” *** f is used
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for an intermediate borrow used for proving the prophetic reborrowing rule POBOR-
pPBOR-REBORROW. The function f: B — A is a parameter of this rule. Note that the user
of prophetic borrows does not need to know this data type nPropP®". In particular,
the user does not need to directly manipulate the involved intermediate borrow by
xreborf;y,’y* f.

Now the resource algebra PBOR,pyop for our prophetic borrows is defined as follows,
instantiating the resource algebra Bor_ for the later-free borrows with this custom data
type nPropP"°":

A
- n
PBORpprop Bor PropPber

Intepretation of Custom Syntactic Propositions Given the interpretation [ |:
nProp — iProp of the base syntactic propositions nProp from the user, we can construct

the interpretation for our custom syntactic propositions [ [P*": nPropP*®" — iProp as
follows:

[xbor? 8PP & Fg. pcla x [44] (7.10)

[xlend; 8P 2 3Fa' st {Ar. arx=a'). [$d] (7.11)

[xreborke?s¥s fpbor 2 3p ko (£b) * vo¥ib # vo'* b (7.12)

The world satisfaction for our prophetic borrows Wpbor,, [ ] for the intepretation
[1: nProp — iPropis defined as follows, instantiating the world satisfaction for borrows
Whor, — with this custom interpretation [ JPP°":

Wpbor,, [] £  Whbory [ JP*°"

Prophetic Lender The prophetic lender token lend, ¢ is modeled as follows, using
the original lender token lend™:

lend; ¢ £ lend” (xlend; ¢).

By the interpretation (7.11), this lends 3a’ s.t. (An. a7 = a@’). [# a’], the content
[# a’] of the final value @’ that is linked with the clairvoyant value @’ by the prophecy
observation </17r. ar = a’).

The rules PLEND-LFT, PLEND-RETRIEVE, PLEND-SPLIT for prophetic borrowers are
immediately derived from the rules LEND-LFT, LEND-RETRIEVE, LEND-SPLIT for original
lenders.

Prophetic Borrower The prophetic borrower token bor, . ¢ is modeled as follows,
using the original borrower token bor”:

bor,., ¢ = §x Vv 3y. vo'a * bor" (xbor} &).

The first disjunct fo is just for the rule PBOR-FAKE. The main part owns the value
observer vo¥ a outside the borrow and by (7.10) borrows

3d’. pcla * [¢d],

the content [¢ a’] and the prophecy controller pc’. a’ for the content’s value a’ and the
prophecy x.

When the prophetic borrower opens the borrow (PBOR-OPEN), it knows that the
value a’ of the content is equal to the value observer’s value a by the rule vo-pc-AGREE.

116



Prophetic Open Borrower The prophetic open borrower token obor, . ¢ is modeled
as follows, using the original open borrower token obor™:

obor . ¢ £ 3y obor, (xbor’ ¢) * Ja. vo’a * pcla.

It owns the open borrower token obor, (xbor’ ¢) with the value observer and the
prophecy controller.

When it closes the borrow with an updated value (PoBOR-CLOSE), it updates the
value of the value observer and the prophecy controller by vo-pc-UPDATE.

For prophetic borrow subdivision (POBOR-SUBDIV, POBOR-MERGE-SUBDIV), it par-
tially resolves the prophecy x by vo-pc-PRERESOLVE. The converter for ordinary borrow
subdivision (OBOR-SUBDIV, OBOR-MERGE-SUBDIV) can be constructed using the promise
for the prophecy controller V a’ s.t. (/171'. f(ry) = a’>. pcl a’ provided by the rule
VO-PC-PRERESOLVE.

Proof of Prophetic Reborrowing Now we are ready to prove the rule for prophetic
reborrowing POBOR-PBOR-REBORROW. The proof is tricky, using an intermediate bor-
row over xrebor’*¥"* £ A key advantage of our prophetic borrows is that the tricky
proof of prophetic reborrowing is encapsulated as a reusable proof rule POBOR-PBOR-

REBORROW for the user.

Proof of POBOR-PBOR-REBORROW. First, we decompose the inner prophetic borrower
token bor, ¥ into the ordinary borrower token bor,, (xbor’;" ¥) and the value observer
vo"" b for the inner ghost name y;.

Then we reborrow the inner ordinary borrower token (BOR-REBORROW) under the
outer lifetime o to get the reborrower

bor, " (xborl ¥) (7.13)
and the promise to get the inner ordinary borrower
o~ bor, (xbor) ¥) (7.14)

Next, we decompose the outer prophetic open borrower token obor,, ¢ into the
ordinary open borrower token obor, (xbor!® #), the value observer vo a and the
prophecy controller pc}’ a for the outer ghost name y,. By vo-pc-UPDATE, we update
the value of the outer value observer and the outer prophecy controller to f b.

We also allocate two auxiliary value observers vo'* b, vo** b for a fresh ghost name
¥+ by vo?-aLLoc.

Then we subdivide the outer ordinary open borrower token obor, (xbor!® ¥) by
OBOR-SUBDIV to create the following intermediate borrow:

bor”™ (xrebor’®¥"¥* f) (7.15)

We can get the resource [xrebor!®*** f] (7.12) out of the outer prophecy controller
pcl®(fb), the inner value observer vo¥i b, and one of the auxiliary value observers
vo'* b. We can construct the converter for this subdivision by combining the promise
(7.14) supplied by the ordinary reborrow and the converter

Vb'. o x bor,, , ¢ M [ (fb)]
supplied to this rule POBOR-PBOR-REBORROW. We also get a live lifetime token [+], for

the outer lifetime.
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After that, we open the obtained intermediate borrower (7.15). We get the open
borrower token obor, (xrebor;’?”y"’y+ f) for some fraction s € Q. Also, we recover
the outer prophecy controller pc!*(f b), the inner value observer vo'i b and the auxil-
iary value observer vo¥+ b. Here, we used the agreement vo’-AGREE of auxiliary value
observers to see that the value existentially quantified in the content [xrebor’*"""* f]
is equal to b."”

We also open the reborrower (7.13) of the inner borrow to get the inner prophecy
controller pc'i b, the content [¥ b], and an open borrower token bor, (xborzi ¥) for
some fraction s’ € Q.

,
Moreover, we allocate a new couple of a value observer vo¥i b and a prophecy con-

troller pc?yj, b for a fresh prophecy " and a fresh ghost name y; by vo-rc-arLoc. Then
by vO-PC-PRERESOLVE, we partially resolve the prophecy x of the outer prophecy con-
troller pc’° (f b) to get the desired prophecy observation </17r. wx = f(x y’)> and the
promise to get the outer prophecy controller:

Vb st (Ax. my’ =b'). pc (Fb) (7.16)

Finally, we merge and subdivide the two open borrower tokens by 0OBOR-MERGE-
suBDIV to get the following ordinary borrower token for the output prophetic borrower
token: )

bor (xbor);i, ¥)
We construct [[xbor);’{, ¥] (7.10) by the content [¥ b]] and the prophecy controller pc);’{, b.

We construct the converter for this merger-subdivision out of the promise to get
the outer prophecy controller (7.16), the inner value observer vo' b and prophecy con-
troller pc’;i b, and the auxiliary value observers vo'* b, vo'* b. To feed the promise (7.16)
with the prophecy observation </17T. ny = b'>, we consume the prophecy controller
pc);;/ b’ from the output borrower’s final content by the rule pc-reEsoLvE. Also, we up-
date the value of the inner value observer vo¥* b and prophecy controller pc}/ b to the
final value b’ of the output reborrower by vo-pc-urDATE. For this update, it is essen-
tial that both the inner value observer and prophecy controller are stored inside this
converter; the merger of the reborrower (7.13) and the intermediate borrow (7.15) has
made it possible to store both inside the converter.

Combining the resulting new borrower token bor (xbor’;;, ¥) and the value ob-

server voi b, we get the desired output prophetic borrower token bor, y . O

121f the conversion function f is injective, then we can omit these auxiliary value observers, because
the agreement between the outer value observer and prophecy controller gives the equality fb = f b’
(where b’ is the value existentially quantified in [xrebor!®Y*¥* £]), which implies b = b’ if f is injective.
RustHornBelt’s original reborrow proofs did not use the auxiliary value observers because the conver-
sion functions f they considered were injective. Although the injectivity is a reasonable assumption,

we chose not to assume it for the rule POBOR-PBOR-REBORROW aiming at more generality.
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Chapter 8

Our Coq Mechanization

On mechanical slavery, on the slavery of the machine,
the future of the world depends.

Oscar Wilde, The Soul of Man Under Socialism

This chapter reports on our mechanization of the Nola framework in the Coq Proof
Assistant. Section 8.1 gives an overview of our Coq mechanization of Nola. Section 8.2
illustrates how to use our Coq mechanization in more detail. Section 8.3 revisits the
case study of linked list mutation in § 3.3, elaborating how verification goes in our Coq
mechanization of Nola.

8.1 Overview

Availability The source code of our mechanization of the Nola framework is publicly
available at the GitHub repository . In particular,
the version for this dissertation is provided in the branch phd-thesis.

Architecture Our Coq development is built on top of the Coq development of the
Iris separation logic framework (Iris Team, 2023b), which provides various useful defi-
nitions, lemmas, class instances and proof tactics for interactive proof (Krebbers et al.,
2017b, 2018). Also, our development depends on the std++ library (std++ Team, 2023),
a general-purpose Coq library on which Iris also depends.

Our Core Achievements We have mechanized the later-free mechanisms for two
central types of propositional sharing, invariants (§ 3.2) and borrows (Chapter 6). Our
mechanisms are parameterized over the choice of the data type for propositions nProp
and the semantic interpretation [ [: nProp — iProp.

We have also mechanized a general library for the derivability technique presented
in Chapter 4, which can be used for semantically altering the content propositions of
the logical connectives for propositional sharing.

Extended Weakest Precondition Predicates For program verification in the style
of Nola, we have developed a new general Iris library for the extended Hoare triples
{P} e {lI/}Z;V [P ] e [lI/]g/ and, more fundamentally, the extended weakest precondition
predicates pwp e {‘I/}g, twp e [&T/]g, which enjoys a custom world satisfaction W €
iProp (§ 3.2.1).

Because Iris’s existing library for the weakest precondition predicates is huge and
well-developed, we have reused that library as much as possible, not re-implementing
the whole library with the extended fancy update modality 392],.
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To attain this goal, we have repurposed the state interpretation, an Iris predicate
over the global mutable state of the target low-level language, such as the heap memory
state H. Iris’s weakest precondition predicate library is parameterized over the choice
of the target language and its semantic characterization given by the class irisGS_gen,
which includes the state interpretation state_interp.

Hence, we have defined our extended weakest precondition predicates as Iris’s orig-
inal weakest precondition predicates instantiated with the semantic language charac-
terization irisGS_gen whose state interpretation state_interpissettoioc. W * @ g,
the separating conjunction of the custom world satisfaction W and the originally in-
tended state interpretation @.

This design choice enables reusing the existing lemmas and class instances from
Iris’s library for the weakest precondition predicates. We also newly developed lem-
mas and class instances regarding the custom world satisfaction W, such as eliminating
the extended fancy update (like HoAREW-E-w) and expanding the custom world satis-
faction (like HOAREW-EXPAND).

For Nola-style verification, one should prepare lemmas, instances and tactics for
the extended weakest precondition predicates on a specific target language (e.g., Iris’s
HeapLang). This can be done by slightly enriching the existing lemmas, instances and
tactics for the original weakest precondition predicates with the custom world satis-
faction parameter W.

Examples and Paradoxes Using these general libraries, we have mechanized the
verification examples discussed in this dissertation, including the iteration over shared
mutable lists (§ 3.3.3), strong normalization of the stratified type system (Chapter 5),
and the mechanism of prophetic borrows (Chapter 7). To encode variable binding for
second-order quantifiers and recursive propositions/types, we have adopted typed de
Bruijn indexing, with non-trivial efforts regarding variable substitution. We have also
used the derivability technique of Chapter 4 for semantic alteration.

We have also mechanized the paradox of the later-eliminating total weakest precon-
dition ((1.17), § 1.4) and the new simple paradox of later-free invariants (Theorem 3.9,
§3.4.1).

Axioms Remarkably, our Coqdevelopment is free of axioms except for the functional
extensionality axiom.

We do not depend on any of Axiom K, the uniqueness of identity proofs (UIP) axiom,
and the proof irrelevance axiom, which are known to be inconsistent with homotopy
or cubical type theories. Although we have used dependent types in a non-trivial way,
especially for typed de Bruijn indexing, we managed to avoid these axioms.

8.2 How to Use Our Coq Mechanization

Here we illustrate how to use our Coq mechanization of Nola.

1 To be precise, the weakest precondition predicates pwp e { ‘I’}*SW twp e [‘I’] EW thus defined by ‘hack-
ing’ the state interpretation (we mark them with = here) do not change the fancy update modality put
on the postcondition for the disjunct of the value case ((3.5), (3.6) in §3.2.1). As a result, the absorp-
tion rules like E-w-HOAREW and HOAREW-EwW hold only for non-value expressions. This is a minor
issue, as we usually do not consider the weakest preconditions for values. Also, the genuine extended

weakest precondition predicates pwp e {W}‘év, twp e [W]‘g can be obtained by putting the extended

fancy update modality 92] on the postcondition of our ‘hacking’ version: pwp e {/lv. B‘g Yo }*SW

twp e [/lv. B‘g lI/v]gW.
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Installation In the GitHub repository , we pub-
lish our Coq source code for Nola as a package cog-nola of opam, the standard package
manager for OCaml. Nola’s package depends on the Coq proof assistant (written by
OCaml) and the Iris framework (written by Coq). You can install the dependencies for
Nola and build it using opam. For that, you first register to your opam the repositories
for Coq and Iris:

opam repo add coq-released https://coq.inria.fr/opam/released
opam repo add iris-dev https://gitlab.mpi-sws.org/iris/opam.git

Then you can install to your opam the Nola package, automatically installing the de-
pendencies:

opam install PATH-TO-NOLA

Source Code Nola’s source code consists of three parts. The path nola.iris con-
tains Nola’s core libraries built on the Iris framework. The path nola.util contains
general-purpose utilities, extending the functionalities of the std++ library. The path
nola.examples contains the verification examples for Nola, including those discussed
in this dissertation. You can use our Coq mechanization of Nola for your verification
projects by importing relevant modules in these paths.

Quick Guide: How to Use Nola’s Invariant Now we present a quick guide on how
to use Nola’s invariant.
First you import the inv module in nola.iris, e.g. by adding the following line:

From nola.iris Require Import inv.

Then you should prepare some data type nProp of syntactic separation logic propo-
sitions (typeset as nProp in the dissertation).

Then add to the context the ghost state type class ninvGS nProp I for Nola’s in-
variant.” A simple way is to add the following line inside the section where you use
Nola’s invariant:

Context “{!ninvGS nProp L}.

Now you get the invariant token inv_tok N P : iProp I (typesetasinv/" P inthe
dissertation):

inv_tok “{!ninvGS nProp X} : namespace =+ nProp = iProp L

You also get the world satisfaction inv_wsat intp : iProp I (typesetas Winv in the
dissertation) for the invariant, parameterized over the semantic interpretation intp
: nProp =+ iProp &:

inv_wsat “{!'ninvGS nProp X} : (nProp -+ iProp L) =+ iProp I

Now you should construct the semantic interpretation intp : nProp =+ iProp &
of your syntactic propositions nProp (typeset as [ [: nProp — iProp in the dissertation),
which typically depends on inv_tok to support nested invariants.

Then you can use proof rules on Nola’s invariant machinery for the fancy update
extended with the world satisfaction inv_wsat intp. For example, we provide the
following rules corresponding to INV-ALLOC and INV-ACC-CH:

Lemma inv_tok_alloc {intp} P N :
intp P =[inv_wsat intpJ]=% inv_tok N P.

2 We add the prefix n for Nola because the name invGS is already used in Iris for its original invariant.
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Lemma inv_tok_acc {intp N E P} :
™ C E = inv_tok N P =[inv_wsat intp]{E,E\TN}=%
intp P % (intp P =[inv_wsat intp]{E\TN,E}=% True).

To verify programs, you need proof rules and tactics that work with the extended
Hoare triples on the target language. In nola.examples.heap_lang, we provide such
things for Iris’s HeapLang, a simple ML-like language with heap memory operations.

8.3 Case Study: Linked List Mutation

Here we revisit the case study of linked list mutation in § 3.3, elaborating how verifi-
cation goes in our Coq mechanization of Nola.
The Coq source code for this part is in the file nola/examples/minilogic.v.

Construct the Syntax nProp To begin with, let us construct the data type nProp
for the syntactic representation of separation logic propositions. We can express nProp
of (3.16) in Coq as the following inductive data type:

Inductive nProp : Type :=

all {A : Type} (® : A = nProp) | ex {A : Type} (¥ : A =+ nProp)
and (P Q : nProp) | or (P Q : nProp) | imp (P Q : nProp)

pure (¢ : Prop)

sep (P Q : nProp) | wand (P Q : nProp) | pers (P : nProp)

bupd (P : nProp) | later (P : nProp)

pointsto (q : frac) (1 : loc) (v : val)

inv (N : namespace) (P : nProp)

ilist (N : namespace) (¢ : loc =+ nProp) (1 : loc).

Code 8.1: (3.16)’s nProp in Coq

Note again that we use higher-order abstract syntax for (first-order) quantifiers all
and ex. Technically, in Coq, the type of types Type is implicitly parameterized over
the universe level u. Coq’s type system assigns a universal level to each Type for the
universe consistency. By that, the domain type A : Type of the quantifiers lives in a
universe level strictly smaller than that of nProp, which makes the type nProp well-
formed.

Construct the Semantics [] Now we construct the semantic interpretation intp
: nProp =+ iProp I of the data type nProp.

First, we need to add some constraints on the global camera T for Iris proposi-
tions iProp L. We require ninvGS nProp I to use Nola’s invariant. Also, we require
heapGS_gen HasNoLc X for the heap memory state of Iris’s HeapLang, especially to
use the points-to token 1 —{q} v : iProp L.’ A simple way is to directly add these
constraints to the context:

Context “{!ninvGS nProp X, 'heapGS_gen HasNolLc L}.

Now we can construct the semantic interpretation intp : nProp =+ iProp I by
structural induction over the inductive data type nProp:

3 The flag HasNoL c says that we do not use the later credit machinery (Spies et al., 2022) for Iris’s original
invariant mechanism and fancy update modality. The default of current Iris is to use the later credit
with the flag HasLc (heapGS I is an alias of heapGS_gen HasLc I, invGS I is an alias of invGS_gen
HasLc I, etc.). However, the later credit is unsuitable for verifying liveness properties (see also §9.1),
and so we use the flag HasNoL c for this case study targeting total correctness.
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Fixpoint intp (P : nProp) : iProp L := match P with

| all & =>V x, intp (® x) | ex & => 3 x, intp ($ x)

| and P Q => intp P A intp Q | or P Q => intp P V intp Q

| imp P Q => intp P =+ intp Q | pure ¢ => ¢

| sep P Q => intp P % intp Q | wand P Q => intp P -% intp Q

| pers P => 0O intp P | bupd P => |==> intp P | later P => » intp P

| pointsto g 1 v => 1 —={#qg} v

| inv NP => inv_tok N P

| ilist N ® 1 => inv_tok N (¢ 1) % inv_tok N
(ex (A 1" : loc, sep (pointsto 1 (1 +1 1) (#1')) (ilist N @
190

end.

Code 8.2: Interpretation intp for Code 8.1’s nProp

The most part is straightforward. Here we comment on some points.

For the quantifiers all and ex in higher-order abstract syntax, the recursion is
well-formed, passing Coq’s termination checker, because ¢ x is structurally smaller
than all ¢ and ex ¢ for any x.

The invariant connective inv N P is just interpreted as Nola’s invariant inv_tok
N P (just as (3.17)). The infinite list connective ilist N & 1 is interpreted as the con-
junction of the invariants for the head and the tail, without any recursive call to intp
(just as (3.18)). Note again that the body P of Nola’s invariant inv_tok N P is a syn-
tactic proposition nProp, not a semantic one iProp .

Verification Goal: Termination of Linked List Mutation The primary target
function of our verification is the following function i ter corresponding to (3.8), coded
in Iris’s HeapLang with heavy syntax sugar:*

Definition iter : val := rec: "self" "f" "c¢" "1"
if: 1"c" = #0 then #() else
II_FII Illll; ; HCII <_ !”C” - #'I ; ; llselfll ll,Fll ”Cll (! (lllll +1 #'I)) .
Code 8.3: (3.8)’s iter in Coq

The function is shallow-embedded into Coq, where the variables are bound by Coq’s
strings like "1". The hash # is used just for annotating literals. Roughly speaking, the
function iter applies the function f to the first ! "c" elements of the list starting at 1,
decrementing the counter c.

Now our primary verification goal, corresponding to (3.19), can be described as
follows:

Lemma twp_iter {N ¢ c 1} {f : val} {n : nat} :

(v 10 : loc,

[[{ inv_tok N (¢ 10) }11[inv_wsat intp]
f #10 @ t™N

CL{ RET #(); True }11) -x%

[[{ c— #n % intp (ilist N ¢ 1) }]1[inv_wsat intp]
iter f #c #1 @ tN

[[{ RET #(); c — #0 }]].

Code 8.4: Verification goal of (3.19) in Coq

4 Exploiting Coq’s rich power, Iris’s HeapLang introduces custom notations such as the recursive function
rec: ... := ...andtheifexpressionif: ... then ... else, using the colon : for disambiguation
from Coq’s native syntax.
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Here we use the notation [[{ P }JIL W 1 e @ E [[{ RET #(); Q }171° for the ex-
tended total Hoare triple with a custom world satisfaction W : iProp I (corresponding

to [P ] e [‘I/]ZY) a feature newly introduced by our Coq mechanization.

How Verification Goesin Coq Now we explain how we can verify the goal Code 8.4
using our Coq mechanization of the Nola framework. At a high level, the verification
goes straightforwardly by induction over the natural number n : nat, as explained
in §3.3.3. In Coq, this is completed with the help of Iris Proof Mode (Krebbers et al.,
2017b), which provides various proof tactics for interactive theorem proving in Iris.
Here, we give a rough idea of that.

First, we start the proof by Proof and introduce the hypothesis Hf on the function
f by iIntros:

Proof.
iIntros "#Hf".

This magically turns the goal into the following (reformatted for readability):

"Hf" . VvV 10 : loc,
CL{ inv_tok N (% 10) }1I1[inv_wsat intp]
f #10 @ TN
CL{ RET #(); True 311

[[{ c — #n % intp (ilist N & 1) }11[inv_wsat intp]
iter f #c #1 @ ™N
[[{ RET #(); c — #0 }1]

Iris Proof Mode prints the hypotheses and goal of Iris separation logic in a readable
way. Above ---0 are persistent hypotheses, and at the bottom is the goal.

Then we introduce the hypotheses of the goal Hoare triple. We can use the follow-
ing tactic (we omit the details).

iIntros (¥) "!> [cr #[ihd it1]] HY".
Then the goal turns into the following:

"Hf" . V 10 : loc,
[[{ inv_tok N (¢ 10) }11[inv_wsat intp]
f #10 @ ™N
CL{ RET #(); True }11]
"ihd" : inv_tok N (¢ 1)
"itl" : inv_tok N (ex (A 1' : loc,
sep (pointsto 1 (1 +7 1) #1') (ilist N & 1")))

c—" : c > #n
"HI" ¢ > #0 -x VU #()

WP[inv_wsat intp] iter f #c #1 @ ™N [{ v, ¥ v }]

Here, ¥ is the postcondition parameter and HY is the spatial hypothesis on ¥. The points-
to token on the counter ¢ +— #n is named c—. The invariants on the head and the tail
are named ihd and itl. The goal is an extended total weakest precondition WP[W]
e @ E [{v, ¥ v}] (corresponding to twp e [W];V) a feature newly introduced by our
Coq mechanization.

Now we perform the induction over n : nat by the following tactic:

> The part RET #() requires that the expression e : expr should return the unit value #().

124



iInduction n as [|m] "IH" forall (1) "ihd itl".

We get two subgoals, for the base case n = @ and the induction step n = S m. We
generalize the goal over the location value 1 and the hypotheses ihd and it1.
The base case is trivial and can be solved by the following tactics:

{ wp_rec. wp_pures. wp_load. wp_pures. by iApply "H¥¢". }

For the induction step, c— turns into ¢ +— #(S m) and we have the following induc-
tive hypothesis IH:

"TH" : V 10 : loc,
c > #m -% (c > #0 -%x ¥ #()) -%
O inv_tok N (¢ 10) -%
O inv_tok N (ex (A 1' : loc,
sep (pointsto 1 (1@ +; 1) #1') (ilist N ¢ 1'))) -%
WP[inv_wsat intp] iter f #c #10 @ ™N [{ v, ¥ v }]

We first perform the case branching if: !"c" = #0@ by the following tactics:
wp_rec. wp_pures. wp_load. wp_pures.
The goal turns into the following:

WP[inv_wsat intp]
f #1;; #c <= lc - #1;; iter f #c (J(#1 + #1)) @ t™N
[{v, ¥v1}]

We can discharge the function call f #1;; by the following tactics, using the hy-
pothesis Hf on the function f:

wp_apply "Hf"; [done|]. iIntros "_". wp_pures.

Then we can discharge the counter decrement #c <- !#c - #1;; by the following
tactics:

wp_load. wp_op. have -> : (S m - 1)%Z = m by lia. wp_store.

This also updates c— to ¢ +— #m. In general, spatial hypotheses can be updated ac-
cording to the state mutation in Iris Proof Mode.

Now we have reached the core challenge: the dereference of the list into the tail.
We first perform the following tactics.

wp_op. wp_bind (! _)%E.
This turns the goal into the following nested weakest precondition predicate:

WPLinv_wsat intp] !'#(1 +; 1) @ T™N
[{ v, WP[inv_wsat intp] iter f #c v @ ™N [{ v, ¥ v }] }]

Now we open the invariant for the tail:

iMod (inv_tok_acc with "itl") as
"/=[(%1' & —1' & #ithd & #ittl) cl]1"; [done|].

This turns the contexts and goal into the following:

"itlhd" : inv_tok N (& 1')
"itltl" : inv_tok N (ex (A 1'' : loc,
sep (pointsto 1 (1' +1 1) #1'') (ilist N & 1'")))
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"1 s (14 1) e #1
"cl" (31" : loc, (L +1 1) —> #1' % inv_tok N (¢ 1') %
inv_tok N (ex (A 1'' : loc,
sep (pointsto 1 (1' +1 1) #1'') (ilist N ¢ 1''))))
=[inv_wsat intp]{TtTN\TN,TtN}=%x True

WP[inv_wsat intp] !#(1 +; 1) @ TN\TN
[{ v, [=[inv_wsat intpl{TN\TN, tN}=>
WP[inv_wsat intp] iter f #c v @ *N [{ v, ¥ v }] }]

We have deposited the namespace N to open the invariant. Now we can perform the
dereference using —1".

To recover the namespace N, we close the invariant using cl and the hypotheses
1", itlhd and itltl. These can be done by the following tactics:

wp_load. iModIntro. iMod ("cl" with "[—1']") as "_".

{ iExists _. iFrame "—1'". by iSplit. } iModIntro.
Now the goal is simply as follows:
WP[inv_wsat intp] iter f #c #1' @ tN [{ v, ¥ v }]
This can be proved just by applying the inductive hypothesis IH.

by iApply ("IH" with "c— H¥").
Qed.

Finally, we have reached the end of the proof, Qed!
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Chapter 9

Related Work

If I have seen further it is by standing on pe sholders of Giants.

Isaac Newton, Letter to Robert Hooke

9.1 Invariants with Later-Free Rules

There are some existing logics (Swamy et al., 2020; Svendsen and Birkedal, 2014; Svend-
sen et al., 2013; Spies et al., 2022) that provide later-free proof rules for shared invariants.
None of them has been applied to liveness verification, unlike Nola. But one may won-
der if they could possibly be extended to liveness verification. As discussed below, all of
them either use step-indexed program logic (which cannot support liveness verification)
or restrict nesting of invariants, whereas our Nola framework supports the invariant
mechanism that works in non-step-indexed program logic and supports genuine nesting.

SteelCore (Swamy et al., 2020) (or its interface Steel (Fromherz et al., 2021)) is an F*-
based verification framework employing (nested) invariants with later-free proof rules.
However, the program logic of SteelCore is actually step-indexed. Indeed, as discussed
by Swamy et al. (2020, § 4.4), they are using “monotonic state” modeled by Ahman et al.
(2017), which “has a ‘later’ modality in disguise”. Due to this, it is unclear whether their
approach extends to liveness verification. Moreover, there is no known formal proof of
the soundness of SteelCore’s logic.

iCAP (Svendsen and Birkedal, 2014) and HOCAP (Svendsen et al., 2013) are other
logics with invariants with later-free proof rules. The soundness of their later-free rules
does not seem to rely on step-indexing, so these logics may possibly be applicable to
liveness verification.! Still, they do not support genuine nesting of invariants. iCAP does
not allow any kind of nesting of the invariant connective. HOCAP allows nesting in
a certain form, but it prohibits nesting invariants of overlapping region types t. This
condition is essential to the soundness of their logic, because such nesting introduces
“self-referential region assertions”, which generally “do not admit modular stability
proofs” (Svendsen et al., 2013, § 2.2). Unlike theirs, our Nola framework allows genuine
nesting of invariants (e.g., infinite singly linked lists i1ist in §3.3.3).

The later credit £n (Spies et al., 2022), recently introduced to Iris, is known to al-

low for the “prepaid invariant” :)\r/e that supports a seemingly later-free access rule
INVPREOPEN for a partial Hoare triple (Spies et al., 2022, § 6.1). Still, the program logic

is step-indexed even under the later credit machinery. The later credit depends on a

1 The program logic of HOCAP is actually step-indexed. But according to their paper (Svendsen et al.,
2013, § 4), this indexing is for supporting nested Hoare triples (i.e., Hoare triples {P} e {‘I’} such that
the precondition P and postcondition ¥ can contain Hoare triple connectives). It may be possible to
construct a variant of HOCAP that does not support nested Hoare triples but employs non-step-indexed
program logic that can reason about liveness properties.
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new, later-eliminating fancy update 5. that contains laters > inside it, just hiding step-
indexing. Indeed, Spies et al. (2022, §5.2) admit that this new fancy update 5. does
not satisfy “interaction rules with Iris’s ‘plainly modality’ ll P”. These ‘plainly’-related
rules (more specifically, &-PURE-KEEP in § 3.1) are vital to proving the termination ad-
equacy theorem for Iris’s total weakest precondition twp e [II/] (like Theorem 3.2 in
§3.1). Therefore, the total weakest precondition works only with the original fancy
update E and not with 5.

Also, it is unclear whether the above approaches could lead to a later-free version
of the borrows of RustBelt’s lifetime logic (Jung et al., 2018a), which is far more com-
plicated than invariants.

9.2 Termination and Liveness Verification

Our Nola framework provides later-free mechanisms, such as invariants and borrows,
that work in non-step-indexed program logic, which can verify liveness properties, in-
cluding termination and total correctness.

Transfinite Indexing There actually exists one approach to verifying liveness prop-
erties in non-step-indexed program logic. The approach is transfinite indexing (Spies
et al,, 2021b), where the indices I are ordinal numbers, in constract to the standard finite
indexing, where the indices I are natural numbers 0,1,2,... € N. Recently, Transfi-
nite Iris (Spies et al,, 2021a), a variant of Iris that uses transfinite indexing, has been
developed.

However, Transfinite Iris suffers from several limitations. First, in the step-indexed
total Hoare triple of Transfinite Iris, as a trade-off of the power to eliminate the later
modality > for each program step, one should explicitly bound the number of program
steps with an ordinal number « using a time credit $a (Atkey, 2010; Mével et al.,, 2019).
When we eliminate the later modality from the precondition, we should decrease the
ordinal of the time credit by a proof rule like this:

[$p « Ple|¥]” B<a
[$a * >P] e [W]

We cannot remove this time credit and have the proof rule sTep-TwP (§ 1.4), because
L6b induction 16B holds also in transfinite indexing and thus the rule sTEp-Twp leads
to a contradiction as discussed in § 1.4. Second, liveness properties supported by Trans-
finite Iris of Spies et al. (2021a) are limited to fairly simple ones: termination and
termination-preserving refinements for sequential, non-concurrent programs. In partic-
ular, it is an open problem how to construct in Transfinite Iris program logics for more
complex liveness properties, such as Simuliris (Gédher et al., 2022) and Fairness Logic
(Lee et al., 2023). Third, the mechanization of Transfinite Iris heavily depends on Coq’s
universe polymorphism, an experimental feature, to reason about ordinals. Finally, in
Transfinite Iris, the later modality > loses the commutativity laws with the separating
conjunction * and the existential quantifier 3, which hold under finite indexing as we
saw in § 3.1 (>-*, »-3):

A+ O

>(PxQ) = (>P) * (»Q) >(Ja€A.P,) = Jac A »P,

Many Iris developments, including RustBelt’s lifetime logic (Jung et al., 2018a), critically
rely on these laws and thus stop working in Transfinite Iris. In particular, it is an open
problem how to construct the borrow mechanism in Transfinite Iris.
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Nevertheless, transfinite indexing satisfies the following existential property, unlike
finite indexing: for any set A whose cardinality is not ‘too large’ and any predicate &:
A — iProp, if F Ja € A. § a holds, then there exists some a, € A satisfying F & ay. The
existential property is a primary selling point of Transfinite Iris (Spies et al., 2021a),
which can be used to prove the adequacy theorem of some program logics for liveness
verification built in Transfinite Iris. The existential property can also help other tasks
like handling angelic non-determinism (Guéneau et al., 2023). Our Nola framework can
also be ported to Transfinite Iris, if one ever wants to use the existential property.

Bounded Termination-Preserving Refinements Tassarotti et al. (2017) built on
Iris step-indexed program logic that is able to verify termination-preserving refine-
ments, which may seem like a liveness property. However, what the logic can prove
is actually a safety property due to its strong restriction: the source program can use
only bounded non-determinism and stuttering. The program cannot, for example, take
a non-deterministic natural number. Also, their approach generally does not work for
non-relational termination verification.

Extending the idea of Tassarotti et al. (2017), Timany et al. (2024) built Trillium, step-
indexed program logic that can show intensional termination-preserving refinements
between traces of the program and the specification model. Like Tassarotti et al. (2017)’s
logic, what Trillium directly shows is a safety property, imposing a strong restriction
between the program and the model. Also, to prove a liveness property of the program,
besides proving the termination-preserving refinement in Trillium, one needs to prove
a liveness property of the model separately, which is not always trivial.

Rich Liveness Properties Various separation logics that can verify rich liveness
properties have been studied.

LiLi (Liang and Feng, 2016, 2018) is an early concurrent program logic for verifying
liveness properties such as deadlock freedom. TaDA Live (D’Osualdo et al., 2021), based
on da Rocha Pinto et al. (2016)’s logic, provides a rich interface for liveness verification
of fine-grained concurrent programs. Simuliris (Gaher et al., 2022) is an Iris-based logic
that can prove fair termination preservation of various concurrent program optimiza-
tions, including advanced Rust-inspired examples from Stacked Borrows (Jung et al.,
2020a). Fairness Logic (Lee et al., 2023) is a logic based on Simuliris for reasoning about
various kinds of fairness properties.

However, propositional sharing in these logics has been little studied. In particu-
lar, although Simuliris and Fairness Logic are Iris-based, they cannot use Iris’s later-
requiring invariants because their program logics cannot be step-indexed.

Using our Nola framework, one can use propositional sharing with these rich pro-
gram logics for liveness verification. Exploring such direction is left for future work.

9.3 Tackling Laters

As discussed in § 1.4, the later modality > is ill-behaved in that it is not idempotent and
does not commute with the fancy update modality & g. This is problematic even in
safety verification.

For example, in order to traverse a nested data structure modeled with k-fold nest-
ing of later-requiring propositional sharing, one should eliminate k laters >, or even
worse, k laters interleaved with the fancy update (> £»)¥. Rules like STEP-PHOARE, strip-
ping one later for one program step, are not enough for this purpose.

Various workarounds have been proposed to tackle such problems with the later

modality.
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RustBelt’s Delayed Sharing One early example is from RustBelt (Jung et al., 2018a),
a semantic foundation for Rust’s type system. Conversion from a mutable reference &
mut T to a shared reference & T naively requires traversing over the whole structure
of a Rust object typed T. And when the object has the depth d, d laters > should be
eliminated. But that is not doable because an object can have an unbounded depth (e.g.,
a singly linked list).

They tackled this by a workaround called delayed sharing (Jung, 2020, Chapter 12):
they give up traversal in one go and instead perform conversion to a shared reference
on demand, i.e., only when each subobject gets accessed. Although it works, this sub-
stantially complicates the model of shared references.

Flexible Step-Indexing by RustHornBelt Another example is from RustHornBelt
(Matsushita et al., 2022), a successor of RustBelt for RustHorn-style functional Rust
program verification, introduced in § 7.1.2 To reason about mutable references & mut
T, they needed to traverse the whole object T (more specifically, take tokens out of the
entire object), where delaying like delayed sharing does not work.

They tackled this by tweaking Iris’s weakest precondition to strip off increasingly
many laters for each program step, e.g., k laters > at the k-th step. They lower-bound
the number of past program steps by a time receipt ¥ n (Mével et al,, 2019) and keep
track of object depths. This technique, nicknamed flexible step-indexing, generally
helps reason about nested data structures, being applied to other recent projects (Hin-
richsen et al.,, 2022; Gondelman et al., 2023). But using it requires cumbersome book-
keeping of program step counts and object depths.

Later Credits One recent progress is the later credit £n (Spies et al.,, 2022), which
owns the right to eliminate n laters under the later elimination update 5:

£n +*»"P EB P.

The later elimination update . is modeled as a fancy update & with hidden laters
inside corresponding to the consumed later credits.

Still, even with later credits, it seems hard to traverse nested data structures un-
boundedly many times (e.g., RustHornBelt’s case), which require an unbounded number
of later credits.

With Nola Using our Nola framework, one can use later-free mechanisms for propo-
sitional sharing, eliminating the need for these techniques to tackle the later modality.
Also, we can still apply these techniques even if we use the later modality to support
advanced features as discussed in § 3.4.2.
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Chapter 10

Conclusion

WO NIFHATLTL2b b EoKICH ST

The river always flows and its water never stays the same

Kamo no Chomei, Hojoki

This dissertation proposed a novel general framework, Nola, which provides sep-
aration logic with later-free mechanisms for propositional sharing, such as invariants
and borrows, which can be used for verifying programs with shared mutable state in
non-step-indexed program logic.

We expect that our framework greatly opens the possibilities for verifying programs
with shared mutable state, as discussed in § 1.5.2. The invariant and borrow can pos-
sibly be safely integrated into separation-logic-based automated verification platforms
such as Viper (Miller et al., 2016), being free from the later modality and naturally
supporting liveness verification. RustHornBelt (Matsushita et al., 2022), a semantic
foundation for functional Rust verifiers such as RustHorn (Matsushita et al., 2020) and
Creusot (Denis et al.,, 2022), can possibly be rebuilt on Nola to support liveness verifi-
cation. Also, Simuliris (Gaher et al., 2022) can possibly be used to verify optimizations
under the guarantee of ownership types modeled with Nola’s invariant and borrow.
We leave further investigation of these directions to future work.

From another perspective, we expect that our approach can be used even outside
the context of separation logic. Our key idea, the isolation of the proposition syntax
from its interpretation, may well find applications in other contexts. Also, our tech-
nique for semantic alteration (Chapter 4), especially the construction of the derivabil-
ity predicate, can work in any logic, not only separation logic. We leave the scientific
exploration of these possibilities as an interesting topic for future work.
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