Fa—kr)7IL:
—HEHEOERBETILREL
TS LBREEDRBERICDONT

MR B
RRKZE



AXF1—KNJZILORE
¢ _EHOEBETILRELEENSDOEBEDBEIZ.

OS5 LBRIEANDIGRIZDINT

Models Logic
BIRIARE JeaES = = PR LETE,
T LRE RRREZATL | 1 /cTL/cTLr




AXF1—KNJZILORE
¢ _EHOEBETILRELENAOSOHEBDREIE.

TATSLBIEANDERAIZDONT
Models Logic
TS BRRESRTL | 48 B
HORS e e _
EFILRE = P Eiiljgé; L B it E
[Knapik+ 01; Ong 06]
S~
L
Useful for modeling a certain
class of infinite state systems |

(such as higher-order
functional programs)

J




AXFa1—F)ZILORARAE

¢ _EHOERETIRELEENSOHEEDRR.
TOSSLRBRIAANDIGRAIZDNT

Models Logic
TS BRKESRTL | 8 e
HORS - =
N = B%ﬁ'JH?X$_-L\ =1 /=
ETILERE ! FRHE uETE
[Knapik+ O1; OngEBé] (HORS)

HFL N
ETILERE R BES, 2 = %B_E'?*%*E
[Viswana‘rhan&Vismﬁr_\aThan EBE'H(M‘/ZTA Z:Eﬂ,'#\gﬁfgg(HF L)

04]

Useful for describing
non-regular properties
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AXF1—KNJZILORE
¢ _EHOEBETILRELENAOSOHEBDREIE.

TRJSLREE~DIGAIZDOINT
Models {LHRECat
A PRIRRE - -
LR ARIRED R T L FHE puETE
HORS T yE o Al pEt
T LBRE i icon el [CoAS & e
[Knapik+ 01; Ong 06] k)
HrL = P R 4B
ETILBRE KBES R T =PET
[Viswana‘rjh_an&Vismﬁr_\aThan E ik 4k B AT A 2R E)J ,'#_\ EHH EE(H FL)
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Higher-Order Recursion Scheme
(HORS)

¢ Grammar for generating an infinite tree

Order-0 HORS 5 >a
(regular tree grammar c B
S >a c B B - ti
B>b S o2




Higher-Order Recursion Scheme
(HORS)

¢ Grammar for generating an infinite tree

Order-0 HORS S —a
(regular tree gramm c B
S >ac B B—>b
Bo>b S o A\
c b
Sa —>a -H>a .7 clx
/N /N /\ /\\
c B ¢ b ¢ b b
| | .
S a

Q
/\
B 3
|

¢ C



Higher-Order Recursion Scheme
(HORS)

¢ Grammar for generating an infinite tree

Order-1 HORS

S > Ac

Ax—>a x (A (b x))
S:io0, At o> o0




Higher-Order Recursion Scheme

(HORS)
¢ Grammar for ~-=-—-*i-= -~ =Livite tree
Tree whose paths
Order-1 HORS  are labeled by
S > Ac a™? b™ ¢
Ax—>a x (A(b x) C/\a
S:0, At 0> 0 aa
b a
S 5 Ac—> a —a - ...- Ib/\a
/\\ 7/ \\ C | 7\
cC a
c A(b c) A |:|>
b A(b(b ¢)) c

b
i
é *r
C



Higher-Order Recursion Scheme
(HORS)

¢ Grammar for generating an infinite tree

Order-1 HORS

S o Ac

Ax—>a x (A(( x)
Sio0, Ato—> o0

HORS

~S

A simply-typed functional program
for generating a tree

/




HORS Model Checking

/Given
G: HORS
¢: a formula of modal p-calculus
(or a tree automaton),
\does Tree(6) satisfy ¢?

e.g.
- Does every finite path end with "c"?
- Does "a” occur below "b"?



HORS Model Checking

\_ J

Order-1 HORS
S > Ac
Ax—>a x (A (b x) c/\a
Sio0, Ato—> o0 b/\a
| " Na
/Ql. Does every finite path end with “c"? \c |:I> N
YES! b B
Q2. Does "a” occur below "b"? (l, b
NO! tlf
Cc



HORS Model Checking

Given A
6: HORS
¢: a formula of modal p-calculus
(or a tree automaton),
does Tree(6) satisfy ¢?
N (6) Y ¢ y

e.g.
- Does every finite path end with “c"?

- Does "a” occur below "b"?
4 p(x)
k-EXPTIME-complete [Ong, LICS06] ;/ 2
5
2

(for order-k HORS)

J




TRecS [K. PPDP09]
http://www-kb.is.s.u-tokyo.ac. jp/~koba/trecs/

) Type—Based Model Checker for Higher-Order Recursion Scheme — Mozilla Firefox

rE R®ED FrOL EEG Tuhw-dE w-l@D AT

@ - (ar | | htteed S kbeceitohoku.ac o/ kobadtrecs/ 77 - | Gl Jsl

(5] &iRBA—T P Firefox EETHLD 0 BIFZT21-2
lj FrontPage — Kobalab Wiki |_] Type-Bazed Model Ghecker for. Bl | o £ Fe—@BREREIEEN 0, -
-

TRecS (Types for RECursion Schemes): Type-Based Model Checker for
Higher-Order Recursion Schemes

Enter a recursion scheme and a specification in the box below, and press the "submit" button. Examples are given below. Currently, our model checker only accepts deterministic Buchn
automata with a trivial acceptance condition.

¢ The first practical model checker for HORS

¢ Does not immediately suffer from k-EXPTIME
bottleneck

¢ A more recent model checker (HorSat2) can scale up

to HORS consisting of 100,000 rules, depending on
input




HORS Model Checking as Generalization
of Finite State/Pushdown Model Checking

¢ order-0 ~ finite state model checking
¢order-1 ~ pushdown model checking

infinite tree  ~  transition system

/\

¢ b @
AN \@
4 w N C b G
Does "a
| r — A
occur a Is there a transition
below "b"? equence i i
~ ! J N “as" gcuc'.?rcs a?’r\gr ‘ﬁ:’”
C '? _ ),




HORS Model Checking as Generalization
of Finite State/Pushdown Model Checking

¢ order-0 ~ finite state model checking
¢order-1 ~ pushdown model checking

infinite tree  ~  (infinite-state) transition system
(a)—> ..
b/\a
C
g )

Does "“a"

occur
below "b"?
_J

r N
Is there a transition

b sequence in which
l:Ip L “a" occurs after "b"?

N

J
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From Program Verification

to HORS Model Checking
[K. POPL 2009)

Higher-order HORS &

(describing all
program event sequences HORS
+ —| Program . or outputs) —| Model
specification |Transformation + Checking
(on events or Tree property o,
output) describing

valid event sequences
or outpufts



From Program Verification to Model Checking:

Example
let f x = Fxk o> + (c k) (r(F x k)
if + then close(x) [~ S—>Fd*x
else (read(x); f x) /\
in IC N
!e1' y = open “foo" I
in C rl'
f (y) S
\ #
Is the file “foo” g R

Is each path of the tree

ccessed according | ——p labeled by r*c?
abeled by r*c:

to read* close?

J

) .




é . :
continuation parameter,

expressing how “foo” is B
accessed after the call returns

N .

From Program |

_ Fxk o> + (c k) (r(F x k)
let f x s L Fd %

if * then close(x)
else (read(x); f x) rk 2

CPS

in e Transformation!
let y = open "foo” |\ -
in C .
£ ( ]
Y) X
c r
° " ll\ I I
Is the file "foo - ‘ \
ccessed according| — | Is each path of the tree
to read™ close? labeled by r*c?
Y, \ y




From Program Verification to Model Checking:
Example

+

| =
et f x > L Fd %
+

if * then
else rk

in CPS
e Transformation!
let y = open "foo” |\ -
in C .
f |4
(¥) X
c r
° " ll\ I I
Is the file "foo - ‘ \
ccessed according| — | Is each path of the tree
to read™ close? labeled by r*c?
Y, \ y




From Program Verification to Model Checking:

Example
let f x = (c k)
F=»S >Fd~x
close(x) +
In o Transformation!
let y = open "foo” |\ >
in ¢ v
f (y) ‘ﬁI( /+\

N
Is the file “foo"

ccessed according

to read™ close?
Y,

c r
|

(

\_

Is each path of the tree
labeled by r*c?

\

)




From Program Verification to Model Checking:
Example

- (r(F x K))
let f x >S5 5 Fd %
+

(read(x); f x) rk

CPS

in e Transformation!
let y = open "foo” |\ -
in C .
£ ( ]
Y) X
c r
° " ll\ I I
Is the file "foo - ‘ \
ccessed according| — | Is each path of the tree
to read™ close? labeled by r*c?
Y, \ y




From Program Verification to Model Checking:

Example
let f(x) = Fxk—> + (c k) (r(F x k)
if * then close(x) | » S —>Fdx*
else (read(x). f x) S
in
let y = open “foo”
in
f (y)
N
Is the file “foo” - w
ccessed according | —p | Is each path of the tree
to read™ close? , labeled by r*c?
\_ Y,




From Program Verification to Model Checking:
Example

let f(x) = Fxk—> + (c k) (r(F x k)
if * then close(x) [ S > Fd %
else (read(x); f x)

n Fd*
let y = open “foo”
in
f (y)
~
Is the file “foo” - w
ccessed according| — | Is each path of the tree
to read™ close? labeled by r*c?
Y, \ y




From Program Verification to Model Checking:
Example

let f(x) = Fxk—> + (c k) (r(F x k)
if * then close(x) [ S > Fd %
else (read(x); f x)

in /N
let y = open “foo” ‘i 'i
in * Fdx
f (y)
~
Is the file “foo” - w
ccessed according| — | Is each path of the tree
to read™ close? labeled by r*c?
Y, \ y




From Program Verification to Model Checking:
Example

let f(x) = Fxk—> + (c k) (r(F x k)
if * then close(x) [ S > Fd %
else (read(x); f x)

in /N
let y = open “foo” ‘i 'i
in H +
/N
f (y) <
~\ * Fdx
Is the file “foo” - w
ccessed according| — | Is each path of the tree
to read™ close? labeled by r*c?
Y, \ y




From Program Verification to Model Checking:

Example
let f(x) = Fxk—> + (c k) (r(F x k)
if * then close(x) [ > 5> Fdx
else (read(x); f x) /\
let y = open “foo” |
! AN
in C f;
f (y) X
C r
I ||
Is the file "foo f ‘ 2
ccessed according | —p | Is each path of the tree
to read™ close? , labeled by r*c?
\_ Y,




From Program Verification
to HORS Model Checking

: HORS
Higher-order (describing all
pr'o?r'am _ Program _»even'r se:]uences) . Mod e.|
specification |Transformation| ... property Checking
/Sound, complete, and automatic for: \

- A large class of higher-order programs:
simply-typed A-calculus + recursion
+ finite base types (e.g. booleans) + exceptions + ..,
- A large class of verification problems:
resource usage verification (or typestate checking),
\ reachability, flow analysis, strictness analysis, ... /




From Program Verification

to HORS Model Checking

Higher-order

HORS
(describing all

pr'o?r'am _ Program _»event se:;uences)_’ Mod gl
specification (Transformation| ... property Checking

-

For finite-data HO programs,
automated verification comes for free
from HORS model checking!

\_




Predicate Abstraction and CEGAR
for HORS Model Checking

f(g,x)=g(x+1 [K.&Sato&Unno, PLDI2011]

Program is unsafe!
Higher-order
unctional progra

l

ax x>0 | Predicate
' abstraction

l

@er‘-or‘der
boolean program
f(g. b)=

if b then g(true)
else g(*)

Error path

property not satisfied

HORS
odel checking

property satisfied
Program is safe!



Tool demonstration:
MoCHi

[K&Sato&Unno, 2011]
(a software model checker

for a subset of functional
programming language OCaml)
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AXFa1—F)ZILORARAE

¢ _EHOERETIRELEENSOHEEDRR.
TOSSLRBRIAANDIGRAIZDNT

Models Logic
TS BRKESATLA | HAE G
HORS - -
N I:I B%ﬁdfﬁZ$_-L\ =1 /=
ETFILRE = 1 pEtE
[Knapz; 01; OngE(-)é] (HORS)

HFL N
ETILVERE HKEES, X5 = Bei 1R A8
[Viswana‘rjh_an&Visvat\a‘rhan EBEH('U/XTA Z:Eﬂ,'#\gﬁfgg(HF L)

04]

Useful for describing
non-regular properties




Modal p-calculus

[Kozen 83]
¢ Propositional modal logic with fixpoint operators
¢ ::= tfrue
P1 A P2
P11V P2
[a]o ¢ must hold after a
<a>Q ¢ may hold after a
X propositional variable
uX. o least fixpoint
vX.Q greatest fixpoint

4 Subsumes CTL, LTL, and CTL*
- EF A ("eventually A may hold”) = uX.(A v <.>X)

¢ Equi-expressive as alternating parity tree
automata and MSO (for describing tree properties)



Higher-Order Modal Fixpoint Logic
(HFL) [Viswanathan&Viswanathan 04]

¢ Higher-order extension of the modal p-calculus

¢ ::= frue
P1 AP
¢1V O
[a]e ¢ must hold after a
<a>@ ¢ may hold after a
X predicate variable
uX*. o least fixpoint
vX€.@ greatest fixpoint
AXX. @ (higher-order) predicate
P15 application

K iz @ | koK,



Selected Typing Rules for HFL

I |true: ® ‘ I Fo: ®

I +[a]p: ®

FTFo:® Tly:e

CFoAy: @
v L, Xix; Foix,
I' AX.o:
LXik FXk | FIX.0ik >k
FFeix; >k, T Fyix [, X:x Foeix

CFo yik, I FpX.9:x




Semantics

[0]);: the set of states that satisfy ¢

L mo © s,;el0)ly (si:: initial state of L)
[true]; = States [oAv]r= [0)r N [v]:
[ovvl= [o) v [v]r
[ [@]o 1= {s | Vt.(s -, T implies te [¢])}
[<a>¢ = {s | It.(s -, t and te [¢];)}
[uX<. 0] = Ifp(Axe[x].[@lrx-x )
[vX<.0]r = gfp (Axe[x].[0]rx-x )

[1—1,] = {fe [K1] = [k,]

[@] = 25tates
[KXK.(p]I - KXE[K].[(I)]I{X:X} | f: monotonic} ]
[0 vli= [0 [v]l: [X]r = I(X)




Example
(uFe->*-® AX.AY. (XAY) v F (<a>X) (<b>Y)) P Q

= (?»X.?»Y. (XAY) v (uF...) (<a>X) (<b>\/))) PQ

= (PAQ) v
(uFe—*-® AX.AY. (XAY) v

F(<a>X)(<b>Y)) (<a>P)(<b>Q)
= (PAQ) v (<a>PA<b>Q) v (<a><a>PA<b><b>Q) v ...

For some n, <a>"P and <b>" Q hold
bn
o9

~

a



HFL Model Checking
4 )

Given

L: (finite-state) labeled transition system
¢: HFL formula,

does L satisfy @?

J

e.g. L |= ¢ for:
L: ¢: (UF.AX.AY. (XAY)
9 v F (<a>X) (<b>Y))
b ¢ (<c>true) (<d>true)



HES (Hierarchical Equation Systems)
Representation of HFL Formulas

Example:
HFL: vX.uY.(<a>X v <b>Y)
(there exists a path (b*a)~)
HES: X=,VY: Y=, <a>X v <b>Y
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Models Logic
TS BRKESATLA | HAE G
HORS - -
N I:I B%ﬁdfﬁZ$_-L\ =1 /=
ETFILRE = 1 pEtE
[Knapz; 01; OngE(-)é] (HORS)

HFL N
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Useful for describing
non-regular properties




From Program Verification
to HFL Model Checking: Example

let y = open “foo"
in
read(y). close(y)

~
Is the file “"foo”

ccessed according |=——>

to read™ close?
Y,

70735 LNELWEMEET S

> ciekdHmmEst

<read><close><end>true

/Does LTS:

read

end
lzlall) close 1'!!""'

satisfy the formula S?

\_

~

%




From Program Verification
to HFL Model Checking: Example

let y = open “foo" [FaJ35 LRELWEIMEET S
in PoERTRERS
if * then <read><close><end>true

(read(y); close(y))| ~ < close><end>true
else close(y)

/Does LTS: \

read

end
) close 1‘I'
\ SN
Is the file “foo” @ @

ccessed according (=== qtisfy the formula 5?
to read* close? K /
Y,




From Program Verification
to HFL Model Checking: Example

7073 LNELWEMEET S

let f x = - :
= il 22 T

if * then close(x) E>|:tfk§ _iqﬁ;cljsuk
.else (read(x). f x) A (<read>(F x k))
in o S = F true (<end>true)
let y = open "foo
in

o (ove 79 A

end
) close .
V| Gy
Is the file “foo” @ @

ccessed according (=== qtisfy the formula 5?
to read* close? K /
Y,




From Program Verification
to HORS Model Checking

let f x = Fxk o> + (c k) (r(F x k)
if + then close(x) [~ S—>Fd*x
else (read(x); f x) /\
in IC N
!e1‘ y = open “foo” I
in C rl'
f (y) S
\ #
Is the file “foo” g R

Is each path of the tree
labeled by r*c?

Y . J

ccessed according | ——p
to read™ close?




From Program Verification
to extended HFL Model Checking

let f n x = Fnxk=,
if n<O then close(x) (n<0 =<close>k)

o " readsF (n-1) x K
d(x): _1 <read> n-1) x
in(r'ea (x): 1 (n-1) x) S =,F m true (<end>true)

let y = open "foo"
in Y P /Does L'L'S: \
rea

=
Is the file “foo” @ @

ccessed according [=—— satisfy the formula S?

t d* close?
o read™ close , \_ Y,




From Program Verification
to extended HFL Model Checking

| FE »n v le -

Ieﬁhis approach provides a sound and complete \
logical characterization of:

| - reachability problem

- termination problem

- linear/branching-time temporal properties
for higher-order functional programs with

in
|

M infinite data

K+ ESOP 2018] [Watanabe, & ]
\

/

Is the file "foo"
ccessed according

to read™ close?
Y,

E>

(S &

satisfy the formula S?

\_

%




From Termination Verification
to extended HFL Model Checking

let sum n k = Termination:
if n< (1 sum.An.AK.
:,S:_"O then k O _p| (n<0=k O)A
1) ar k (n>0=sum(n-1) Ar.k(r+n)))
. sum (n-1) Ar.k(r+n) m (Ax.true)
in sum m (Ax.())

Non-Termination:
(v sum.An.AK.

(n<OAk O)v

(n>0A sum(n-1) Ar.k(r+n)))
m (Ax.false)
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HORS vs HFL model checking

Model | Spec. complexity Applications
Automated
k-EXPTIME e
model |HORs | apT | comlete | Yphcanenot
checkin (for order-k orograms
eCKI
J X HORS) [K 09][K+11]...
Assume-guarantee
reasoning [VV 04]
HFL k-EXPTIME | Process equivalence
checking (for order-k HFL) Verification of

functional programs
[K+ 18][Watanabe 18]

APT: alternating parity tree automaton
LTS: finite-state labeled transition system




From HORS to HFL model checking
¢ Input:
- HORS 6
- APT A (with largest priority p)
¢ Output:
-LTS L,
- HFL formula g |,

such that G |=A iff L, |= @g,
Intuition:
- L, simulates the transitions of A

- Qg describes "L, has transitions corresponding
to an accepting run of A over Tree(6)”



From HFL to HORS model checking

¢ Input:

- LTS L

- HFL formula ¢
¢ Output:

- HORS 6, .

- APT A,

such that L |=¢ iff 6, |= A_ for sufficiently large c
Intuition:
- 6, . generates tree representation of the formula

obtained from ¢ by unfolding fixedpoint operators
sufficiently many times

- A_ accepts trees representing valid formulas



From HORS to HFL model checking
¢ Input:
- HORS 6
- Parity tree automaton A (with largest priority p)
¢ Output:
-LTS L,
- HFL formula g |,

such that Tree(6) =A iff L, |= ¢@g,
Intuition:
- L, simulates the transitions of A

- Qg describes "L, has transitions corresponding
to an accepting run of A over Tree(6)”



Construction of L,

(non-deterministic case; see the paper for the case of APT)
A

90 20919 907v91 91 b9 Qo ¢ Q1 ¢
0(q0)=0  Q(gy)-1



Construction of L,

(non-deterministic case; see the paper for the case of APT)

A:.
90 ~a9190 9091 q1—7pqi 90 2 Q1 ¢
Q(q0)=0  Q(qy)=1 (The states of L,
consist of:
L - states of A and
A’ &—| - r.hs. of

1 \_ transition rules /




Construction of L,

(non-deterministic case; see the paper for the case of APT)
A

90 20919 907v91 91 b9 Qo ¢ Q1 ¢
Q(q0)-0  Q(qy)-1

La:
1

1 <D

do
b,
bo @ A transition label\
Co

2

Cq IS
an input symbol
annotated with a

priority; or ... )




Construction of L,

(non-deterministic case; see the paper for the case of APT)
A

90 20919 907v91 91 b9 Qo ¢ Q1 ¢
Q(q0)-0  Q(qy)-1

A transition label

iS ..., or a number to
LA: identify the visited

child y
2 @ !




From HORS to HFL model checking
¢ Input:
- HORS 6
- Parity tree automaton A (with largest priority p)
¢ Output:
-LTS L,
- HFL formula @ |,

such that Tree(6) =A iff L, |= ¢@g,
Intuition:
- L, simulates the transitions of A

- Qg describes "L, has transitions corresponding
to an accepting run of A over Tree(6)”



From trees to HFL formulas
(REOELAENTRTODFEE DK —XR)

s )
¢r: "the current state has transitions

. corresponding to an accepting run for T" )

Pac(oec)-=
<ay> “can visit 1st and 2" children with states
satisfying ¢. and ¢, . respectively”
= <ag>(<1>9. A<2>0, )

= <(.“0>(H2 O Py c)

(Hn xl xnd%f <1>>(1/\...<"'|>>(n) Co Co



\

From trees to HFL formulas

¢r: "the current state has transitions

. corresponding to an accepting run for T" )

Pac(ec)-=
<ay> “can visit 1st and 2" children with states

satisfying ¢. and ¢, . respectively”
= <ag>(<1>¢. A<2>0, )
= <C“O>(H2 Qe Pp c)

= <ag>(H; (<co>Ho)
(<bo>H; (<co>Ho))) O = Cq,)

by @

(Ho Xy ... X € <15Xa..<n3X,) G




From HORS to HFL

HORS 6 A
S 5> Fc 90 a4 9190
Fx—>a x (F(b x)) 90291 91 b 91
QO ¢ ql ¢

6.0 Cla: 901 4

=, F (<co>Ho) a )
F x =y @ ™ @

<ap>(H; x (F(<by>(H; x)))

(H, X; ... X, = <1>X;A...<n>X)
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From HFL to HORS model checking

¢ Input:

- LTS L

- HFL formula ¢
¢ Output:

- HORS 6,

- APT A,

such that L |=¢ iff 6, |= A_ for sufficiently large c
Intuition:

- 6, . generates tree representation of the formula
equivalent to ¢, obtained by unfolding fixpoint
formulas sufficiently many times

- A, accepts trees representing valid formulas



HFL-to-HORS Translation: Overview

FX=,0
Remove fixpoint operators by finite unfoldings
(cf. Kleene fixpoint theorem)

Convert it to HORS, which generates the tree
representation of the formula

Parameterize F by a number, and implement
numbers (up to ?’/‘2" ) as functions (cf. [Jones01])
)
2

Fm X— if (Zero? m) true ([F (m-1) /Flo’)
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HORS-based vs
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HORS-based vs
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Models Logic
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